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ONNPEAEJIEHUSA

B HacroslleM [JOKYMEHTE HCIIOJIB3YIOTCS CIEAyIOIHEe TEepMUHBI H HX
OINpEAEIICHHUS.

ABTOMaTH3MpPOBaHHAsl CHCTeMa — CHCTEMA, cocTofAllas U3 IepcoHalla M
KOMIUIEKCA  CpPeICTB  aBTOMAaTW3alMU  €ro  JeATEJbHOCTH,  pealu3yronias

MH(POPMATMOHHYIO TEXHOJIOTHIO BBIITOTHEHUS YCTAHOBICHHBIX (PYHKIIHIA.

AyTeHTH(HUKANUA OTNpPaBUTe/Ns] AAHHBLIX — IOATBEPXKACHHE TOrO, 4YTO OT-
MIPABUTENTb MTOTYYEHHBIX TAHHBIX COOTBETCTBYET 3a5IBJICHHOMY.

be3zonacHOCTb TMepCOHAJAbHBIX [JAaHHBIX — COCTOSHHME 3alllMIIEHHOCTHU
MIEPCOHANBHBIX  JAHHBIX,  XapaKTepu3yemoe  CIHOCOOHOCTBHIO  MOJIb30BaTelNeH,
TEXHUYECKUX CpeACTB 17} UH(OPMaTUOHHBIX TEXHOJIOTHH obecneuuThb
KOH(QUIAEHIIMANBHOCTD, EJIOCTHOCTh U JOCTYIIHOCTh MEPCOHAIBHBIX NAaHHBIX NPU KX
00paboTke B MHYOPMAITHOHHBIX CHCTEMAaX EPCOHANBHBIX JTaHHBIX.

buomerpuyeckue nepcoHa/ibHbIE JaHHbIE —  CBEIEHHUS, KOTOpbIE
XapaKTepU3yloT (QU3KOIOTMYeCKre OCOOEHHOCTH 4YelOBEeKa W Ha OCHOBE KOTOPBIX
MO>XHO YCTAaHOBWTH €ro JIMYHOCTh, BKJIIOYast Gororpadpuu, oTredaTKy NajiblieB, oOpas
CeTYaTKH IjIa3a, 0COOEHHOCTH CTPOCHHUS TeNa U APYTYIO NOM00HYO HHGOPMALIUIO.

biokupoBaHHe MepCOHANBHBIX [JaHHBIX -~ BPEMEHHOE IIpeKpallleHne
00paboTKU IIEPCOHANBLHEIX AaHHBIX (32 HCKIIOYEHHEM CIIydaeB, eciad o0paboTka
HeoOXoquMa ISl YTOUHEHHS IEPCOHAIBHBIX JJAHHBIX ).

Bupyc (koMnbioTepHbIi, NPOrpaMMHbBIi) — UCTIOIHAEMBIN ITPOrPaMMHBIN KOJ
WIA WHTEPIPETUPYeMbiii Hab0op MHCTPYKUWH, OONajgaroluii CBONCTBAMH He-
CaHKIIMOHMPOBAHHOIO  pacmpocTpaHeHHs U caMoBocmpousBeleHus. CoznaHHBIE
IyOnMKaThl KOMITBIOTEPHOTO BHpyca HE BCerja COBHAAalOT C OpPUIMHAIOM, HO

COXPaHsIOT CIIOCOOHOCTH K JaTbHeHIIEMY pacIpoCTpaHeHuIo %}
CaMOBOCIIPOU3BEICHHUIO. .
Bpenonochas  mporpamma —  @nporpamma, —I[peJHasHaueHHas Ui

OCYINECTBACHNWS HECAHKIIMOHHMPOBAHHOTO JOCTyNa © (WiId) BO3JEHCTBHMA Ha
IIEPCOHANIbHBIE JaHHBIE MJIM pecypchl HH(OPMAiMOHHOW CHUCTEMBI IIEPCOHAJIBHBIX
JIaHHBIX.
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BcenomoraTtebHble TeXHHYECKHE CPEACTBA H CHCTEMBI — TEXHHUYECKHUE
CpPEeACTBa U CHUCTEMBI, HE MpeAHa3HA4YeHHble IJIA Iepenaduu, o0paboTKH W XpaHEHHS
IIEPCOHAIBHBIX NAHHBIX, YCTaHABIMBAEMbIE COBMECTHO C TEXHUYECKUMH CPEACTBAMU U
CUCTeMaMM, IpeJHa3HAYEHHBIMU i1 00paOOTKM TMepPCOHANBHBIX AaHHBIX WIH B
IIOMEILEHUAX, B KOTOPBIX yCTAHOBJIECHBl MH(POPMALIMOHHBIE CUCTEMBI MepCO- HaJIbHBIX
JIAaHHBIX. '

JocTyn B onepallHOHHY10 cpeldy KoMnbloTepa (MHGOPMaUHOHHON CHCTEMBI
NEePCOHAJIBLHBIX [JAHHBIX) — IIOJY4YeHHME BO3MOXXHOCTH 3allyCKa Ha BBIIIOJIHEHHE
IITATHBIX KOMaHJA, QYHKUHUH, MOpoOLenyp ONEpPalMOHHOA CHUCTEMBI (yHHUYTOXKECHHS,
KOTIMPOBAaHMSI, IEPEMEIIECHHS U T.II.), UCIIONHIEMbIX (PaiijIoB IPUKIIATHBIX IPOrPAMM.

Hoctyn k wuHdopManuH — BO3MOXHOCTb MOJy4deHUs HHQOpMALUU U ee
UCII0JIb30BAHMUS.

3aknaao4yHoe yCTPOHCTBO — 3JIeMEHT CpellCTBa chbeMa MHPOpPMallMU, CKPBITHO
BHEIpsAEeMbIA (3aKnaiplBacMbli MM BHOCHMBIM) B MecTa BO3MOXHOIO CheMa
uH(poOpMauK (B TOM YUCIe B OTpaXIeHHE, KOHCTPYKIHIO, 000PYI0BaHHE, TIPEIMETHI
VHTEepbepa, TPAHCIIOPTHBIE CPENCTBA, a TAK)KE B TEXHUUECKUE CPEJICTBA U CHUCTEMBI
00paboTku nHQOPMALIKH).

3amumaemvas wuHpopmauusa — uHbOpMauus, SBIAAOLIAACT INPEIMETOM
COOCTBEHHOCTH W MOAJIEXKallas 3allluTe B COOTBETCTBUU C TPEOOBAHMUAMHU MPABOBBIX
JIOKYMEHTOB WM TpeOOBaHUSIMM, ycTaHaBIUBaeMbIMU COOCTBEHHUKOM MH(OPMaIINY.

Hnentndukauud — [OpUCBOEHUE CyObeKTaM M O00BEKTaM  HOCTYIIa
uneHTUdUKaTopa 1 (WIKM) CpaBHEHHE TPEABSABISEMOr0 HISHTH(PHUKATOPA C MEpeUHeM
IIPUCBOEHHBIX UIEHTU(OUKATOPOB.

NudopMaTUBHbIH CHrHAJ — DJJEKTPUYECKHE CUTHAJBL, aKyCTHYECKHE,
3NEKTPOMAarHuTHbBIE U Apyrue Qu3ndecKue Iojs, o NapaMeTpaM KOTOPBIX MOXKET OBITh
packpeiTa KOHQUAeHIHATbHAs HH(BopMaIns (IepcoHalbHBIE JaHHbIe) oOpabaThiBaeMast
B UH(POPMAIIMOHHOH crcTeMe NIEPCOHANBHBIX JaHHBIX.

NudopmanuoHHble TEXHOJNOrMH — IIPOLIECCHI, METOABI ITOWCcKa, cHopa,
XpaHeHust, 00pabOTKK, TPeIOCTaBICHHUS, PACIIPOCTPAHeHUSI UHPOPMALMU U CHOCOOBI
OCYLIECTBJIEHUS TaKKUX JIPOLIECCOB U METOMOB.

NudopmauuonHans cucrema mnepconajJbhbix gaHubix (MCIIAH) —
COBOKYIIHOCTb cOJepKallluxcsi B 0azaX [OaHHBIX I[€PCOHANIBHBIX JaHHBIX U
obecneynBarOIUX HX O00pabOTKy HHQPOPMAIMOHHBIX TEXHOJOTHMM M TEXHHYECKHX
CpEICTB. ’

Hcnoab3oBande MepcoHA/ILHBIX [JaHHBIX — JeWcTBUA (omepanuu) ¢
NEPCOHATBHBIMY JAHHBIMH, COBepllaeMble ONEPAaTOPOM B LENSAX NPUHATHS pPELICHUA
WIX COBEpIUEHHS WHBIX [EHUCTBUM, NOPOXKIAIOMMX HOPUAUYECKUE IIOCIHCACTBUSA B
OTHOIICHUH CcyOheKTa MepPCOHAIBHBIX JAaHHBIX WM JPYTUX JHUI 1100 WHBIM 00pazoM
3aTParkBaOLIUX 1IpaBa U CBOOOBI CyObeKTa MePCOHANBHBIX JaHHbBIX WITH JPYTUX JIAIL,
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Hcrouynnk yrposbl OesomacHocTH HHpOpMauMM — CyOBEKT JOCTYIIA,
MaTepHalbHpll  OOBEKT WIKM (QU3HMUECKOE SIBICHHUE, SIBJISIOMIMECS PUUMHOR
BO3HMKHOBEHHMSI yTPO3bl 0€30MIaCHOCTH HHPOPMAIIUH.

Konrpoaupyemasi 30Ha — IpOCTPaHCTBO (TEPPUTOPHSL, 3/IaHUE, YACTh 3JaHUS,
IIOMEIIEHNE), B KOTOPOM HCKJIIOYEHO HEKOHTPOJIUpPyeMoe MpeObIBaHMEe MOCTOPOHHUX
JIMII, & TAKXKe TPAHCIIOPTHBIX, TEXHUYECKUX U UHBIX MaTepUAIBHBIX CPE/ICTB.

KonduaeHIHaIbLHOCT, MNEPCOHAJILHBIX [JaHHBLIX — 00s3aTeNnbHOe s
COOJIIOZICHHUS OMEpPaToOpOM HIIM WHBIM MOJYHHMBIINM AOCTYI K MEPCOHATBHBIM JaHHBIM
JULOM TpeboBaHWe He [ONyCKaThb HX pacnpocTpaHeHue Oe3 coriacusi CcyObekTa
[IEPCOHAIBHBIX JAHHBIX WJIW HAIUYUS HHOIO 3aKOHHOT'O OCHOBAHUSI.

Me:xceTeBoii 2KpaH — JOKaIbHOE (OAHOKOMIIOHEHTHOE) WK (hyHKLUHUOHAIBHO -
paclpeieIeHHOe TPOrpaMMHOe (IIpPOrpaMMHO-aIIapaTHOe) CpelncTBO (KOMILIEKC),
pealusyolliee KOHTpOJb 3a HWHQoOpManued, NOCTymawmolled B HHOOPMAIHOHHYIO
CHCTEMY [EPCOHATBHBIX JAHHBIX U (WJIN) BBIXOJAIIEH U3 HHDOPMAITHOHHOW CHCTEMBI.

Hapymiureir 06€30MacHOCTH NepPCOHANBHBIX JAHHBIX — (QHU3HYECKOE JIHIIO,
CIly4alHO WM I[peJHAMEpPEHHO COBeplLIalollee JeHCTBUS, CIIEICTBUEM KOTOPBIX
ABISIETCS HapylleHWe Oe30MacHOCTH IEePCOHANBHBIX JIAHHBIX INpH HX 00paboTke
TEXHUYECKMUMH CpeIcTBaMH B UHPOPMAIIMOHHBIX CUCTeMaX IIepCOHABHBIX JaHHBIX.

HearRTomMaTH3uMpoBaHHAsA 00pa0doTKa NepCOHAIBLHBIX JAHHBIX — 00paboTka
NIEPCOHANIBHBIX JAaHHBIX, COJAEPIKaIMXCsl B MHQOPMALIMOHHONW CHCTeMe MMepCOHaIbHBIX
JaHHBIX JIHMOO W3BJIEYEHHBIX M3 TAKOW CUCTEMBI, CUMTAETCS OCYIIECTBIEHHOH 6e3
UCIIOJIB30BaHUsI CpEJICTB aBTOMATH3allMM (HEaBTOMATH3UPOBAHHOW), €CJIH Takue
JNEHCTBUS ¢ TIEPCOHANBbHBIMU  JAHHBIMH, KAaK  HCIIOJB30BaHUE, YTOYHEHHUE,
pacnpocTpaHeHHe, YHHUTOXXEHUE IePCOHANBHBIX IAHHBIX B OTHOIICHHUU Ka)XJOT0 U3
CYOBEKTOB MEPCOHATBHBIX JaHHBIX, OCYIIECTBISIOTCS MPH HEOCPEACTBEHHOM Y4acTUH
4eJI0BeKa.

He pekjapupoBaHHble BO3MOMKHOCTH — (YHKIHOHAIbHBIE BO3MOKHOCTH
CPEICTB BBIYUCIUTEIIBHON TEXHUKH, HE ONHCAHHBIE WMJIA HE COOTBETCTBYIOIIUE
ONKCaHHBIM B JOKYMEHTAIlMH, IIPHU HCIOIB30BAHUM KOTOPBIX BO3MOXHO HapyIICHHE
KOH(UOCHLMATBFHOCTH, JOCTYINHOCTH MM LEIOCTHOCTH 00pabaThiBaeMOd  HH-
¢dbopmanuy.

HecankunonupoBaHHbI JocTyn (HeCAHKIHOHHPOBAaHHbIE [eHCTBHA) —
JOCTYIl K HWHGMOpMalUMH WM [eHCTBUS € HH(OpPManuel, Hapyllalollue IIpaBUia
pasrpaHHYeHuss AOCTYIa ¢ HCIIOJIB30BAaHWEM IITATHBIX CPEACTB, IIPEeNOCTaBISEMBIX
UH(POPMALMOHHBIMU CUCTEMaMU MIEPCOHANBHBIX JaHHBIX.

Hocurean nndopmauun — Gu3HuecKoe JUIO UK MaTepUabHBIH 0OBEKT, B TOM
yucie GrU3udecKkoe moje, B KOTOpoM HH(MOpMalUs HaXOJUT CBOE OTPaX€HUE B BUJAE 7
CUMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKUX PEIIEHUH W IPOLECCOB, KOINYECTBEHHBIX
XapaKTEPUCTUK PU3NUECKUX BEJIMUHH.



OGe3nnynBaHNe NepcOHANBHBIX AAHHBIX — [eHCTBUS, B pPe3yJbTaTe KOTOPHLIX
CTAHOBHUTCS HEBO3MOXXHBIM 0€3 MCIOJB30BaHUS JOTOJHUTEIFHOM HHGMDOpMAIMH
ONpENEINTh NPUHAANEKHOCTh II€PCOHAIBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
IIEPCOHAIBHBIX JaHHBIX.

OO06paboTka mnepcoHAJBHBLIX JAHHBIX — J00Oe [neiicTBHe (omepalus) HIH
COBOKYITHOCTb JeHCTBUU (omepaluil), coBeplIaeMbIX C MCIOJb30BaHUEM CpPENCTB
aBTOMAaTH3aIMU MK 0e3 MCIIOJIb30BaHUS TAKUX CPEJACTB C IEPCOHANBHBIMU JIAHHBIMH,
BKJIIOYass cOop, 3amuch, CHCTEMaTH3alUIO, HAKOIUIEHUE, XpaHEHUe, YTOYHEHHUE
(oOHOBNEHME, U3MEHEHHE ), U3BNIeHeHUE, UCTIONb30BaHuUe, repegady (pacrnpocTpaHeHue,
NpeJoCTaB/IeHne, NOCTYyI), 00e3IMYNBaHue, OJOKMpOBaHHE, yJAaJeHHe, YHUUYTOXEeHHUE
NIEPCOHAJIBHBIX JaHHBIX.

OO0wmenocTynHbie nmepcoHalbHble JaHHble — TIEPCOHANBHBIE AaHHBIE, JOCTYII
HEOTPAaHWYEHHOI'0 Kpyra JHI K KOTOpPBIM IPEeJOCTaBIeH ¢ coryacus cyObekTa
NEPCOHANIbHBIX JAHHBIX WJIM Ha KOTOPbIe B COOTBETCTBUM C (pefepalbHBIMU 3aKOHAMHU
He pacnpocTpaHseTcs TpeboBaHue cOOII0eHUS KOH(DUIEHITUATBHOCTH.

Onepatop (mepcoHa/IbHBIX  [JaHHbIX) —  TOCYJAapCTBEHHBIA  Opras,
MYHULMIIAIBHBIN OpraH, IOpUAMYECKOe WM (PU3MUECKOe JIULO, CaMOCTOATEIBHO HIH
COBMECTHO C JIPYTHMH JHUIIAMU OpTraHU3YIoIIMe U (WIIH) OCYLIECTBIsAoImNe 00paboTKy
MEPCOHATBHBIX JaHHBIX, a TaKKe Ompelesstolue 1enu o0padOTKH MepCOHATBHBIX
JaHHBIX, COCTAaB TIEPCOHANBHBIX JaHHBIX, IOJJeXalllux o0padoTke, AeHCTBUSA
(omepauuu), coBepIaeMbie ¢ MEPCOHAIBHBIMU JaHHBIMHU.

TexHuveckue cpeacTBa HHPOPMALHOHHOH CHCTEMbI MEPCOHAJBHBIX JAHHBIX
— CpelCTBa BBIYUCIUTEIBHON TeXHUKH, HHHOPMALMOHHO-BBIUUCIATEIbHBIE KOMIIIEKCHI
W CeTH, CpeAcTBa M CHUCTEMBI Iepenaud, npuema u obpadotku 11/l (cpenctsa u
CHCTEMB! 3BYKO3AIIMCH, 3BYKOYCHJIEHHS, 3BYKOBOCIIPOMU3BEIEHHUs, MNEpPEeroBOpHbIE H
TEJNeBU3NOHHBIC YCTPONUCTBA, CPEICTBA U3rOTOBJICHUS], TUPAXKUPOBAHUS JOKYMEHTOB U
ApYTHe TeXHUYeCKHe CpelicTBa 00paboTKU pedeBoi, rpaguuecKol, BUuJeo- U OyKBEHHO-
UG POBOH WH(POPMAIIHH ), TIPOTPaMMHbIE CPECTBA (ONEPALIUOHHBIE CUCTEMBI, CUCTEMBI
yrpaBlieHus 0a3aMu JaHHBIX U T.I1.), CPEJCTBA 3aLUTHI HH()OPMALNHU, IPUMEHSIEMbIE B
MH(POPMALIMOHHBIX CUCTEMaX.

IlepexBar (uHopMauuH) — HeNpaBOMEpHOE TONydeHHe HWHGPOPMauu C
UCIIOJTb30BAHMEM TEXHUYECKOr0 CPeACTBa, OCYIIECTBRISIONIEr0 OOHapY)KEHNE, TIpUeM U
00paboTKy MHGOPMATUBHBIX CUTHAJIOB.

IlepconaabHble aaHHble — M00as MHGOpMaLMs, OTHOCAIIAACA K OPSAMO HIH
KOCBEHHO OIpeAesieHHOMY WM ONpefenseMoMy Qu3ndeckomy July (CyOBEeKTy
[IEPCOHATBHBIX JaHHBIX );

IloGo4HbIe 3/IeKTPOMATHUTHBIE H3/1y4YeHHSI H HABOJAKH — 3JIEKTPOMAarHUTHEIE
H3TydeHUsT TEXHUUYECKHX  cpeActB  oOpaboTku  3ammuinaeMoit  uHQoOpMaui,
BO3HUKAIOIIHE KaK I[MOOOYHOEe SIBJIEHHE W BBbI3BAHHBIE JJIEKTPUYECKMMHU CUTHAJIaMH,
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JEHCTBYIOIIMMHY B UX 3JIEKTPUUECKUX U MAarHUTHBIX [ETISIX, a TAKXKe 3JIeKTPOMArHUTHBIE
HAaBOJKHU 3TUX CHUTHAJIOB Ha TOKOIIPOBOIAIIME TUHUK, KOHCTPYKLIMH U UETTH MUTAHHUS.

ITonuTHKA «YHCTOro €TOJIa» — KOMIUIEKC OpPraHWU3AIlMOHHBIX MEPONPHUATHH,
KOHTPOJIMPYIOLIUX OTCYTCTBUE 3allMChIBaHUS Ha OyMa)KHble HOCHUTEM KITIOYeHd H
aTpuOyTOB J0CTyNa (MMapoJielt) U XpaHeHUs UX BOJIM3H OOBEKTOB JOCTYIIA.

IHons3oBaTes b HHPOPMALIHOHHOI cHCTEMbI MEPCOHAIbHBIX JaAHHBIX — JIUTIO,
ydacTBylomee B (YHKIMOHUPOBAHUN WH(HOPMAIMOHHON CHCTEMBI IE€PCOHAJIBHBIX
JAHHBIX WM UCIIONIb3YIOIee pe3yIbTaThl ee QyHKIIHOHUPOBAHHS.

IlpaBuia pasrpaHuYeHHs AOCTYHa  —  COBOKYIIHOCTH  IIpaBuJI,
perTaMeHTUPYIOLINX ITpaBa AOCTyTa CyOBeKTOB HOCTYIa K OOBEKTaM JOCTYTIA.

Iporpammuas 3aknajaka — KOJA NpOrpaMMbl, IpeIHaMEpPeHHO BHECEHHBIH B
porpaMMy C LEJbI0 OCYUIECTBUTH YTEUKY, M3MEHUTh, OJOKHPOBATh, YHUUTOXKHUTH
MHQOpMALMIO WIH YHUYTOXKUTh W MOAH(ULHPOBATH NpOrpaMMHOe obecliedeHne
UH(POPMAIIMOHHON CHCTEMBI IEePCOHANBHBIX JaHHBIX ¥ (WMaM) OJOKUPOBATH ara-
paTHbIe Cpe/ICTBa.

IIporpammuoe (mporpamMHo-MaTemMaTH4YeCKOe) BO3/1eHCTBHE -
HECaHKIIMOHUPOBAHHOE BO3JEHCTBUE Ha pECYPCHI aBTOMAaTU3UPOBAHHOM
UHPOPMAIIHOHHOW CHCTEMBI, OCYIIECTBIAEMOe C HCIONB30BaHUEM BpEIOHOCHBIX
IIPOTPaMM.

PackpbiTHe mnNepcoHaNbHBIX [JAaHHBIX — YMBIIUIEHHOE WIH ClIy4daiHOe
HapylieHue KOHPUAEHIIUATbHOCTH IepCOHANBHBIX JaHHBIX.

PacnpocTpaHeHHe mNepcoOHAJbHBIX AAHHBIX — JCUCTBHUA, HaANpaBJIeHHBIE Ha
pacKpbITHE MEPCOHATBHBIX NaHHBIX HEOIPeACICHHOMY KPYTY JIHII.

Pecypc mnHpopmManHoOHHOH cHCTeMBI — WMEHOBAaHHBIA 3JIEMEHT CUCTEMHOrO,
TIPUKJIaHOTO HIIM allapaTHOro obecrieueHUs (HYyHKIMOHUPOBAHUS MHOOPMAIIMOHHOMN
CUCTEMBI.

CnenuajibHble KaTeropuu MepCOHAJBHBIX JaHHbIX — IIEPCOHANbHbIE JIaHHBIE,
Kacalollrecss pacoBOM, HAIMOHAJIBHOM TPUHANJIEKHOCTH, MOJUTUYECKUAX B3IVISIOB,
PETUTHO3HBIX WX GUITOCOMCKUX yOEKACHUN, COCTOSHUS 300POBhS U NHTUMHOM JKU3HU
cyOBeKTa MEPCOHANTBHBIX JTAHHBIX.

CpencrBa BBIYHC/ANTEIbHOH TEXHMKH — COBOKYIHOCTH IPOTPaMMHBEIX U
TEXHUYECKUX 3TEMEHTOB CUCTeM 00padOTKM JaHHBIX, CIOCOOHBIX (PYHKIIMOHHPOBATH
CaMOCTOSTEIbHO UJIM B COCTaBe APYTHUX CUCTEM.

Cyobekt goctyna (cyObekT) — JIMIO WIM IIpoLlecCc, IeHCTBUS KOTOPOTo
peraaMeHTHPYIOTCS MpaBUIaMy pa3TpaHuyeHus JOCTyIa.

TexHuyeckuii KkaHan yreukd HHPOpMANHMU — COBOKYNHOCTb HOCHTEIS
uHbopMannu  (cpeAcTBa  00pabOTKM), (QUINYECKOW Cpedel  paclpOoCTpaHEHHUs
UHOOPMATHUBHOrO CHTHATa W CPEACTB, KOTOPBIMH JIOOBIBAaeTCS  3allIiaeMas
“HGbOpMaLIHS.
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Tpancrpannynas  nepejaya  MepCOHAJIBHBLIX  JaHHBIX —  [lepelayva
NIEPCOHANBHBIX JaHHBIX OllepaTopoM uepes locynapcTBenHyro rpanHully Poccuiickoit
Qenepauu  OpraHy BIACTHU MHOCTPAHHOTO TOCYJapcTBa, (DU3UYECKOMY WA
IOpUINYECKOMY JIUIY HHOCTPAHHOI'O ToCydapcTBa.

Yrpo3pl 6e30nacHOCTH NEPCOHAJBHBIX AAHHBIX — COBOKYIHOCTb YCJIOBHHA H
(akTOpOB, CO31aIOMIMX ONACHOCTh HECAaHKIIMOHUPOBAHHOTO, B TOM 4HMCle clydaiHoro,
OOCTylla K IIepCOHANBbHBIM JaHHBIM, PE3YJIbTATOM KOTOPOrO MOXET CTaTh
YHHUUYTOXXEHHWE, W3MEHEeHHWe, OJIOKMpOBaHMHE, KOMHUPOBAaHUE, PAaclIpOCTPaHEHHUE
MEPCOHANIBHBIX TaHHBIX, @ TaK)K€ WHBIX HECAHKUWOHUPOBAHHBIX AEHCTBHM IIpU HX
0o0paboTrke B MHGOPMAIIMOHHOHN cHCcTeMe ePCOHANIBHBIX JaHHBIX.

YHHUYTOKEHHEe NEePCOHANbHBIX JAHHBIX — JACUCTBUS, B pe3yJbTaTe KOTOPBIX
CTAHOBUTCS HEBO3MOXXHBIM BOCCTAaHOBUTBH COJEp)KaHWE IEPCOHANBHBIX [JaHHBIX B
MHQOPMallMOHHOW CHUCTeMe NEepPCOHATbHBIX AAHHBIX W (MJIM) B pe3ysibTaTe KOTOPBIX
YHUYTOXAIOTCS MaTepUaIbHbIE HOCUTENM IEPCOHAIBHBIX JaHHBIX.

Yreuka (3amuimaemMod) HHGPOPMAUMH MO TEeXHHYECKHM KaHajlam —
HEKOHTPOJHUpPYyeMOe paclmpocTpaHeHWe HH(QOPMAalHKd OT HOCHUTENS 3alUIIacMON
uHpOpMaMK  Yepe3  (U3MYECKYI0  Cpely  J0  TEeXHHYEeCKOro  CpelICTBa,
OCYLIECTBIISIOLIETO IlepeXBaT UHPOPMALIHH.

Ysa3BumocTb — cl1abOCTh B CPENCTBaX 3alllUThI, KOTOPYHO MOXHO HMCIIOJIb30BaTh
JU1s1 HapyLIEHUsI CUCTEMBI WU CollepKallielics B He HH(pOopMalliH.

LenoctHocts uHpOpMauuun — CIHOCOOHOCTH CPEACTBAa  BBIYMCIHTEIILHOU
TEXHUKM WM  aBTOMaTU3MPOBAHHOW CHUCTEMBl oOecneduBaTh HEU3MEHHOCTH
UHQOpPMALlMK B YCJIOBUSIX CIy4aHOTO W/WJIM MPEeJIHAMEPeHHOrO HCKaXKeHUs
(paspy1eHus).



OBO3HAYEHHSA 1 COKPAILIEHUA
ABC — anTuBupycHble cpejcTBa
APM — aBTOMaru3supoBaHHOE padboUee MECTO
BTCC — BciomoraresbHble TEXHAYECKUE CPEACTBA U CUCTEMBI
HCTT/Ix — uadopManmonHas cucTemMa nepCoOHaIbHbIX JaHHBIX
Hb — undopmanmonnas 6e30mMacHOCTb
K3 — xkoHTpOaMpyemas 30Ha
JIBC — nokanbHasi BRIYUCIUTEIbHAs CETh
MD — mMexcereBoii 3kpaH
HCJI — HeCaHKIMOHUPOBAHHBIMA TOCTYII
OC — onepaiioHHas cucTemMa
[1J18 — nepcoHaIbHbIE TaHHBIC
[IMB — nmporpaMMHO-MareMaTHIECKOE BO3ICHCTBUE
[TO — nporpaMmHoOe 00€eCIIEUCHHE
[TOMHH — no6o4HbIe 31EKTPOMArHUTHBIE U3JIYYCHHS U HABOAKHU
CA3 — cuctema aHanusa 3anMieHHOCTH
C3U — cpencrBa 3amursl “HGOpMALUK
C3I1/I1 — cucreMa (moacyucTeMa) 3alUThi NEPCOHABHBIX JaHHBIX
COB — cucrema oGHapy eHUS BTOPIKEHUN
TKYH — TexHudeckue KaHaibl yTe4kd UHGOPMALIAN
VBII/JIH — yrpo3si 0€30MacHOCTH NTEPCOHAIBHBIX TAHHBIX

BBEJIEHUE
Hacrosmee Ilonoxenue nHPOpMAMOHHOM G€301aCHOCTH B FOCYJapCTBEHHOM
OloKETHOM  Tipo()eCCHOHANILHOM  00pa3oBaTeNlbHOM  yupeKaeHuH «byliHakckoe
MeAMLIMHCKOE yunmmme» (jranee 1o Tekcry — I'BIIOY PJI «byiiHakckoe MeauuMHCKOe
YUHJTUIIEY ), ABASETCS O(PHUMATHHBIM JOKYMEHTOM, B KOTOPOM OIIPE/EICHA CHCTEMa
B3IJIAJI0B Ha obecrnieuenue undopmaimonHoil 6e3onacHoctu 1'bI1OY Pl «byiinakckoe
MEIHULMHCKOE YUUIHLIEY.

"~ HeoGxomumocts  pazpaborku  ITlonoxkeHuss  oOyciOBJIEHA  CTPEMHUTEIIBHBIM
paciuupesveM chepbl MPUMEHEHUS HOBEHIIMX WHYOPMALMOHHBIX TEXHOJOTUI H
npoueccos B ['BIIOY P/l «byiiHakckoe MeIMUMHCKOE YHWIMIIEe», MpH 00paboTke
nH(GOPMaUKK BOOOLIE, Y IEPCOHAIBHBIX JAHHBIX B YACTHOCTH.

Hacrosiuee ITonoxenue onpeaenseT OCHOBHBIE 1IENTU U 3a/la4M, a Taioke O0MIyIo
CTpaTEerHIO TOCTPOEHHUs CHCTEMBI 3alUUThl NepcoHalbHbix AaHubiX (C3I1Jn) I'BIIOY
PJ1 «bylHaKcKoe MEAUITMHCKOE YUUITHLLEY.

TMonoxkenue omnpeaenasier OCHOBHbIE TpeOOBaHMS U 0a3’oBble MOAXOABI K HX
peanu3alMy, Ui JOCTIDKEHHUS TpeOyeMoro ypoBHS O0e30MacHOCTH HHGOpPMaLUH.
[TonoxkeHue paspaboOTaHO B COOTBETCTBUM C CHCTEMHbBIM IMOAXOAOM K OOECIECYECHHIO
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uHpOpMaLMOHHOW Oe30macHocTH. CHCTEMHBIM TOAXOJ MPEAIOaraeT TPOBEACHUE
KOMIUIEKCA MEPONPUATHH, BKJIHYAIOIMIMX HCCIC0BaHHE Yrpo3 HHQOpMalMOHHON
OesonacHOCTH M pa3paboTky cuctemsl 3aumrbl [1/[H, ¢ MO3ULIMKM KOMILIEKCHOTO
PHUMEHEHUS TEXHHYECKUX M OPTraHHU3alMOHHBIX MEP U CPEICTB 3aIUTHI.

ITox wHopmarmonHo#l Oe3omacHocThld [I/lH TOHHMMAaeTcs 3aUUIIEHHOCTD
NEPCOHANBHBIX JIAHHBIX W oOpalarhiBalomeil HUX HHQpacTpyKType OT JHOOBIX
CIyYaiHBIX WM 3JIOHAMEPECHHBIX BO3JICHCTBUMN, PE3yJIbTaTOM KOTOPHIX MOXKET SBUTHCH
HaHeceHue yuiepba camoii uH(opmauuu, ee BiageasiaMm (cyobexram I1/[H) wu
uHppactpykrype. 3agadn MHGOPMALMOHHON 0€30NaCHOCTH CBOJIATCS K MUHUMU3ALIUA
yuiepba OT BO3MOXHOM peamu3zaimu  yrpo3 Oe3omacHoctu [IJlH, a Ttawke k
NPOTHO3UPOBAHHIO U MPEOTBPAILIEHUIO TAKUX BO3JACUCTBUM.

ITonoxxeHue CIyXUT OCHOBOW 1 pa3pabOTKH KOMILIEKCA OpraHU3aliMOHHBIX U
TEXHHYECKHUX Mep 1o obecrnieueHuo uHpopManuoHHod OGe3zonacHoctu ['BITOY PJI
«ByiiHaKCKOE MeIUIMHCKOE VYMIIMILE», @ TaKKe HOPMATHBHBIX M METOAMYECKMX
JOKYMEHTOM, OOECIICYMBAIOIIMX €€ pealu3aluio, W He MNOPEAnoJaracT MOAMEHBI
¢GVHKIMIA rOCYIapCTBEHHBIX OpraHoB BiacTu Poccuiickoit denepanuu, 0TBEHAIOMUX 32
obecnieueHne 6e30MacHOCTH MH(OPMALIMOHHBIX TEXHONOIHH U 3alUTY HHPOPMALIMH,

THonoxenne gBIgeTCS METOAONOTHUECKOM OCHOBOM IIs:

v (GopMHPOBaHMS W TPOBEICHUS €IUHON MOJMTHKM B 00JAacTH 0OECTICUeHUS
6ezonacHoctu I'BITOY PJI «byitHakckoe MEIUIIMHCKOE YHMTUILEY,

v TpHHATHS YIIPABICHYECKUX peuleHuii M pa3pabOTKM NPAKTUUECKHX MEP IIO
BOIUIONIEHMIO TOAUTHKKA Oe3zonacHocty [IJIH u  BbIpaOOTKH KOMILIEKCA,
COIJIACOBAHHBIX ~ MEpP  HOPMATHBHO-IIPABOBOr0,  TEXHOJIOTHYECKOTO U
OpraHU3AIMOHHO-TEXHUYCCKOI0 XapakTepa, HampaBJICHHbIX Ha BBISBJICHHE,
OTP@XKEHUE W JTHUKBUIAIMIO MOCIEACTBUNA pead3aiuu pa3iddHbIX BUJIOB YIpo3
I 4n;

v KOOpAMHALUMM JEATENBHOCTH CTPYKTYpHBIX moapasjaencnuit ['BITOY P
«bylfHaKCKO€ MEIMIMHCKOE YUMIIMILE» MPU NPOBEACHUM pabOT MO Pa3BUTHIO H
skcrutyaramm - MCILJIe ¢ coOmonenneMm  TpeOoBanmii  obecrieueHus
oe3onacHocTu I1/1H;

v’ pa3paboTKu mpeiIoKEeHUM N0 COBEPIUEHCTBOBAHMIO IPABOBOrO, HOPMATUBHOTO,

METOJMYECKOr0, TEXHMYECKOr0 ¥  OpraHM3alMOHHOTO obecneueHus
6esonacvoctn I1/ln 8 MCITn IBIIOY PJl «byiHakCKoe MEIULIUHCKOE
YUUITHILIEY. y

[TpaBoBoii 6a30¥ /uIa pa3pabOTKU HACTOSINErO IMOJOXKEHHUS CiyXaT TpeOOBaHuUsA
HeicTByomux B PoccuM  3aKOHOJATENbHbIX M HOPMATUBHBIX JAOKYMEHTOB IO
obecredeHnto 0€3011acHOCTH NEPCOHANBHBIX AaHHbIX (I1/1H).
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1. O0mue noI0KeHHA

C3I1H npeacraBiaseT coOOW COBOKYIHOCTDb - OPTaHM3AIMOHHBIX M TEXHUYCCKHX
MEpONpUATUNA 15t 3auThi [1/IH OT HEPaBOMEPHOro WiV CAy4alHOI0 JIOCTYNA K HUM,
YHUUTOKEHUS, H3MCHEHUS, OJIOKUPOBaHMsA, KONMUpoBaHus, pacnpoctpaHenus I1/1H, a
TAKKE MHBIX HEMIPABOMEPHBIX CHCTBUI ¢ HUMU.

be3onacHOCT,  MEPCOHAIBHBIX  JAHHBIX  JOCTUraeTcd MyTEM  UCKIIOYCHUS

HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE CIYYAHHOTO, IOCTYNA K NEPCOHAIBHBIM JTAHHBIM,

pPE3YJBTATOM KOTOPOT'0 MOXKET CTarb YHUYTOKEHHUE, HM3MEHEHME, OJIOKUPOBAHUE,

KOMMPOBAHUE, PACIPOCTPAHEHHE  IIEPCOHAIBHBIX  JIAHHBIX, @ TaKkKe HHbBIX

HECAHKIIMOHUPOBAHHBIX ACHUCTBUM.

CrpykTypa, COCTaB W OCHOBHBbIE ()YHKUMM TEXHHMYECKUX W OpPraHU3aUOHHBIX
meponpusatuii C3I1JIH ornpeaensaroTcs MUCXOAS K3 YPOBHS 3alMIICHHOCTH (Kjacca)
NCTIIa, ycTaHOBICHHOr0O B COOTBETCTBUM C TpeOoBaHuamH IlocTaHoBlieHHS
[IpaBurenmbera Ne 1119 ot 1 Hos6ps 2012 1., npukaza PCTIK Poccum Ne 17 ot 11
¢peppans 2013 r., npuxaza GCTOK Poccuu Ne 21 or 18 ¢espans 2013 r., a takxke B
coorBeTcTBHM ¢ TpeOopanmsamu [locraHosienuss IlpaBurenscrBa Poccuiickoi
Geneparuu Ne 687 «O6 yrBepxkacHun [lonoxkeHuss 00 ocoOeHHOCTAX 00paboTKu
NEPCOHANIBHBIX  JAHHBIX,  OCYIIECTBIAEMOH  0€3  MCMONb30BaHUA  CPENCTB
apromarmzauun». C3I1/IH BkIoYaeT OpraHu3aliMOHHBIC MEPBI U TEXHUYECKHUE CPE/ICTBA
3amuThl MHGOpMaIMK (B TOM 4ncie mupoBalibHble (Kpurrrorpadpuyeckue) CpeacTna,
CpeACTBa NPEJOTBPAICHHS HECAHKIIMOHUPOBAHHOIO OCTYIA, YTEUKH HH(POpMALIUHU 10
TEXHUYECCKUM KaHajlaM, MpPOTPaMMHO-TEXHUYECKUX BO3JCHCTBUII HA TEXHUYECKHUE
cpencrea obpabotku [1/[H), a Takke uCHoOib3yeMbie B MHYOPMALMOHHOM cuUCTEME
nHGOPMALIMOHHbIE TEXHOJIOTUM.

OTH MEPbI PU3BAHbI 00ECIICUUTD!

v KoH(HAEeHIMATLHOCT, HH(pOpMaIHA (3amMTa OT HECAHKIIHOHHPOBAHHOTO
O03HAKOMJICHHS ),

v\ 1eNoCTHOCTh  uH(pOpMAMK  (aKTYaIbHOCTh W HENPOTHBOPEUHBOCTH
WH(OpMaIH, €€ 3alMIIEHHOCTh 0T PA3pYIICHHUs W HECAHKLIMOHUPOBAHHOIO
W3MEHEHUSA);

v I0CTYOHOCTh HH(pOpMAIMH (BO3MOXKHOCTH 3a NPHUEMIIEMOE BpeMs TIOJYYHTb

TpeOyeMyl0 HH()OPMALMOHHYIO YCAYTY).

Craguu co3nanus C3I1/1a BKIFO4AIOT:
v’ 1ipei MpoeKTHAs CTaiMs, BKIoYaionias npen npoekrHoe obcnenosanue MCI/IH,
pa3paboTKy TEXHUYECKOT0 (YJaCTHOrO TEXHUYECKOr0) 3aAaHus Ha €€ CO3JaHue;

v’ craaus MpoeKTHpoBaHus (pa3paboTKU MPOEKTOB) U peaiu3allMyd MEp 3allUTh
C3I/n; '
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v' cragus BBoga B jeiictBue C3I1[]H, BKIOYANOIAs ONBITHYIO 3KCIUIyaTALMIO H
INPUEMO-CIATOYHBIE UCTIBITAHUS CPEACTB 3aAIUTHI HHPOPMAIIMK, @ TAKKE OLCHKY
coorBercTBus C3I1/1H TpeGoBanusM GezonacHOCTH UH(BOPMAIIUH.

OpraHu3alMoHHbIE MEPBI IPETyCMATPUBAIOT CO3JaHUE U TIOJIEPKAHUE TIPABOBOIA
O6a3ei Oe3onacrHoctu [1JIH M pa3paboTky (BBeaeHME B ACHCTBHME) MPEeAyCMOTPEHHBIX
[Tomuruxoi ungopmaunonHoi Gesonacnoctd VCIT/IH cneayronmx opraHd3alOHHO-
PacTOpsS/IUTENbHBIX TOKYMEHTOB:

v’ Ilnan meponpustuii no obecrevennto 3aumtel [IJlH mpu ux o6paborke B
HUCT g,

v' T1nan MeponpuaTHii o0 KOHTPOJIO obecredeHus 3amuTel [11H;

v' Tlopanox pe3epBUpOBaHKs U BoccTaHoBlenus paGorocnocoonoct TC u I10, 6a3
naHHeix 1 C3U;

v' JlomxHOCTHAs HHCTpyKuMs aamuuucrparopa MCIIJla B wactu oGecrniedeHus
6esonacHoctu [1/]H mpu ux o6padorke B UCI1/1H; ‘

v JIOIKHOCTHAS MHCTPYKIMSA agMuHucTparopa 6e3onacnoctu UCTTIH;

v JlojskdocTHas wmMHCTpyKimsa nons3oBarens WMCII[H B wactH  obecrneueHus
0e3onacHoctu I1/{x pu nx o6pabotke B UCI1/IH;

v VIHCTPYKIIMS Ha Cily4ail BOSHUKHOBEHHS BHEIITATHONW CUTYALINH;

v' VHCTPYKIMS 110 pasMEIIEHHI0, 00OPY/0BAHMIO W OXpaHe MOMEIIEHHH, I/e
XPaHATCS TEPCOHANbHbIC JIAHHBIC, MO XPAHCHUIO NEPCOHANBHBIX [IAHHBIX Ha
OYM@KHBIX HOCUTENSX U TOPAAKY paldOoThl UCHONHUTENCH C MEepCOHAIBHBIMH
JAHHBIMHU Ha OYM@OKHBIX HOCUTENIAX MHPOPMALIUU.

TexHuuecKrEe Mepbl 3alIMThl PEATU3YIOTCS IPH TIOMOIIM COOTBETCTBYOIIUX
HPOrPaMMHO-TEXHUYECKUX CPENCTB U METOIOB 3aILUTHL.

[lepeuenr HEOOXOOUMBIX MeEp 3allUThl  MHEQOPMALUM  OMNpEHe/sieTcs 10
pesysibtatam BHyTpenHei nposepku OezonacHocty VICTIIH ['BIIOY P/l «byiiHakckoe
MEMIIMHCKOE YUWIHIIE.

2. 3agauu C3I1/1n.
OcuoBHoii nepto C3I1JH sBaseTcs MuUHMMU3aLMS yiiepda OT BO3MOXHOM
peanuzanmu yrpo3 6ezonacuoctu [1J1H.
JIs  JocTKeHHST OCHOBHOM nend cucTteMa Oe3omacHoctd I11JlH jomkHa
obecneunBarh YPPEKTUBHOE PEHICHHUE CIEAYIOMMX 33134

v/ 3amry OT BMemarenbcrBa B mpouecce  dymkupoHuposanus MCIIIu
MOCTOPOHHUX JIHII (BO3MOXHOCTh ucnonb3oBanus HCII[lH u pocrynm k ee
pecypcaM  JOJDKHbI HMMETb TOJBKO 3apErUCTPUPOBAHHBIE YCTAHOBJICHHBIM
MOPSJIKOM TI0JIH30BaTENN ),

v/ pa3rpaHyYeHHe JOCTYIA 3aperdCTPUPOBAHHBIX MOJb30BaTENeil K alnapaTHbIM,
nporpaMMHbiM M UH(popMatmoHHbIM pecypcam MCII/IH (BO3MOXHOCTE JOCTYIIA
TOJIKO K TEM PECypcaM U BBIIOJIHEHUS TOJBKO TEX OINepaluil ¢ HUMH, KOTOpbIE
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HEoOX0IMMBI KOHKpeTHBIM mosb3oBatensM MCII[H A BBITIONHEHHS CBOMX
ciyeOHbIX O00S3aHHOCTEH), TO €CTh 3alUTy OT HECAHKUHOHUPOBAHHOIO
JOCTyTIA:

v x undopmanmn, mupkyaupyromeit 8 UCTIIH; * cpeacrBaM BHIMMCIMTEILHOM
texauku UCI1/1H;

v annaparHelM, TPOrPaMMHBIM M KPHOTOIPa(UUECKMM CPEICTBAM  3aLUTHI,
ucnosib3yembiM B UCI/IH;

v perucTpaiuio ACHCTBHI IMOJNB30BATENICH TMPH  MCIHOIB30BAHMU  3AMMINAEMBIX
pecypcoB UCII[IH B CUCTEMHBIX JKypHajlaXx W NEPUOAMUYECKUN KOHTPOJIb
KOPPEKTHOCTH JEHCTBHIA 1I0JH30BATENIEH CUCTEMBI IMYTEM aHANM3a COAECPKUMOT0
3TUX JKYPHAJIOB, * KOHTPOJb HEIOCTHOCTU (00€CTIeYeHNE HEU3MEHHOCTH) CPEIbI
VCIIOJTHEHUSI TIPOTPaMM M €€ BOCCTAHOBJICHHE B ClIy4ae HapyLICHUS,

v/ 3aIUTy OT HECAaHKUMOHMPOBAHHOM MOMM(UKAIMU M KOHTPOJIb ILEIOCTHOCTH
ucnons3yempix B UCITIH nOporpaMMHBIX CPEICTB, @ TAKXKe 3alIUTy CHCTEMBI OT
BHE/PEHUS HECAaHKIMOHUPOBAHHBIX IPOrPaMM;

v 3aimury T1J]H OT yTeUKH M0 TEXHWIECKUM KaHAIaM IIpH €€ 06paboTKe, XpaHEeHUH
U Tiepeaaye no KaHanam CBS3H,

v samury [1]]H, Xpanumoii, 00pabaThIBaeMOM U IepeaBaeMoil 10 KaHaIaM CBS3H,
OT HECAHKITMOHUPOBAHHOIO Pa3IJIAIICHUS WM UCKAKEHHUS,

v  ofecrieueHne KUBYYECTH KPHUITOTpAQUUECKHX CPEACTB 3aIiiuThl MHOOpMaLUy
[IpYU KOMITPOMETAMH YaCTH KIHOUEBOH CUCTEMBI;

v’ CBOEBPEMEHHOE BBIABJICHHE HMCTOYHHKOB yrpo3 Oezomacuoctu I1JIH, mpuuun u
yCJIOBHH, CMOCOOCTBYIOUIMX HaHeceHWto yuiepOa cyObekram [1/{H, co3nanue
MEXaHW3Ma ONEpaTUBHOTO pearupoBaHus Ha yrposnsl OezomacHoctd [1/[H u
HeraTuBHbIE TEHICHIIUH,

v/ CO3/1aHHE YCIOBHMIA I MHUHHMI3AMUA W JIOKAIW3AAM HAHOCHUMOTo yiiep6a
HETPABOMEPHBIMHU JICHCTBUAMU (PU3UUECKUX U FOPUIMUYECKUX JIMLL, OCNallIeHUe
HETaTUBHOrO BIUSHUA W JUKBUIALMS IMOCHEACTBHI HapyumieHHUs 0€30MacHOCTHU
1 1H;

v 00opyaoBaHKe ¥ OXpaHa MOMEIICHHUM, T1¢ XPaHATCS MIEPCOHATBHBIC TAHHBIE,

v COOMIOJCHUE TMOPANKA XPAaHCHUS MEPCOHANBHBIX JAHHBIX Ha OyMaKHbIX
HOCHTEIAX;

v’ cobioieHne MopsIka XpaHeH!s: Ko4el oT noMeneHuit riae xpanares [1/]H Ha
OyMaKHbIX HOCUTEIISIX;

v’ cobmoenne nopsaka paboThl MCTIONHUTENEH ¢ NEPCOHANBHBIMM JAHHBIMU Ha
OyMaXHbIX HOCUTEIISX MH(POpPMAaLMH.
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3. O0BeKTHI 3a1UTHI
IlepeyeHb HHpOPMAUHOHHBIX CHCTEM

B TBIIOY PJ «byiiHakckoe MEIULMHCKOE YUYWIUILE» MPOU3BOTUTCS
00paboTka TepCOHANBHBIX MJaHHBIX B HHGOPMALMOHHONW cucTeMe o00paboTku
nepcoHalbHbIX JaHHbBIX (MCIT/IH).

[lepeduens MCII/IH onpenensieTcst B mporecce padbOThl KOMHUCCUM, IO UTOraM
paboT KoTopoii coctaBnsiercs akT kiaccubukanud UCI/IH.
IlepeyeHb 00bEKTOB 3alIUTHI.

OObekTaMu 3alIUTHI ABJSIOTCA — WHPopMarus, odpabateiBacmas B UCI1/[H, u
TEXHUUECKHe cpelcTBa ee oOpaboTku ¥ 3amuThl. CIIHCOK IEPCOHAIBHBIX aHHBIX,
MOJUIeXalllMe 3almTe, onpedesieH B [lepedHe mepcoHanbHBIX JAAaHHBIX, MOAJIEXKAILIUAX
zamute B VICT1/IH.

OOBbeKThI 3aIIUTHI BKITKOYAIOT: g

v O6pabareiBaeMas uHGOpPMALIUS.

v' TexHomorudyeckas uHhOpMarus.

v IIporpaMMHO-TEXHHYECKHE CpeIcTBa 0OpabOTKHU.

v' Cpencrtaa 3amutst [T/TH.

v" Kananel vHQOpMaIMOHHOr0 0OMEHa M TEIEKOMMYHHUKAI[HH.

v O0BeKTHI U IOMEIeHus], B KOTOPBIX pasMelnieHbl kommoneHTsl UCIT/IH.

4. Knaccnukanust nonsszoaresieiit UCII/An

ITons3zoBarenem MCII/IH sBnsercs auuo, ydacTBylollee B (PyHKIMOHUPOBAHUH
MHGDOPMAUMOHHON CHUCTEMBI MEPCOHANBHBIX AAHHBIX WA HCIIOJB3YHOLIEE PE3yThTaThI
ee pynkimonuposanvs. [lonp3osatenem MCII/[a siBasercs moboi cotpyanuk [ BITOY
P/l «byitHakckoe MeAuIMHCKOe y4miuile», umetonmi noctyn k HCII[Ia u ee
pecypcaM B COOTBETCTBUM C YCTAHOBJICHHBIM IIOPSAKOM, B COOTBETCTBUU C €rO
GYHKIMOHATBHBIMA 00s13aHHOCTSIMH.

IMonw3osarenu MUCTIdH nensiTcst Ha TPM OCHOBHBIE KAaTETOPHH:

AIMUHHCTpATOp MHPOPMALIMOHHOHN 0€301MacHOCTH.

- Corpynauku I'BIIOY PJl «byliHakckoe MEIULKMHCKOE YUWIIMILE», KOTOpBIE
32HUMAIOTCS HACTPOMKOHM, BHEIpPEeHHUEM U CONPOBOXKACHWEM CUCTeM Oe30MacHOCTH.
Anmunuctpatop Ub obnanaet cieayroliuM YpoBHEM A0CTyIa:

v’ oGnagaer nojHOM wuH(OpMamMeH O CHCTEMHOM H TIPHKJIAIHOM
nporpaMMHoM obecniedennu MCII/H; '

v’ obmagaer moJaHON wWHQOpMalKe# O TEXHUYECKHX CpEeNcTBaxX M
koHburypauuu UCI1/H; |

v’ uMeeT JOCTYIl KO BCeM TEXHHYCCKAM CpeicTBaM 00paboTKH
uHdopmanmu U nanHbM UCITTH;
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v’ He oOnagaer mnpaBaMyd KOHOGWUIYPHPOBAHUSA M AIMUHUCTPATHBHON
HacTpoiiku TexHuueckux cpeacts UCII/1n.
Apmunucrpatop UCT/IH.
Cotpynuauxu ['BIIOY PJI «byiiHakckoe MEAMIIMHCKOE YUWIMIIE)», KOTOpBIE
3aBHUMAIOTCS COMPOBOXKICHHEM MTPOTPAMMHOr0 o0ecrieueHus.

Anmunnctpatop UCIT/IH o61anaer cieayoliuM ypoBHEM A0CTyTa:

v obnazaer uHpopManuedf 06 anropuTMax M Iporpammax  o0paGoTKH

uHbopmanun Ha VICI11H;
v 00agaer BO3MOXKHOCTAMHM  BHECEHHS OIMOOK, He JIeKIapUPOBaHHBIX

BO3MOKHOCTEH, TPOTPAMMHBIX 3aKNaJOK, BPEJIOHOCHBIX INPOrpaMM B
nporpammHuoe obecredenue MCIT/IH Ha cranuu ee pa3paboTku, BHeApeHUs U
COIIPOBOX ICHHS;

v/ MOXKET pacronarath J0ObIME (parMeHTaMu HHGOPMAIUH O TOIOJIOIHH
NCII[lH #u TexHHYeCKUX cpeacrBax o0paboTtkd u  3amutel  [1/1H,
obpabareiBaemeix B UCII/H;

v obnajaer mpaBaMd KOH(DUTYPUPOBAHHMS M aJMHHHCTPATHBHONW HACTPOMKH
texHuaeckux cpencts MCII/In.

Oneparop UCTI/IH.
Corpynnuky moppaszenesuin IbIIOY P/l «bylinakckoe MemunumHcKoe
YUUIIMILIE» yYacTBYIOIIMX B npolecce 3kcmyataunyd UCI/IH.
Onepatop UCIT/dH o6nanaet ciaeayomuM ypoBHEM IOCTyTA:

v obnagaer BceMu HeOOXOAUMBIMM — aTpuOyramu (HampuMmep, MapojeMm),
o0eCreYnBalOIIMME JOCTYI K HEKOTOPOMY MoaMHOKecTBY [1/1H;
v pacriojiaraeT KOH(QHIeHIIUATbHBIMI JAaHHBIMH, K KOTOPBIM UMeEeT JOCTYII.

5. OcHOBHBbIe NPHHIHMIIBI NOCTPOEHHSI CHCTEMbI KOMNJIEKCHOH 3aLHTHI
Hudopmanuu

ITocTpoenue cucrembr obecnevenust 6ezonacHoctu [1/In WCITAu I'BIIOY PJI
«byliHakckoe MeMIMHCKOEe y4dwidle» U ee  GYHKIHOHUPOBAHUE  IOJIKHBI
OCYIIECTBJISTHCS B COOTBETCTBHH CO CJETYIOIIMMH OCHOBHBIMHU MTPUHIUIIAMHU:
3aKOHHOCTB;
CHUCTEMHOCTD;
KOMIIJIEKCHOCTB;
HEIPEPBIBHOCTE; o
CBOCBPEMEHHOCTB;
[IPEEMCTBEHHOCTh ¥ HETIPEPHIBHOCTH COBEPILEHCTBOBAHU;
IepCcoHaIbHAs OTBETCTBEHHOCTS;

LA XX

MHHHUMHA3a A HOJ'IHOMO‘-IPIIZ;
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B3aUMOJEHCTBUE U COTPYAHHYECTBO,

I'MOKOCTH CUCTEMBI 3aI0UThI,

OTKPBITOCTE AJITOPUTMOB X MEXaHN3MOB 3allIHUTEI;
ImpocToTa NpHMEHEHUS CPEACTB 3alliUThI;

Hay4dHas 00OCHOBAHHOCTH B TEXHUYECKAs pPCain3yEMOCTb,
CIICIHaJIM3allnid 1 HpO(I)@CCI/IOHaJ'II/BM;

00s13aTeIBLHOCTD KOHTPOJIA.

ASANENE UL NENEN

3aKoHHOCTD
IlpeanonaraeT oOCYIIECTBIEHHWE 3alIMTHBIX MEPONPUATHH U pa3paboTKy
C3I1da I'BIIOY P/l «byiiHakckoe MEIUIIMHCKOE YYMJIMILE» B COOTBETCTBHH C
JNENCTBYIOIIMM 3aKOHOJATENbCTBOM B 001acTy 3alMThl [T/IH 1 Apyrux HOpMaTHBHBIX
aKToOB 10 Oe3omacHOCTH WHGOPMAIWH, YTBEPXKIEHHBIX OpPraHaMH TOCYyAapCTBEHHOM
BJIACTH W YIIPABJIEHHS B IIpeesiaX UX KOMIIETCHIIUH.

[lonp3oBatenmm u oOcayxuBatonmii nepconan [In WCIa TBIIOY PJ
«bylHakcKoe MeETUIIMHCKOE YYWJIUIIe» JOJDKHBI OBITH OCBEIOMJIEHBI O TIOPSIIKE
paboThI ¢ 3amuiaeMoit uHbopMalued 1 00 OTBETCTBEHHOCTH 3a HapylIeHHE MOpsaKa
3amuThl [1/1H.

CucremMHOCTH
Cuctemupii monxon k moctpoennto C3I[[Jm  [BIIOY P/l «byiHakckoe
MEIUIIMHCKOE  YUWIMINEe»  IpeanosaraeT  y4eT  BceX  B3aWMOCBS3aHHBIX,
B3aMMOJIEHCTBYIONINX U U3MEHSIOIINXCSA BO BPEMEHHM 3JIEMEHTOB, YCJIOBUM U (PaKTOPOB,
CYLIECTBEHHO 3HAYMMBIX I [OHUMAaHHUS H pelueHus OpoOjeMbl oOecreyeHus
6e3onacuoctu I1/lu UCI1[da I'bIIOY PJ «byitHakckoe MeTUIIMHCKOE YUUITHILEY.

ITpu co3maHuu CHCTEMBI 3aLIUTHI JOJDKHBI YUUTHIBATHCS Bee Cila0ble M Hauboee
ysI3BUMBIe MecTa cucTeMbl 00padboTku [1/1H, a Taxke XapakTep, BO3MOXKHbIE 0OBEKTHI 1
HalpaBjeHUs aTak Ha CHCTeMY CO CTOPOHBI  Hapymurened  (0coOeHHO
BBICOKOKBaTH(UIUPOBAHHBIX  3JIOyMBILUIEHHUKOB), IyTH  IIPOHMKHOBEHHUS B
pactpenenennsle cuctemMbl W HCJl k wmHbOpMmanuu. Cucrema 3alluThl JOJDKHA
CTPOUTBCS C YYeTOM HE TOJIBKO BCEX M3BECTHBIX KaHaloB NpoHukHoBeHHs U HCJI k
WHOPMAITHH, HO U ¢ yYETOM BO3MOXHOCTH IOSIBJIEHUS IPUHIUIINAIBHO HOBBIX ITyTel
peanu3alny yrpo3 6e301macHOCTH.

KomniiekcHOCTB

KoMiiekcHoe HCIoab30BaHHE METOJOB M CPENCTB 3alllUThl IpeAroJaraet
COITIaCOBaHHOE IIPMMEHEHHE pAa3sHOPOIHBIX CPEACTB IIpH HOCTPOEHHH LENOCTHOM
CHCTEMBbl 3allMThI, IEPEKPBHIBAIOIICH BCEe CyIIeCTBEHHbIE (3HAUMMBbIE) KaHAJBI
peaju3aldyd Yrpo3 W He cojepxamledl ci1adblXx MeCcT Ha CTBIKaX OTHEIbHBIX €€
KOMIIOHEHTOB.

3amura JOJDKHA CTPOMTHCH OJIICTOHUpOBaHO. [l KaX[IOro KaHama YyTedKH
UH)OPMALMHU U JJI1 K&KAOH yrpo3bl 0€30M1acCHOCTH JOJKHO CYIUECTBOBATH HECKOJIBKO

16




3alUTHBIX pyOexeil. Co3aHue 3allUTHBIX pyOeskel OCYIIEeCTBISETCS C YY€TOM TOTO,
qTO0Bl JUISI WX TMPEOAOJIeHUs IOTEHIHAIBHOMY 3JI0YMBIIIIEHHUKY TPeOOBaIKCh
npodeccuoHaNbHbIE HABBIKK B HECKOJIBKHX HEB3aMMOCBI3aHHBIX 00IACTSIX.

BrewmHsist  3ammura  J0/DKHa  oOecreduBaThes  (DU3MYECKUMH  CpeICTBaMH,
OpraHM3allMOHHBIMM M TMPaBOBBIMH Mepamu. OmgHUM U3 HauOoee YKPEeIUIeHHBIX
pyOexkeil mpu3BaHbI OBITH CpeNCTBa KPUNTOrpapUUecKO 3allliThl, peau30BaHHbIE C
ucrnonb3oBanueM TexHonorun VPN. IlpuknanHod ypoBeHb 3alllUThI, YUUTHIBAIOLIUAN
0Cc0OEHHOCTH TIPeIMETHOM 001acTH, MPeACTaBIAeT BHYTPEHHUHN pyOeK 3aIUThI.

HenpepsiBHocTh 3amuThl 1110

3amumra [I/lH — He pa3oBoe MeEpONpHUATHE U HE IIPOCTas COBOKYITHOCTh
IIPOBEJIEHHBIX MEPOIPUSTHI U YCTAaHOBJIEHHBIX CPEACTB 3allUThl, a HENPEPHIBHBIN
L[€JIeHAIIPaBIEHHBIN MPOLEeCC, NPEeANoaralolii IPUHITAE COOTBETCTBYIOIIUX Mep Ha
Bcex oramax ku3HeHHoro I1wkiaa MCIIJIa. MCIIJIH OODKHBI HaxOOUTHCS B
3alIUIIEHHOM COCTOSIHUM Ha MPOTSHKEHUM BCEro BpeMeHU MX (YHKIMOHHUpOBaHUsS. B
COOTBETCTBHU C 3TUM IIPHUHIMIIOM IOJDKHBI IMPUHUMATBECS MEpPBhl IO HENOIMyIIeHUIO
nepexoaa MCIIT/IH B He3aIIUIIIEHHOE COCTOSIHUE.

bonpmmHCTBY  QU3MYECKMX UM TEXHUYECKHX CpPENCTB  3alUTBl IS
3¢ (HEeKTUBHOTO BBITIOJHEHUS CBOUX (YHKIUN HEoOXOAMMa MOCTOSIHHAs TeXHHUYEecKas U
OpraHM3alMoHHas (aAMUHUCTpAaTHBHAs) MOIAEpKKa (CBOEBpEMEHHass CMEHa U
oOecrieyeHre MpPaBUIBHOIO XpaHEHUs M NPUMEHEHUS HKMEH, Iapojied, KIo4den
mndpoBaHus, IepeornpeeeHue MOJTHOMOYUM U T.11.).

[lepeppiBBI B paboTe CpenCTB 3aIlIUTBl MOTYT OBITH  HCIIOJIB30BAHBI
3JIOYMBILUIEHHUKAMU JJISI aHaJIu3a NPUMEHSEMBIX METOJOB U CPEACTB 3aLUUTHI, MJIs
BHEJIPEHUS CIIeIUaIbHBIX IIPOTPaMMHBIX U allllapaTHBIX "3aKiIanoK" U APYrUX CPelCTB
IIPEOAOJIEHUSI CUCTEMBI 3aILUTHI I10CJIe BOCCTAHOBIIEHUS €€ (PyHKIIMOHUPOBAHUSI.

CBoeBpeMeHHOCTh

[IpenmosnaraeT ynpexaawni xapakrep Mep obecrnedeHus OezonacHoctd I1/IH,
TO €CTh IOCTAHOBKY 3amgay mo KomruiekcHou 3amure MCII[JH u peanusanuio Mep
obecrnieyenus: Oe3omacHocTH [1/IH Ha panHuX cragusax paspadotku MCII/IxH B nenom u
€€ CUCTEMBI 3allIUThl UHPOPMALIUU, B HACTHOCTH.

Pa3paborka cHcTEMBI 3allUTHl JODKHA BECTUCH IApajlieNIbHO C pa3paboTKoi u
pa3sBUTHEM CaMOM 3alllMINaeMOM CHUCTeMBl. OTO TIO3BOJIUT Y4YecTb TpeOOoBaHUS
0e30MacHOCTH TIPU ITPOEKTUPOBAHUU APXUTEKTYpbl M, B KOHEYHOM CYETE, CO3[aTh
Oonee b dekTHBHBIE (KaK IO 3aTpaTaM PecypcoB, TaK M IO CTOMKOCTH) 3allUIIEHHBIE
CHCTEMBI.

IIpeeMcTBEHHOCTb H COBEPLICHCTBOBAHHUE

[IpenmonararoT IOCTOSHHOE COBEPILIEHCTBOBAHWE MEp U CPEACTB 3allUTEHI

uHbOpPMallMK Ha OCHOBE ITPEEeMCTBEHHOCTH OpPraHU3ALMOHHBIX U TEXHUYECKHUX

pellieHnH, KaApoBOro cocTaBa, aHanmu3a QyHkuuoHuposanus MCII/IH u ee cucreMbl
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B3aMMOJICHCTBUE U COTPY/IHHYECTRO;

THOKOCTEH CUCTEMBI 3aITUTHI;

OTKPBITOCTD aJITOPUTMOB M MEXAHHU3MOB 3aIIUTHI,
IIPOCTOTA MPUMEHEHHUS CPEJICTB 3alUTHI;

Hay4YHast 000CHOBAHHOCTh U TEXHUYECKasK PeaTn3yeMOCTh;
CrenraTu3aIisl U NpohecCHoHaNIN3M;

AN NI N N U

005132T€ILHOCTD KOHTPOJIS.
3aKOHHOCTH
IIpenmonaraeT oOcCyIIecTBICHUE 3alUUTHBIX MEPONPHUATHHA U  pa3pabOTKy
C3I1Jn TI'BIIOY P/l «bylHakcKoe MEOULIMHCKOE YYWIHMIIE» B COOTBETCTBUU C
JCUCTBYIOIINM 3aKOHOAATEICTBOM B 00sacTy 3aiinThl [1JIH U ApyruX HOpMaTUBHBIX
aKTOB 1O 0e30macHOCTH WH(OpPMAalMU, YTBEP)KIEHHBIX OpraHaMH ToCydapCTBEHHOU
BJIACTH U YIIPABJICHUS B IIpejesiaX UX KOMIIeTEHIUH.

Ilonp3oBatenmn u oOcayxuBatomit nepconan [IJln UCII[Ja I'BIIOY P[]
«byftHakckoe MeIWMIIMHCKOEe YYHIWIIe» HODKHBI OBITh OCBEJOMIIEHBI O IIOPSIKE
paboTh!l ¢ 3aluniaeMoi HHhopMalued U 00 OTBETCTBEHHOCTH 3a HapylIeHHE MOPsAKa
3amuThl [1/1H.

CucreMHOCTH
Cuctremupiii nogxon k mnoctpoenuto C3I[JIlm  I'BIIOY P/ «byiiHakckoe
MEOUIMHCKOE  YUYWJIMIEe»  [pelrosiaraéT  y4eT  BCeX  B3aMMOCBS3aHHBIX,
B3aUMO/IEHCTBYIOLINX U U3MEHSIOIIUXCS BO BPEMEHHU 3JIEMEHTOB, YCIIOBUNA U (aKTOPOB,
CYIIECTBEHHO 3HAYMMBIX I [OHUMaHWS U pelleHds MpobiemMbl obecredeHus
oezomnacHocty I1/Ix UCIT/Ia T'BIIOY P/l «byiiHakckoe MEIUIMHCKOE YUUIIHLLEY.

[Tpu co3manuy CHCTEMBI 3aIUTHI JOJKHBI YIUTHIBATHCS BCe cllabble u Hambonee
ysI3BUMBIe MecTa cucTeMbl 00paboTku I1/[H, a Takxke XapakTep, BO3MOXKHble OOBEKTHI U
HalpaB/IeHHUs aTaKk Ha CHCTEeMY CO CTOPOHBI  HapymwmTened  (0coOeHHO
BBICOKOKBaTU(UIIMPOBAHHBIX  3JIOYMBIIIUICHHUKOB), IIyTM  IPOHUKHOBEHUSA B
pacripenenennble cucteMel u HCJ] k uHpopmamuu. Cuctema 3aluTBl JOJDKHA
CTPOWTHCS C YYETOM HE TONBKO BCEX W3BECTHHIX KaHaNoB IpoHukHOBeHWs u HCJI x
MHGOPMAIIMH, HO U C YIETOM BO3MOXXHOCTHU TOSIBIEHUS NPYHLIMINAIBHO HOBBIX ITyTEH
peanuzannu yrpo3 6e30macHoCTH.

KomnaekcHocTs

KoMmrmiexcHoe HCIIOIR30BaHUE METOJI0OB U CPENCTB 3alllMTHl IIpeIoiaraer
COIJIacOBaHHOE MpMMEHEHHe pPA3HOPOAHBIX CPEACTB IMPU MOCTPOCHHU LEIOCTHOM
CHCTEMBI 3alllUThI, IIePEeKPHIBAIOIIeH BCe CYyIIECTBEHHBIE (3HAYMMBIE) KaHAJIbI
peamu3alii yrpo3 M He cojepkamiedl ciaabbix MecT Ha CTBIKaX OT/ENBHBEIX €€
KOMITOHEHTOB.

3amuTa TOJDKHA CTPOUTHCA DJIIETOHUpOBaHO. JlIs KaXAOro KaHajla YTEYKH
UHQOPMAINK ¥ JUTsl KaXIO0H yrpo3bl 0€30MaCHOCTHA JO/DKHO CYIECTBOBATH HECKOJIBKO
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3alIMTHBIX pyOexell. Co3aHue 3alIUTHBIX pyOe)kel OCYIIEeCTBISETCsS ¢ YYETOM TOrO,
4yTOOBl [UIsI MX IIPEOAOJEHUS IOTeHIHATBHOMY 3J0YMBILILICHHUKY TpeOOBaIuCh
npodeccroHaNbHbIE HABBIKH B HECKOJIBKUX HEB3aUMOCBA3aHHBIX 00JIACTSIX.

Buewnas 3amura gombxkHa obecneduBaThes  (PU3MYECKMMM  CpelCTBaMy,
OpraHW3allMOHHBIMM W MpPaBOBEIMH Mepamu. OaHuM wu3 HamOosee YKPEeIUICHHBIX
pyOexxell npusBaHbl OBITh CpelCTBa KPUNTOrpadUUecKON 3alUThl, pealrn30BaHHBIE C
ucrions3oBaHueM TexHonorun VPN. IlpukiagHolt ypoBeHB 3aIMTHI, yYMTBIBAKOIINAN
0COOEHHOCTHU MIPEeIMETHOM 00J1acTH, MPeACTaBIsAeT BHYTPEHHUH pyOex 3aIUThI.

HenpepoiBHOCTS 3amuThl I1/1H

3amura I[JlH — He pa3oBoe MEpONpPHUATHE M HE NPOCTas COBOKYITHOCTh
IIPOBEJEHHBIX MEPONPHUITHI M YCTAHOBIEHHBIX CPEACTB 3alUUThl, a HENpPEPbIBHBIN
LIeJIeHAIIpaBIeHHbIN MIpouece, Npeanojaraloluii NpUHITHE COOTBETCTBYIOIIMX MEp Ha
Bcex oarTanax ku3HeHHoro wumkma WCIIJu. MCII[JH HODKHBI HaxoJuThcid B
3allMLIIEHHOM COCTOSIHMH Ha NPOTSHKEHHH BCEro BpeMeHH uX (PyHKIHMOHWpoOBaHus. B
COOTBETCTBUM € ITHUM IIPUHLMIIOM JOJDKHBI NPUHUMATHCS MEPHI MO HENOIMYIICHHIO
nepexona MCII/IH B He3aIIUILIEHHOE COCTOSIHUE.

bonapmmHCTBY  QU3MYECKMX W TEXHWYECKMX CpPEACTB  3alIUTBl IS
3¢ (eKTUBHOTO BBIITOJIHEHUSI CBOMX QYHKIHN HeoOXOAUMa MOCTOSHHAS TeXHUYecKas U
OpraHM3alMoHHas (aAMUHUCTPATHBHAs) TIONNEP)KKa (CBOEBpeMEHHas CMeHa U
o0ecrieueHUe NPaBUIBHOIO XpaHEHHs W TpUMeHeHHWs HMeH, Hapoliel, Kirodei
HU(poBaHUsl, IepeolpeeseHue TOTHOMOYXHN 1 T.11.).

IlepeppiBBl B paboTe CpencTB 3allMThl MOTYT OBITh  HCIIOJIB30BaHBI
3JIOYMBILLJIEHHUKAMU [AJIsI aHajlu3a NPUMEHSEMbIX METOJIOB U CPEACTB 3alUMTHI, IS
BHEJPEHUS CIIELUATIBHBIX NPOrPaMMHBIX M allllapaTHBIX "3akiaJoK" ¥ IPYrux CpeicTB
MIPEOJOJIEHMS CUCTEMBI 3aIUTHI I10CjIe BOCCTAaHOBIIEHUs €€ (PYHKIIMOHUPOBAHHMS.

CBoeBpeMeHHOCTDb

[Ipennonaraer ynpexzaaroowuid xapakrep Mep obecnedeHus Oezonacnoctd 11,
TO €CTb IIOCTAHOBKY 3ajay 1o komiutekcHod 3amute MCII[IH m peanusamuro mep
obecnieyenus 6e3onacHocTH 11 Ha panHux cragusx paspadorku MCII/IH B nenom u
€€ CUCTEeMb! 3allUThl HH(OPMALUK, B Y4aCTHOCTH.

Pa3paboTka crcTeMBl 3alUTHl AODKHA BECTHUCH INApajlIeNIbHO C pa3paboTKoi u
pa3BUTHEM caMOW 3allUIaeMON CHUCTEMBl. JTO TO3BOJIUT YyuecTb TpeOoBaHUA
0e30MacHOCTH TPU TPOCKTUPOBAHUH APXUTEKTYPHl W, B KOHEYHOM CUETE, CO31aTh
Oonee 3 dexTUBHBIE (KaK MO 3aTpaTaM PecypcoB, TaK W MO CTOHKOCTH) 3allMIIeHHbIe
CHCTEMBI. .
IIpeemcTBeHHOCTb U COBepLIEHCTBOBAHHUE

[IpeanonaratoT MOCTOSIHHOE COBEPLIIEHCTBOBAHME MEpP U CPEACTB 3allUTHI
WHQOpMAlMK Ha OCHOBE IIPEEMCTBEHHOCTH OpPraHU3alUOHHBIX M TEXHUYECKUX
peIlieHuH, KaapoBOTO cocTaBa, aHanuza QyHkuuoHuposanus MCII/IH u ee cucTeMbl
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3al0UTEl C y4YeTOM M3MEHEeHWH B METOJaxX W CpeAcTBaxX mepexBara HHPOPMAIIUH,
HOPMAaTUBHBIX TPeOOBAHWH MO 3aIIUTe, JOCTUTHYTOTO OTEYECTBEHHOTO U 3apy0e)KHOTO
OTIBITA B 3TOK 00NIacTH.

IlepcoHasibHasi OTBETCTBEHHOCTh -

[Ipenmonaraer BO370)KeHHE OTBETCTBEHHOCTH 3a oOecredeHue Oe30IacHOCTH
I8 v cuctemsl ux 0OpabOTKU Ha KaXJOr0 COTPYAHHKA B IIpeeax ero MOJHOMOYHNH.
B cooTBeTcTBHM ¢ 3THM I[IPHUHIHIIOM pacrpelelieHne TpaB M 00sA3aHHOCTEH
COTPYAHHKOB CTPOHUTCS TaKMM 0Opa3oM, 4yToObl B cilydyae JHOOOr0o HapyIICHHs KpPYyT
BUHOBHUMKOB OBLIT Y€TKO U3BECTEH WK CBEACH K MUHUMYMY.

IIpuHIHT MHHUMH3AUHH NOJTHOMOYHH.

O3HauaeT TMpefOCTaBICHUE I[101b30BaTEsIM MHUHUMAIbHBIX IpaB JAOCTyNa B
COOTBETCTBUHU C MMPOM3BOCTBEHHON HEOOXOIUMOCTBIO, HA OCHOBE NPUHITUIIA «BCE, UTO
He pa3pelieHo, 3anpelneHo». Joctyn k [1JIH nomxeH npenocTaBisThCS TOIBKO B TOM
ciydae M oObeMe, eClIH 3TO HEOOXOJHWMO COTPYAHHKY JJisl BBIIOJHEHHUS €ro
JOJDKHOCTHBIX 00s13aHHOCTEH.

B3auMopaeiicTBHe U COTPYIHUYECTBO

[Ipeamonaraer co3manne  OnaronmpusTHOR  atMocdepsl B KOJUIEKTHBAX
noapasaesienui, obecneunBarommx aearensbHocts UCIIIe I'BIIOY PJI «byiiHakckoe
MEIUIIMHCKOE YYIIIMINEY», JJI CHUXEHUS BEPOSTHOCTH BO3HUKHOBEHUS HETaTUBHBIX
JeICTBUM CBA3aHHBIX C YeJIOBEUECKUM (PaKTOPOM.

B Takoit 06cTaHOBKE COTPYIHUKHU JODKHBI OCO3HAHHO COOJIIOATh YCTaHOBIEHHBIE
IIpaBUjia M OKa3bIBATh COACHCTBUE B JAESTEIBHOCTH IOJAPA3ACJEHUN TEXHUUYECKOH
3alUThl UH()OPMALIHH.

I'n6koctb cucrembl 3amuThl [0

[TpunsThIE Mepbl M YCTAHOBICHHBIE CpeACTBa 3alUTHI, OCOOEHHO B HadallbHBIN
MEepUoi WX OKCIUTyaTalldd, MOTIYT O0ecleduMBaTh Kak 4Ype3MEPHBIA, TaK H
HEeJIOCTaTOYHBIN ypoBeHb 3alluThl. {1 obecredeHHs BO3MOKHOCTH BapbUpPOBaHMS
YPOBHEM 3aIlMUICHHOCTH, CPEACTBA 3alUTHl [OJDKHBl 00J1aJarh OIpeNeIcHHOR
ruokocTei0. Oco0eHHO Ba)XKHBIM 3TO CBOMCTBO SBJISETCS B TEX Cclydasix, Koraa
YCT@HOBKY CPEJICTB 3aIlMTHI HEOOXOUMO OCYILECTBIATL Ha paboTaIOLIyI0 CUCTEMY, HE
Hapylas Ipolecca ee HOpMaIbHOro PYHKIIMOHUPOBAHUS.

OTKpBHITOCTH AJITOPHTMOB H MEXaHH3MOB 3aILHThHI

CyThb IPHUHIIUTIA OTKPHITOCTH aJITOPUTMOB U MEXAHU3MOB 3aILHUTHI COCTOUT B TOM,
YTO 3all[iTa He JOJDKHA 00ecITeuyrnBaThCs TOJIBKO 32 CUET CEKPETHOCTH CTPYKTypHOH
OpTraHu3alvyd ¥ aJrOpUTMOB (DYHKIHMOHUPOBAHHS €€ IMOJCUCTEM. JHaHHWE aJITOPUTMOB
paboThl CHUCTEMBI 3aIMTHI HE [JO/DKHO AaBaTh BO3MOYKHOCTU €€ IpeoJoJIeHMs (maxe
aBropam). OHAKO 3TO HE O3HAYaeT, YTO UMHPOPMALHUs O KOHKPETHOM CHUCTEME 3aIUTHI
JOJKHA OBITH OOIIIeJ0CTYIIHA.
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3aIIUTHBIX pyOexedt. Co3aHue 3alMTHBIX pyOeKel OCYIIECTBISETCS C YYETOM TOrO,
qro0Bl [UISI MX MPEeOAOJEeHUs IOTEHIUATBHOMY 3J0YMEIIIIEHHUKY TpeOOBaIuCh
npodeccuoHaNbHbBIE HABBIKK B HECKOJIILKMX HEB3aMMOCBA3aHHBIX 00JaCTIX.

Bremnsas 3amura  gomxHa  obecrmevyuBaThCs  PU3MUECKUMH  CPEACTBAMHU,
OpPraHM3alMOHHBIMA M TIpaBOBBIMU Mepamu. OpHUM U3 Hambollee YKPEIUIeHHBIX
pyOexxedt mpu3BaHbI OBITH CPEACTBA KPHIITOTpadUYecKOW 3allWTHI, pealr30BaHHBIE C
ucnosibzoBanueM TexHosorud VPN. IlpukinanHoit ypoOBeHb 3aIlUThI, YUHTBIBAIOIUN
0cOOEHHOCTH TIPeIMETHON 00NacTH, MpeACTaBIsIeT BHYTPEHHIHA pyOexk 3aIlUThI.

HenpepoiBHocTh 3amuTthl LI/l

3ammmta IIJIlH — He pa3oBOe MEPOHPHUATHE M HE INPOCTas COBOKYIHOCTH
MPOBEAEHHBIX MEPONPUATHH M YCTAHOBJEHHBIX CpPEJCTB 3alllUTHI, a HEIPEPbIBHBIN
LIETIeHATPaBIEHHBIN Mpoliecc, NPeanojaraolnid MPUHATHE COOTBETCTBYIOIINX Mep Ha
Bcex oaranax okusHeHHoro mnukina WCITIa. MCIIJIlH #omkHBI HaxXOOUTHCS B
3allMIIEHHOM COCTOSIHUM Ha NPOTSXKEHUHU BCEro BpeMEeHU WX (YHKIIMOHUpOBaHHUSA. B
COOTBETCTBUM C 3THUM IPUHLIMIIOM [JOJDKHBI IPUHAMATBHCS MEPBl [0 HEAOMYIICHHIO
nepexona MCI1/lx B HE3aIIUIIIEHHOE COCTOSHMUE.

bonbmivHcTBY  QH3WMUECKMX W TEXHHYECKMX  CpPEACTB  3alUTHl 7S
3¢ (EKTUBHOTO BBITTOJHEHUS CBOMX QYHKIMM HeoOX0auMa TOCTOSIHHAsI TeXHUYecKas U
OpraHu3allMOHHas (aAMUHUCTpPaTUBHAsA) TMOAAEp)KKa (CBOEBpEMEHHas CMEHa W
o0eclieueHNe NPAaBWIBHOTO XpaHEHHs W [PUMEHEHHs HMeH, Mapoiiel, KiIodel
HIM(PPOBaHUs, IEpeonIpeie/icHHe TOJTHOMOYUN U T.11.).

IlepeppiBB B paboTe CpencTB 3alWTBl MOTYT OBITH  HCIOJB30BaHBI
3JI0YMBILUIEHHUKAMM JJIs aHajlu3a IPUMEHSAEMBIX METONOB U CPEACTB 3AIUUTHI, IS
BHEJIPEHUs CIIeUaIbHBIX IPOrPaMMHBIX U allapaTHBIX "3aKIagoK" U APYrUX CpPeCTB
IIpEOJOJICHUS CUCTEMBI 3allUThl TI0Ce BOCCTAaHOBIICHHUS €€ (DYHKIMOHUPOBAHHUS.

CBoeBpeMeHHOCTDH

[MpennonaraeT ynpexxaaromuit Xxapakrep mep obecnedeHus 6esonacHoctu [1/1g,
TO €CTh TMOCTAHOBKY 3ajad no komiuiekcHOW 3amure VCIT[QH u peanusamuio mep
obecrnieyenust 6ezonacHocTd 1/l Ha panHux cramusax paspadorku MCII/IH B nenom u
€€ CUCTEMBI 3alllUThl UHPOPMALUY, B HACTHOCTH.

Pa3paboTka cHCTEMBI 3alllUTHl JOHKHA BECTUCH NMapallIeNIbHO ¢ pa3paldoTKod u
pa3BUTHEM CaMOM 3alllMIaeMoM CHCTeMbl. TO IMO3BOJHUT YYeCTh TpeOoBaHHUS
0€30IIacCHOCTH NpU IMPOECKTHPOBAHUU ApXUTEKTYpPhl M, B KOHEYHOM CUETE, CO31aTh
Oonee s> dexTUBHBIE (KaK IO 3aTpaTaM PecypcoB, TaK U IO CTOMKOCTH) 3alllUIIeHHbIe
CHCTEMBI. L

IIpeeMCTBEHHOCTh H COBEpPUICHCTBOBAHHE

IIpenmonararoT TOCTOSHHOE COBEpLICHCTBOBAHWE MEpP U CPEACTB  3allUTHI

HHPOpMAlUM Ha OCHOBE IIPEEMCTBEHHOCTH OpPraHHU3alUOHHBIX M TEXHHMYECKHX

pelleHnH, KagpoBOro cocrasa, aHamusa QyHkuuonuposanus VCIIIH u ee CHCTEeMBI
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3al0UTHl C Y4EeTOM H3MEHEHHH B METO/NaxX M CpeACTBax IiepexBara HH(POpMAIWH,
HOPMATHUBHBIX TPeOOBAHUH IO 3alllUTE, JOCTUTHYTOIO OTEYECTBEHHOTO U 3apy0eiKHOro
OTIbITa B 3TOM 00J1aCcTH.

IIepcoHaslbHAsA OTBETCTBEHHOCTD

Ilpeanonaraer BO3JIOXKEHHE OTBETCTBEHHOCTH 3a olecrieueHue Oe30MacHOCTH
[1/I8 1 cucteMbl ux 0OpabOTKM Ha KaXXJ0TO COTPYAHHUKA B IpenesiaX ero MoJHOMOYHHM.
B cooTBeTcTBMM C OTHM [PUHLMIIOM paclpeielneHre MnpaB W 00s3aHHOCTEHR
COTPYAHHUKOB CTPOHUTCS TakuM O00pa3oM, 4TOOBI B ciydae JHOOOr0 HapyLIEHUS KpyT
BUHOBHMKOB OBLI 4€TKO U3BECTEH WM CBEJIEH K MUHUMYMY.

IpuHUHMN MUHEMH3AIUH TOJTHOMOYHIA,

O3HavaeT mpeAoCTaBlieHHe I[OJb30BaTENsIM MHUHUMAIBHBIX IIpaB JOCTyna B
COOTBETCTBUU C IIPOU3BOJICTBEHHON HEOOXOAUMOCTBIO, HA OCHOBE IPUHIIMIIA «BCE, YTO
He paspellieHo, 3amnperieHo». Joctyn k I1/IH A0KeH NpelocTaBISIThCS TOIBKO B TOM
cilydyae U oObeMe, ecClIM 3TO HEOoOXOOUMO COTPYAHUKY [JIsl BBIIOJHEHHUS €ro
JOJDKHOCTHBIX 00s13aHHOCTEH.

B3aumoneiicTBie U COTPYAHHYECTBO

Ilpennonaraer co3manme  OJarompusiTHo  armocepbl B KOJUIEKTHBAX
nozapaszaenieHn, obecneunBaronux gesteasHocts MCIT[IH T'BIIOY P/l «byiHakckoe
MEAUILMHCKOE YUHJIUINE», I CHUKEHHUS BEPOSTHOCTH BO3HUKHOBEHHUS HETATUBHBIX
JeACTBUHN CBA3aHHBIX C YEJIOBEYECKUM (PaKTOPOM.

B takoif 06cTaHOBKE COTPYAHUKHU AODKHBI OCO3HAHHO COOJIIONATh YCTaHOBIEHHBIE
IpaBUjia ¥ OKa3bIBaTh COJNCHUCTBHE B [EATENBHOCTH MOJpa3lesieHUHd TEeXHUIECKOU
3aIIUTHl HHMOOPMAIINH.

I'nokoctTe cucrembl 3amuThbl 1110

[TpuHsTHIE Mephl W yCTaHOBJIEHHBbIE CpPEACTBa 3alllUThl, OCOOEHHO B Ha4yaJIbHBIN
HIepUO] UX OJKCIUTyaTalldd, MOTyT o0ecleunBaTh KaK Upe3MepHbIH, Tak U
HE/JI0CTaTOUHbINM ypOBeHb 3amuThl. /(s obecliedeHHsi BO3MOXHOCTH BapbUPOBAaHUS
YPOBHEM 3aIlMIIEHHOCTH, CPEJCTBa 3alllUThl JOJDKHBI 00JIafaTh ONpeleieHHON
rubkocTero. OCOOEHHO Ba)KHBIM 3TO CBOMCTBO SBJISETCS B TeX Cllydasx, KOrjaa
YCTAHOBKY CPEICTB 3alllUThl HEOOXOAUMO OCYLIECTBISITh Ha pabOTaroIIy0 CUCTEMY, HE
Hapy1as mpoiecca ee HOpMalbHOIO (PYHKLIMOHUPOBAHHUSI.

OTKpPBHITOCTH AJITOPHTMOB U MeXaHH3MOB 3aLLIHTHI
CyTh NPHUHILKIIA OTKPHITOCTH AITOPATMOB U MEXAHU3MOB 3aIlIUThl COCTOUT B TOM,
4TO 3alIXTa He JOJLKHA O0ECIeYUBATHCH TOJBKO 33 CUET CEKPETHOCTH CTPYKTYpHOH
OpraHu3allid W aJropuTMOB (DYHKIIMOHHWPOBAHUS €€ JIOJCHUCTEM. JHaHHE aJIrOPUTMOB
paboTBl CHCTEMBI 3aIUThHl He MO/DKHO J1aBaTh BO3MOXHOCTH €€ IPEOJIONICHUS (Jaxe
aBTopam). OJTHAKO 3TO HE O3HA4YaeT, YTO UH(OPMalLKs O KOHKPETHON CUCTEME 3allUTBI
JI0JDKHA OBITH OOIIeJ0CTYITHA.
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IIpocToTa NpuMeHeHHs CpPeICTB 3alIUThI

MexaHU3MBl 3aIUTHl JOJDKHBI OBITh HMHTYHUTHUBHO TIOHSTHBI M TPOCTHEL B
UCIIONb30BaHUU. [IprMeHeHne cpeICTB 3alIUThl HE JOJDKHO OBITh CBSI3aHO CO 3HAHHEM
CIIEI[UAJIbHBIX S3BIKOB WMJIM C BBIMIOJIHEHHEM JeHCTBUN, TpeOYIOIIMX 3HAYUTENBHBIX
IONOMHUTENBHBIX — TpyHo3aTpaT Ipu OOBMHOM paboTe  3aperucTPUPOBAHHBIX
YCTAaHOBJIEHHBIM MOPSJAKOM II0Jb30BaTeNlel, a TakXke He JOJDKHO TpeboBaTh OT
NOJAb30BaTE/Nsl BBINOJHEHHWS PYTUHHBIX MAQJOIOHATHBIX €My olepanuil (BBOZX
HECKOJIBKHX MapoJiel ¥ UMEH U T.1.).

JomkHa pgocThraThbesi aBTOMAaTU3allds MaKCHUMAJIBHOIO 4ucia JedcTBuit
nojb3oBatesnield u agmuaucTparopos MCII/H.

HayuHasi 000CHOBAHHOCTH H TEXHH4YeCKasl peaIH3yeMoCTh

WNupopMaliioHHbIEe TEXHOJIOIWH, TEXHUYECKHe M MPOrpaMMHBIE CpPEICTBa,
CpeJICTBa M MepPBI 3allUThl HHPOPMALMH JOJKHBI OBITH pealu30BaHbl HA COBPEMEHHOM
YPOBHE Pa3BUTHS HAYKH U TEXHHUKHU, HAYYHO OOOCHOBAHBI C TOYKH 3PEHUS JOCTHXEHUS
3aJJaHHOTO YpOBHsSI 0€30MacHOCTH HMH(pOpPMAIMM U  JOJDKHBI COOTBETCTBOBATH
YCTaHOBJIEHHBIM HopMam U TpeOoBaHusM mno OesomacHoctd [1/1n. C3II[H momxHna
OBITh OpPHEHTHUPOBAaHA HA pEIICHUs, BO3MOXHBIE PHUCKU [T KOTOPBIX W MEpBI
IIPOTUBOAEMCTBUSL OSTUM pHUCKAaM IPOLLIA BCECTOPOHHIOID TEOPETHUYECKYIO U
IIPAKTUYECKYIO IIPOBEPKY.

Cnenuajnszanus 4 npoeccCHOHAIH3IM
IIpeanonaraeT mpuBjedeHHE K pa3padOTKe CPEACTB U peaIu3alii Mep 3allUThI
uHQOpMaMK CIeNUaATH3UPOBAHHBIX OpraHM3alMi, HauOojiee IMOJArOTOBIEHHBIX K
KOHKPETHOMY BHJY NEATEeIBHOCTU IO obecredeHuto OezomacHoctd [I/IH, nmeromrmx
OIIBIT NTPaKTUYECKON pabdOoThl ¥ IOCYAAPCTBEHHYIO JIMLIEH3UIO Ha IIPABO OKA3aHUS yCIIyr
B 3TOM obOnactd. Peanuzamusi aIMUHHUCTPATUBHBIX Me€p U 3KCIUTyaTallUsl CpeICTB
3alMUTHl  JOJDKHA  OCYLIECTBISITBCS ~ NPO(ECCUOHAIBHO  [OATOTOBICHHBIMU
cnenuanuctamu ['BITIOY PJI «byliHakckoe MeIULIMHCKOE YUHITUIIE.
O06s13aTe/ILHOCTH KOHTPOJISA

[Ipexanonaraer 0o0s3aTeIbHOCTE U CBOEBPEMEHHOCTH BBISBJIEHUS M IPEeCEUEHUS
MOTIBITOK HAPYHIEHUS YCTAaHOBICHHBIX NpaBunl oleciiedenus OesomnacHocTu [[/lH Ha
OCHOBE  HCHOJIb3yeMBIX CHCTEM UM  CpPelCTB  3allUThl  MH(pOpMaUMM  MpU
COBEpIIICHCTBOBAHUN KPUTEPHEB X METOIOB OLIEHKH 3(P(PEeKTUBHOCTH ITUX CUCTEM U
CPEICTB.

KOHTpOJIb 3a AeATeNbHOCTBIO TH06Or0 MOMb30BATEN, KAKIOTO CPEACTBA 3alUThI
X B OTHOILIEHWH JHOOOTO OOBEKTA 3alMTHl JOJDKEH OCYLUECTBIATHCA HA OCHOBE
IPUMEHEHHUsI CPEJICTB OMEepPaTUBHOIO KOHTPOJS U PETUCTPalUU U JO/DKEH OXBATHIBAThH
KaK HECaHKIIMOHUPOBAHHBIC, TAK U CAHKIIUOHWPOBAHHBIE JENCTBUSA [10JIL30BATENIEH.
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6. Mepb1, MeTOABI H cpeacTBa obecneveHusi TPeGyeMOro ypoBHs 3alIHIIEHHOCTH

Ob6ecrieuenne TpeOyeMoOro ypoBHs 3alllMIICHHOCTH IO/DKHOCTH IOCTHTATHCS C
UCIONB30BaHNEM Mep, METOJIOB M cpeAcTB OezomacHocTH. Bce Mepnl obecredenus
oezonacHocty MCIT/IH moapasaensitoTes Ha:

v’ 3aKoHOJaTeNbHbIE (IIPABOBbIE);

v MOpaJIbHO-3THYECKHE;

v’ OpraHu3alMoHHbIe (aIMUHACTPATUBHBIE);

v’ (pu3HYecKue;

v’ TeXHU4YEeCKHe (ammapaTHble U IPOrPaMMHBIE).
3akoHoaaTe/bHbIe (IPAaBOBbIe) MePbl 3ALLIUTHI

K npaBoBbIM MepaM 3allMThl OTHOCSTCS AeHCTBYIOIIME B CTpaHe 3aKOHBI, yKa3bl
M HOPMAaTWBHBIE akKThl, perjiaMeHTupyloiue npapmna obpamenus c I1/H,
3aKpeIvIAIolide NMpaBa U 0053aHHOCTH YYaCTHUKOB HMH(OPMAIMOHHBIX OTHOLICHWH B
npouecce ee 00pabOTKM M HCIOJNB30BaHUA, a TaKXe YCTaHaBIIUBalOIIUe
OTBETCTBEHHOCTb 32 HAPYHIICHWsS 3TUX [PaBWi, TPENATCTBYS TE€M CaMBIM
HEMIPAaBOMEPHOMY HCITOIb30BaHu0 [1JIH u siBAstomuecs cIaep KuBaroIiuM (HaKkTopoM
JUIS TIOTEHIIMAJIbHBIX HapYILUTEIEH.

[TpaBOBBIE MepBI 3aLIUTHl HOCST B OCHOBHOM YIIPEXIAIOLIUHN, TPOPUIaKTHIeCKIAI
Xxapaktep u TpeOyIOT ITOCTOSHHOM pa3bICHUTENHHONH pabOTBI C IIOJB30BATENAMH U
00CITy’)KMBAIOIIIUM TTEPCOHAIIOM CHCTEMBEL.

Mopa/ibHO-3THYecKHe Mepbl 3allIHThI
K MopanpHO-3TUYECKMM MepaM OTHOCSTCS HOPMBI I1OBEJIEHUS, KOTOpBIE
TPAAUIIMOHHO CIIOKUJIMCh WJIM CKJIaIpIBalOTCS MO Mepe pacnpocTpaHeHus OBM B
CTpaHe WM o0miecTBe. DTH HOPMBI OOJIBINEH HaCThIO He SBISIOTCS 00s3aTe/bHBIMHU,
KaK 3aKOHOJATEIbHO YTBEP)KJIEeHHbIE HOPMATHUBHBIE aKThl, OJHAKO, UX HecOOJIoJcHHe
BeleT OOBIYHO K TMAaJCHUIO aBTOPUTETAa, IPECTHUXKA 4YeJIOBeKa, CPYIINbl ULl WIA
OpraHu3aluu.

MopanbHO-3THYECKHE  HOPMBI ~ OBIBAIOT KaK  HemucaHsle  (Hampumep,
oOrmIernpu3HaHHble HOPMBI YECTHOCTH, MaTPHOTH3MA U T.II.), TaK U IHCaHBIE, TO €CTb
oopMIIeHHBIE B HEKOTOpBIM cBOA (ycTaB) MpaBWi WM IpeanucadHuil. MopanibHo-
9TUYECKHE MEpBI 3aIUTHI SBISIOTCS MPOPUIAKTHUYECKMMH U TPeOYIOT MOCTOSHHOH
paloThI 110 CO3AAHMIO 3TOPOBOT0 MOPAJIBHOTO KIMMaTa B KOJUIEKTHBAX MOApa3ie/IeHUH.
MopanpHO-3THYECKHE Mepbl 3alllUThl CHUIXKAIOT BEPOSTHOCTh BO3HUKHOBEHHUA
HEraTUBHBIX JeHCTBUH CBI3aHHBIX C UeJTOBEYECKUM (DAKTOPOM. |

OprannzanuoHHble (AAMHHUCTPATUBHbIE) MepPbl 3allIUThI
Opranu3aliioHHble  (aAMUHHUCTPATUBHBIE) MEPBI 3aIMUTHEl - OJTO MEpEI

OpPraHM3alMOHHOTO XapakTepa, PEerjaMeHTHPYOLIUE Mpouecchl (QyHKUMOHUPOBAHUSA
WUCIIH, wucnons3oBanue pecypcoB WCII[H, nesTenbHOCTh 0OCIY>KHMBAIOLIErO

IepcoHaNa, a TaKkKe MOpsANoK B3aumojelcTBus mnois3oBarenedl ¢ MCIIJIH Takum
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00pa3omM, 4ToObl B HAUOOJIbIIEH CTENeHW 3aTPYAHWUTh WM UCKIIOUHTH BO3MOXKHOCTE
peanu3auuu yrpo3 0€30MacHOCTH WJIM CHHU3WTH pa3Mep I[OoTeph B Clydae HuX
peanuzaryi.

I'maBHas 1ens aIMUHUCTPATUBHBIX Mep — cdopmupoBaTs [lomuTuky
uHopMaimonHo#t  Oe3omacHoctd  [IJIH  (oTpakaromyr0 MOAXOABI K  3aluTe
UHpOpMaMK) U 00eCHeuUuTh €€ BBITIOJHEeHHe, BBIACISII HEeOOXOAMMBIE PECYpChl W
KOHTPOJIMPYS COCTOSIHUE JIETI.

Peanmzanms Ilomutuku wuHbopMmanmonnoit OeszonmacHoctu 11/l B WCII[H
COCTOSIT U3 MEP aIMUHUCTPATUBHOTO YPOBHS U OPTraHU3aLMOHHBIX (IPOLeAYPHBIX) Mep
3aUIUTHl HHPOPMALIHH.

K aaMUHHUCTpaTHBHOMY  YpPOBHIO  OTHOCATCS  peLIEeHHss  pPYKOBOJCTBA,
3arparuBatomue gesitenbHocTh MCII[H B menmomM. DTH peleHusl 3akpervisioTcs B
[Tonutrke UHPOPMALIMOHHON GE30MaCHOCTH.

IIpumepoM Takux pereHui MOTyT ObITh:

v IpUHATHE peIleHdust O (QOPMHUPOBAHUH WM IIEPECMOTPE KOMILIEKCHOM

nporpamMmbl obecrevenus 6e3onacHocty [1/IH, onpeneneHne oTBETCTBEHHBIX 32

ee pealu3aluio;

v’ hopMmynupoBaHMe Iejled, MOCTAHOBKA 3ajady, OIpeieseHHe HarpaBieHuH

JesTeJIbHOCTH B obyiactu OezonacHocTH I10H;

v [IpHHATHE pelIeHH# 10 BOMPOCaM peaiu3alliy [IPOrpaMMbl Oe30MacHOCTH,

KoTopsle paccMarpuBatotcs Ha ypoBHe [ BIIOY PJ] «byliHakckoe METUIIMHCKOE

YUUJITULIE» B HEJIOM;

v’ obecrieyeHre HOpMATHBHOM ([1PaBOBOH) Ga3bl BOIIPOCOB 0€30MaCHOCTH U T.11.

[TonuTHKa BEpXHEro YpPOBHS [OJDKHA YETKO OUYepPTUTH cdepy BIUSHUS U
OrpaHMYeHUs TpH ompeaeleHun Tieneil Oe3zomacHocTn [I/IH, onpenenuThs KakKUMHU
pecypcamu (MatepuanbHble, TIEPCOHAN) OHU OyAyT NOCTUTHYTHI M HAWTU pa3syMHBIN
KOMIIPOMHUCC MEXJY NpHeMIIEMbIM ypOBHEM O0€30MacHOCTH ¥ (PYHKLIHOHAIBHOCTBIO
UCT1n.

Ha opraHu3anioHHOM ypOBHE OMNpeAeNsloTcs MPOLEeNypbl W IpaBuila
JIOCTI)KEHUs 1ededl W permenus 3amad [lonutuku WHGOPMANMOHHOK 0€30IacHOCTH
I10H.

DTH OpaBuUiia ONpPeaesIsioT:

v’ KaKoBa 006J1acTh IPUMEHEHHS oIMTHKY GesonacHocTu I1/1H;

v KakoOBbl pONM H OOSM3a8HHOCTH [JO/DKHOCTHBIX JIHIL, OTBEYAIOIIHE 3a
npoBefeHHe MOMUTUKKH Oe3zonacHoctd II/IH, a Takke HMX YCTaHOBUTH
OTBETCTBEHHOCTD;

v/ KTO uMeeT mpasa jgocrtyna K [1/1H;

v’ Kak¥MMH MepaMHM U cpelcTBaMu obecrnieunBaercs 3amuta [1/1H;
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v KaKuMH MepamMH M CpelIcTBaMu  obecreuuBaeTcsi KOHTPONb 34
COOMIO/IEHNEeM BBEJIEHHOI'O PEe)XHUMa Oe30IIaCHOCTH.
Oprasu3anuoHHbIE MEPBI JOJKHBL:
v’ IIpeycMaTpHBaTh perjiaMeHT UH(pOpMalluOHHBIX OTHOLIEHUH,
UCKITIOYAOHIMX BO3MOXXHOCTb HECAaHKIWOHMPOBAHHBIX JEeHCTBHH B
OTHOIIIEHUN OOBEKTOB 3alUTHI;

v OmpefieNaTh KOAIMIMOHHBIE W HMepapXUUeCKHe IPUHIMIB H METOJBI
pasrpaHuyuenus gocrymna k I1/IH;
v onpeiensaTh IMOPAJOK paboThl ¢ MNPOrpaMMHO-MaTeMaTHUYECKUMH U
TEXHHYECKUMHM (armapaTHble) CPeACTBaMU 3alllThl M KPUIITO3AIIMUTH H
IPYTHX 3aITUTHBIX MEXaHU3MOB;
v’ opranuzoBarb Mepsl potusojeicTsrst HCJI mons3oBaTeisMi Ha 3Tarax
ayTeHTU(UKAUKM, aBTOPU3AllMH, HIEHTUGUKALUH, O00eCIeuUBatOIInX
rapaHTUd  peaju3aldd IOpaB W OTBETCTBEHHOCTH  CYOBEKTOB
UHGOPMAIMOHHBIX OTHOLLEHHUH.

ODF&HI/I33HHOHHBIC MEPBI JOJDKHEI COCTOATE U3.

v pernamenTa gocryna B nometnenus VICIT/Ix;
v/ OPSIIOK JIOMYCKa COTPYAHHUKOB K HCITOB30BaHMI0 pecypcoB MCIT/IH
I'BITIOY P/1 «byliHakcKoe MEAUIIMHCKOE YUUIIUIIEY;
v perjaMeHTa IIPOILECCOB BefieHWs 0a3, MAHHBIX M OCYLIECTBIECHHUS
MoauHKaIMU NH(HOPMAIIMOHHBIX PECYPCOB;
v/ periiaMeHTa  IIPOLECCOB  OOCHY)XHBaHWs M OCYILECTBJIECHUS
MoauduKaIMK annapaTHbiX U IporpaMMHbIx pecypcoB UCTT/H;
v uactpykuuii  nonezoBareined  MCILJa  (anmunuctpatopa WCIIIH,
aIMUHHUCTpaTopa Oe3onacHocTH, oneparopa UCII/IH);
v  HHCTPYKLHMS  TI0JIB30BaTeNsl [PU  BO3HUKHOBEHHH  BHEIITATHBIX
CUTYyaLuH.
v HHCTPYKIHSA MO pa3sMEIIeHHI0, 060pYIOBaHHIO ¥ OXpaHe MOMeIeHHH,
Ile XPaHSTCS IEePCOHANbHBIE JAaHHbIE, 10 XPAaHEHWUIO MEepPCOHANIBHBIX
JaHHBIX Ha OYMa)XHBIX HOCUTENSX U IOPAIKY paOOThl UCIIOIHUTENEH C
MEPCOHATBHBIMU JAHHBIMHU Ha OyMa)KHBIX HOCUTENSIX HH(OOpMALUH.
®dusnuecKne Mepbl 3alHTHI
dusnyeckre Mephl 3allMThl OCHOBAaHBI Ha TPUMEHEHHWU pasHOro poja
MEXaHUYeCKHUX, FJIEKTPO- WU 3JIeKTPOHHO-MEXAHUYECKUX YCTPOUCTB U COOPYIKEHUH,
CHELUANbHO TIpeAHA3HAUEHHbIX [JIs CO34aHus (QU3MYECKUX [PEensaTCTBUH Ha
BO3MOJXKHBIX IIYTAX I[POHUKHOBEHUS M [OCTyla IOTEHIMAJbHBIX HapylIMTeaed K
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KOMIIOHEHTAM CHCTEMBI ¥ 3allHIIaeMoil HHPOpMAIUK, a TaKKe TEXHHYECKHX CPEICTB
BU3YaJlbHOT'O HAOIOIEHUS], CBSI3U U OXPAaHHOUW CUTHAIH3AIIHH.

@usnyeckass  3amuTa  3JaHUN, [OMELIeHHWH, OOBEKTOB W CPENCTB
nHQOpMaTH3alMU JO/DKHA OCYILIECTBISATHCS ITyTeM YCTAHOBIIEHUS COOTBETCTBYIOIIMX
IIOCTOB OXpaHbl, C IOMOIIBIO TEXHUYECKHX CPEACTB OXPaHbI WM JIIOOBIMU IPYTHMH
criocobamy, Ipe0TBpallatoIUMHU 150101 CYIIEeCTBEHHO 3aTpYIHSAIOILIAMHA
IIPOHUKHOBEHHE B  3JaHHE,  IIOMEUIEHUsT  I[OCTOPOHHUX  JIUL,  XUIIEHHE
MHPOPMAIIMOHHBIX HOCHTEJIEH, CaMUX CpeACTB HMH(OPMATHU3AINH, UCKIIOYAIOIIMMU
HaxOX/IeHHMEe BHYTPH KOHTPOJIHUPYEMOH (OXpaHseMOH) 30HBI TEXHHUYECKHX CPEICTB
pa3BeAKH.

AnnapaTHo-nporpaMmmibie cpeacTsa 3amuThl [I1n

TexHuueckue (ammapaTHO-MPOTpPaMMHBIE) MeEpbl 3alllUThl OCHOBaHBI Ha
UCIIOJb30BaHUM Pa3MUYHBIX 3JEKTPOHHBIX YCTPOWCTB U CIEUHMANIBHBIX IIpOrpamm,
Bxogsawmux B coctaB MICII/IH 1 BRIMOMHSIOMUX (CaMOCTOSITENIEHO MIHW B KOMILIEKCE C
IPYTUMH cpeacTBaMu) GYHKUMH 3allUThl (MACHTU(QHUKAIUIO W ayTeHTH(UKAIIUIO
MOJb30BaTeIel, pasrpaHUdYeHre JOCTyma K pecypcaM, perucTpaluio COOBITHH,
KpUnTorpadudeckoe 3aKphITHe HHGOPMALMK U T.1.).

C yueroM BceX TpeOOBaHUM M NPUHUUIIOB obecredeHus OezomnacHoctd [1J[H B
UCIIJIH mo BceM HaIpaBJEHHSAM 3aIIUTHl B COCTAB CUCTEMBI 3aIllIUTH JOJDKHBI OBITH
BKJIIOUYEHBI CIIEYIOIIUE CpeACTBa:

v cpencrBa  uueHTHHUKaMu — (OMO3HABaHUA) | ayTeHTU(hUKaAIIUN
(moATBEpXICHUS MOTMHHOCTH ) rosib3oBarenet MCII/x;

v/ CpeiicTBa pasrpaHUYEHHs] OOCTYIa 3aperMCTPUPOBAHHBIX T0IB30BaTENEH
cuctemMsl Kk pecypcam HMCIIJJa I'BIIOY P/l «bylHakckoe MeIUIUMHCKOE
YUHIIALLEY;

v/ cpenctBa obecmeyeHHWs W KOHTPOJsSE IIEJOCTHOCTH IPOTPaMMHBIX U
MHGOPMAIIMOHHBIX PECYPCOB;

v/ CpeliCcTBa ONEPATUBHOTO KOHTPOJISA M PETUCTPAIIUH COOBITHIA 0€30MaCHOCTH;
v’ kpunrorpaduyeckue cpeacTsa 3aiuTsl [1/]H.

- VYenemHoe npuMeHeHUe TEXHUYECKUX CPEACTB 3alUThl Ha OCHOBAaHWY ITPUHIIUTIOB
(pazmen 5) mpennojaraeT, 4TO BBINOJHEHHE TIEPEYUCICHHBIX HMIXKE TpeOOBaHMI
o0ecreyeHo OpraHu3allMOHHBIMU (aAMUHUCTPATUBHBIMU) MEPaMH U HCIIOJIb3yEeMBIMU
bU3NYECKUMU CPEICTBAMHM 3AIIUTHL:

v’ obecredena pu3MdecKas HeNOCTHOCTh Beex komnoneHT MCIT IH;

v KaXxabIi cotpyauuk (nomb3oBarens VICIT/IH) unu rpymnma moas3oBaTesneil uMeeT

VHHKAJIBHOE CHCTEMHOE MMl ¥ MHHHMAaJIbHO HEOOXOAHWMBIE AJIS BBINOJIHEHHS

UM CBOHMX (DYHKIHOHAJIBHBIX OOS3aHHOCTEH IIOJHOMOYHSA IO JOCTYIy K

pecypcaM CUCTEMBI;
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v 8 UCIIIa I'BITOY PJI «ByiHAaKCKOe MEIUIIMHCKOE YHWIHIEY» pa3paboTKa U
ornagka mnporpaMMm 36 ocyuwectBiagercss 3a npexnenamu  HMCIIIH, Ha
UCIIBITATENBHBIX CTEHIAX;

v/ Bce U3MeHeHUsI KOHMUTYPAI[MH TEXHUYECKUX ¥ IIporpaMMHBIX cpencts UCTIIn
IIPOU3BOMATCA CTPOTO YCTA@HOBJCHHBIM MOPSAKOM (pPETHCTPUPYIOTCS W
KOHTPOJIUPYIOTCS ) TOJIBKO Ha OCHOBaHUU pacmopsbkeHuid pykoBoacTsa [ BIIOY
PJI «byitHakckoe MEIUILIMHCKOE YUUIIUILIEY,

v ceTeBoe 000OpyI0BaHKe (KOHIEHTPATOPHI, KOMMYTATODPhI, MAapIIpyTH3ATOPHl H
T.II.) pacroJyiaraeTcs B MeCTaxX, HeJOCTYIIHBIX JJIsl IOCTOPOHHUX (CHELHANTbHBIX
MOMeIIeHUsIX, mKadax, U T.11.),

v cnenuanmuctamu  [BIIOY  PJI  «ByidHaKkckoe  MEIUIIMHCKOE  YUHIIHIIEY
OCYIIECTBIISIETCS HEIIPEPBIBHOE YIIpaBleHWE W aJIMUHUCTPATHBHAs MOIIEpKKa
GYHKIUOHUPOBAHUS CPEeACTB 3ALIUTHI.

7. Konrpoasb >¢ppexruBroctu C3I11An
Kontpons  addextuBHoctn  C3II[JH  jmomkeH  ocymiecTBIsSeTCs  Ha
neproauieckoit ocuose. Lenpro KOHTPOJS 3P GhEKTUBHOCTH SBIISIETCS CBOEBPEMEHHOE
BEBISIBJICHHE HEeHajexamnmx pexxumoB pabotsl C3I1/IH (oTKIIOYEHHUE CPECTB 3alUThI,
HapylLIeHHe PeXMMOB 3alMThl, HECAHKLIMOHUPOBAHHOE U3MEHEHUE PEKMMa 3aIlUThl U
T.I.), @ TaKk NPOTHO3UPOBaHHWE M TPEBEHTUBHOE pearMpoBaHME Ha HOBBIE YTIPO3bBI
6e3onacHocTH IT/]H.

KoHTpob MOXeT IpOBOAMTECSA Kak agMUHHCTpaTopamu Oe3omacHoctd MCIIIH
(onepaTHUBHEBIM KOHTPOJIB B ITpoliecce HHPopMalmoHHoro B3anmoaercTsus B UCIT/IH),
TaK ¥ OPUBJIEKAEMBIMHU JUJISI 3TOM MW KOMIETEHTHBIMHM OpPraHU3aALMsIMHU, UMEIOLUUMHU
JIMLEH3U0 Ha 3ToT BUA AesresrbHocTH, a Takxke PCTOK Poccun u O®CBH Poccum B
Ipenenax ux KOMIETEHIIAH.

KoHTponp MOXET OCYIECTBIATHCS AIMHHHCTPATOPOM OE30TacHOCTH Kak C
IIOMOIIIBIO IITATHBIX CPEJICTB CUCTEMBI 3alluTh! [1/[H, Tak U ¢ MOMOIIBIO CIIeMaIbHbBIX
IIPOTPAMMHBIX CPEACTB KOHTPOJIS.

Onenka > dextTuBHOCTH Mep 3amuThl [1/[H mpoBoaUTCS € HCNONB30BAaHUEM
TeXHHYECKMX W IIPOTPaMMHBIX CpPEACTB KOHTPOJISI Ha TMpeaMeT COOTBETCTBHUSA
YCTaHOBJIEHHBIM TpeOOBaHUSM.

8. Cepnl oTBeTcTBEeHHOCTH 32 Oe3onacHocTs IIJTH
OTBETCTBEHHBIM 3a pa3pabOTKy Mep M KOHTPOJb Haj o0ecledyeHueM
0e30TaCHOCTH  IMepPCOHANBHBIX  JaHHBIX  SBIAETCS pyKdBozLCTBo ['BITIOY PJI
«by#tHaKCKOE MemTUIIMHCKOEe YYUIHIe». PyKOBOAWUTENb MOXET AeJerMpoBaTh 4acTh
MIOJTHOMOYHH 10 00ecIeueHn0 0€30MacHOCTH NePCOHATBHBIX JAHHBIX.
Cdepa 0TBEeTCTBEHHOCTH PYKOBOIUTEINS BKJIIOYAET CIEYyIOLIME HallpaBIICHUS
obecrnieuenus 6e3onacHoctu [T/IH: -

v [InanupoBaHre ¥ peann3anus Mep no obecriedeHuro oezonacnocta I1/1n;
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v' B UCIITa T'BIIOY PJ «bylHaKCKOe MEOULIMHCKOE YYHIHIIE» pa3paboTKa H
oTnagka nporpamm 36 ocymectBisiercss 3a npenenamu  HCIIH, Ha
UCIIBITATEIbHBIX CTEH/IAX;

v/ BCe M3MEHEHHs KOHPUTYpalUH TEXHHYECKUX U IporpaMMHbIX cpeacts MCIT/H
IPOU3BOASITCS CTPOrO  YCTAHOBJICHHBIM MOPSAAKOM  (pPerHMCTpUPYIOTCS |
KOHTPOJIUPYIOTCS) TOJBKO Ha OCHOBAaHUU pacnopsbkeHud pykoBoacTsa I'BIIOY
P/l «byliHakckoe MEIULIMHCKOE YUHUIIHILEN;

v ceTeBoe 000OpymOBaHKEe (KOHIIEHTPATOPHI, KOMMYTATOPhI, MapIlIpyTH3ATOPsl M
T.I.) pacroyiaraeTcsi B MeCTax, HeJJOCTYMHbBIX ISl TOCTOPOHHUX (CIEeLHaNbHBIX
noMelleHusX, mkadax, 1 T.11.);

v cnenmanuctamu T BIIOY  PJI  «ByifHakckoe MeIUIMHCKOE — YUMIIHILE»
OCYILECTBIISETCS HEMPEPHIBHOE YHPABICHUE W aJMUHUCTPATUBHAs MOAAEpPIKKa
GYHKIUMOHUPOBAHUS CPEICTB 3ALIUTHI.

7. KonTpoas 3¢dextuBroctu C3I11In

Kontpons  »¢pdextuBHoctn  C3II[lH  gomkeH  oCylUecTBIsIEeTCs  Ha
nepuoaudeckoil ocHoBe. [lenbto KOHTPOIS dPPEKTUBHOCTH SABISETCS CBOEBPEMEHHOE
BBISBJIEHUE HEeHaIexkalux pexxuMoB padotel C3[1AH (oTKIIOUEHUE CPEeACTB 3allHTEI,
HapyLUE€HHEe PeXHUMOB 3allUThl, HECAHKIIMOHUPOBAHHOE U3MEHEHHE pexXUMa 3alllUThl U

T.0I.), @ TaK MPOTHO3WPOBAaHHE U IPEBEHTHBHOE DPEarupoBaHHWE Ha HOBBIE YTIPO3BI
6e3omacaoctH I1/1H.

"

KoHTposip MoxeT mpoBoguThCcs Kak aaMmuuuctparopamu 6esonacHoctd MCII/Ix
(omepaTHBHBIM KOHTPOJIB B Ipoliecce HHGopManuoHHoro B3anmoeiictsust B UCI1/In),
TaK U MPHUBIECKAEMBIMH JJISI 3TOU 1IeJId KOMIIETEHTHBIMU OpTaHU3aLMIMU, UMEIOIIUMU
JUIIEH3MI0 Ha »ToT BUA nesrenbHocTH, a Takke OCTOK Poccum u OCH Poccuu B
Ipeienax ux KOMIIeTeHLIUH.

KoHTponb MOXeT OCYLIECTBAATHLCS AAMWUHUCTPATOPOM OE€30MacHOCTH KaK ¢
MIOMOILBIO HITATHBIX CPENCTB CUCTEMBI 3aIUThl [1J[H, TaKk ¥ ¢ MOMOLIBIO CHELUATBHBIX
MPOrpaMMHBIX CPEJICTB KOHTPOJIA.

Ouenka addexruBHocTH Mep 3aumThl IIJJH DpoBOAMTCS € HCIONB30BaAHUEM
TeXHUYECKUX U IMPOTPAMMHBIX CPEACTB KOHTPOJII Ha IPEIMET COOTBETCTBHUS
YCTaHOBJIEHHBIM TPEOOBaHUSIM.

8. Cepnl oTBeTCTBEHHOCTH 32 OesonacHocTs I1JJH
OTBeTcTBEHHBIM 3a pa3pabOTKy Mep UM KOHTPONb HaL O0ecledYeHUeM
0e30MacHOCTH  IIepCOHANBHBIX JaHHBIX sBisiercss pykoBouctso [BIIOY  PJI
«bylHaKkcKoe MeIULMHCKOE YYMWIWLIE». PyKOBOIWTENb MOXKET HEIerupoBaTh YacTh
MOJIHOMOYHUH 1T0 0OecTedeHnI0 0€30IMacHOCTH NePCOHATIBHBIX JaHHBIX.
Cdepa OTBETCTBEHHOCTH PYKOBOJUTENS BKJIIOUAET CIEAYIOIIKME HAllpaBIeHUs
obecnieuenus 6ezonacuocty I1/11:
v’ [InanupoBanue 1 peainsanus Mep no odecrneyenuto 6ezonacuoctr [1/11;
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v’ Ananus yrpos G6ezonacuocty [1/1n;

v/ Pa3paboTKy, BHEApEHHe, KOHTPOJIb MWCIOJHEHHS U IONAEPKAHUE B
aKTyaJIbHOM COCTOSIHAU IIOJUTHK, PYKOBOJCTB, KOHIIETIIIHH, MpOIeayp,
pPEryIaMeHTOB, WUHCTPYKUUH M JPYTMX OpraHU3allMOHHBIX JOKYMEHTOB IIO
obecrieueHu0 0€30aCHOCTH;

v  OOydenne u uHpopMmupoBanue moab3oBatenedt VICIIJIH, o mnopsuake
pa6otsl ¢ [1JIH 1 cpeacTBaMu 3allUTHL;

v [lpegoTBpallleHre,  BBIABJIIEHHE, pPEarpoBaHME W PacClieIOBaHHUE
HapyieHuit 6ezonacHoctu I1/1H.

IIpy B3aWMOJEHCTBUM CO CTOPOHHMMM OpraHu3allMsIMU B ClydasX, KOrja
COTPYIHMKAM JTHX OpraHW3alWdid MpeocTaBiseTcss AOCTYI K OOBEKTaM 3allluThI
(pazgen 3), ¢ 3THMHU OpraHu3alldsIMu JOJDKHO ObITh 3akimodeHo «CoraiieHue o
KOHQUACHIMATBHOCTHY, b0 «Cornamenre o cOOMIOJEHNN pexxuMa Oe30TacHOCTH
I[TJn mpu Bemonnenwu pa6cor B MCIT/In». IloaroroBka THMOBLIX BapHaHTOB 3THX
cornamenud ocymectrisercsi ropucrtamMu ['BIIOY P/l «byiiHakckoe MeaMIIMHCKOE
YUUATTUIIE».

9. Moaeab HapylIHTe 151 0€30NMACHOCTH

ITon mapymutenem B I'BIIOY PJl «byliHakckoe MEIMIMHCKOE YYWIIMILE»
MOHUMAETCSI JIMIIO, KOTOpOe B pe3ynbTare YMBIIUIEHHBIX WM HEYMBIIUIEHHBIX
JEWCTBUN MOKET HaHeCcTH yiepd oObeKkTaM 3alUThI.

Bce HapymmTenu nensiTcst Ha 1Be TPYIIIBI:

v/ BHEIIHWE HapyIIuTean — GU3MYECKHe JIUIa, He MMEIOIKe MpaBa IpeOnIBaHus
Ha TEPPUTOPUH KOHTPOJIMPYEeMOH 30HBI, B Ipefenax KOTOpPOH paszMmeliaercs
ob6opynosanue MCII/IH, a Takxe xpanstes [1J[H Ha OymaKHBIX HOCUTENAX;

v/ BHYTpEeHHHE HapyIUWTeNnd — (U3NYECKUE JIHIA, UMEIOLINe NMpaBo IpeObIBaHUs
Ha TEPPUTOPUH KOHTPOJHMPYEMOH 30HBI, B HOpelesax KOTOPOH pasMeIlaeTcs
obopynosanue MCII/IH, a tak xxe xpanstes 1110 Ha OyMaxHBIX HOCUTENSX.

v/ Kiaccudukanus HapylnuTeneil npeactaBneHa B Moaenu yrpo3 0e30macHOCTH
MIEPCOHATBHBIX JIAHHBIX.

10. Moaean yrpos 6e30nacHocTH
Jns UCIJIla T'BIIOY PJ «bylHakckoe MEOUIMHCKOE  YUUIIUIIE»
BBIICISIIOTCS CIEAYIOIIHEe OCHOBHBIE KAaTeropud Yrpo3 Oe30I1acHOCTH IIepCOHANBHBIX
JAHHBIX:
v/ VIPO3bl OT YTEUKH 110 TEXHUYECKAM KaHaTaM.
v/ VIpo3bl HeCaHKIIMOHUPOBAHHOTO OCTYMNa K HHGOPMAIIWH.
v Yrpossl yHUYTOXEHHWs, xuiueHus ammapaTHeix cpeacts WCII/IH Hocureneit

UHPOpMaIINH TyTeM Gu3ndeckoro gocrtyna K anemenram MCIT/IH.

v VIpo3sl XUIIEHUS, HECAHKIMOHMPOBAHHOM MOIU(UKAIWK W OJIOKUPOBAHUS

HHpopMauyMu 3a cueT HecaHKuuoHMpoBaHHoro jpoctyna (HCJ) ¢ npuMeHneHnem
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IIPOrPAMMHO-AINIAapPaTHRIX U IPOTPaMMHBIX CPEICTB (B TOM YHCIIE NMPOTPAMMHO-

MaTeMaTHYeCKUX BO3AEHCTBUMN).

v Vrpo3sl He IIpeIHAMEPEHHBIX AeHCTBHH MOJb30BATENed M HapyICHHH
oesonacHoct pyHkumonuposanus MCII/Ix u C3I1/IH B ee cocraBe u3-3a cboes

B IPOrpaMMHOM OOECTieueHUM, a TaKXKe OT Yrpo3 He aHTpornoreHHoro (cboes

anmapatypbsl U3-3a HEHa/Ie)KHOCTH 3JIeMEHTOB, cOOeB 3JIeKTPOIUTaHUs) U

CTUXUUHOTO (yIapOB MOJHUH, IT0XKapoB, HABOJHEHUH U T.II.) XapakKTepa.

v VIpo3bl IpeIHAMEPEHHBIX A€HCTBUM BHYTPEHHUX HAPYIIUTENEH.
v Vrpo3bl HECAaHKUMOHUPOBAHHOTO OCTYIIA 10 KaHAIAM CBSI3H.
Onucanve yrpo3, BEpOATHOCTh HX peaju3allld, OIACHOCTh M aKTYaJIbHOCTH
IpeacTaBieHbl B «Mojenu yrpo3 6e30macHoCTd epcoHalbHbIX JaHHBIX B UCTIIn».
11. Mexanusm peanunsauuu [lonoxenus
Peannzanus [losoxeHns T0MKHA OCYLIECTBIATHCS HAa OCHOBE IEPCIIEKTUBHBIX
IIPOTrpaMM U ILJIAHOB, KOTOPbIE COCTABIISAIOTCS. HA OCHOBAHUH M BO UCIIOJTHEHHUE:

v’ demepanbHBIX 3aKOHOB B objactu  obecriedeHUs] HHPOPMAIMOHHOM

6e301acHOCTH U 3aIUThl HH(OpMaLuy;

v’ nocranosenwuit [IpaBurenscra Poccuiickoit Degepaliu;

v PYKOBOSILINX, OpPraHHU3allMOHHO-PACIIOPSIUTEIBHBIX KM METOAUYECKUX

noxkymeHToB PCTIK Poccuuy;

v norpebHocteii  MCIIJIln B cpeactBax ofecrnedeHus  06e30macHOCTH

UHGOpMAITHH.
12. Ilopsinok paGoThl ¢ NEPCOHAIBHBIMH JAHHBLIMH COTPYAHHKOB
O0s13aHHOCTH pabdoToaaTeis

B 1mensx ucnonHenuss TpeOoBaHME 3akoHonarenscTBa PO mnpu obpaboTke
NEPCOHANBHBIX JIAHHBIX, Bce paOOTHUKU YUpPeXACHUS [OJDKHBL  HUCIIOTHSITH
YCTaHOBJIEHHBIN TOPSAIOK paboThI:

PaGora ¢ mepcoHanbHBIMM JaHHBIMA pPabOTHUKOB JOJDKHAa HE HapyllaTh
TpeboBaHul 3aKkoHoAaTeNbCTBa PP U JTOKATBHBIX HOPMATUBHBIX AKTOB OPraHU3alluy, U
JoJKHA OBITH HEMOCPEICTBEHHO CBS3aHA C OCYLIECTBIEHHEM HMH CBOUX TPYIOBBIX
byHKIUH.

Ilpu cbope u 0OpaboTKe MEepPCOHANBHBIX MAHHBEIX paboTHUKa paboTomaTelns
noJbKeH pykoBoacTBoBaThesl Konctutynuelr PO, TpynoBeiM kogekcoM P® u vHBIMU
benepaIbHBIMU 3aKOHAMH.

) [lepcoHanbHble OaHHBIE pabOTHUKOB JOJKHBI OBITH ITOMY4eHBI TOJIBKO
HEeIOCPeJCTBEHHO Yy Hero. Ecnu s oOpaloTKM €ro JaHHBIX WIA UX IIONy4eHUs
IIpUBJIEKAeTCS TPETHH JIWIlA, TO PAOOTHUK HODKEH JaTh IPEIBAPUTEILHOE NUCEMEHHOE
cormacue Ha 970. OIHOBpPEMEHHO pabOTHHMK JOJKEH OBITH YBEIOMIIEH O Lensx cOopa
WHQOpMalUKM, MCTOUHHKAX €€ TOJydeHHUs, a TakKe O TMOCIEACTBUSIX OTKasa OT

Hpe,IIOCTaB.HeHHH NMUACBMCHHOI'O COI'JIaCHus Ha C60p I/IH(i)OpMaU;I/II/I.
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IlepconanpHpie naHHblE pabOTHMKA O €r0 IOJMMTUYECKHX, PEIUTHO3HBIX H
UHBIX YOEXIEHUSX, YacTHOM XKHU3HM, a TakXKe UWIEHCTBE B OOIIECTBCHHBIX U
IPO(COIO3HBIX OpraHMU3aAlMAX He MoJiexar cOopy opraHusaiideii, eciu HHOE He
IIPEeLyCMOTPEHO 3aKOHOAATEIbCTBOM. -

3alMTa TMEepCOHANBHBIX JaHHBIX paboTHWUKA JOHKHa obOecreduBaThCs
IIOJIHOCTBIO 3a CHeT padoToaarells.

Yuypexxaenue mpu mnpueMme Ha paboTy, a TakKe IpHU JIOObIX U3MEHEHUSX
IIPaBUJI PabOTHI C IEPCOHATIBHBIMU JaHHBIMU 0053aHO MUCBMEHHO 3HAKOMHUTH C HUMHU
BCEX pPaDOTHUKOB.

YupexxneHue He WMeeT IPaBO NMPUHYKIATh PabOTHUKOB K OTKa3y OT CBOMX
IIpaB Ha 3allUTy [epPCOHABHBIX JaHHBIX.

O0s3aHHOCTH pa0OTHHKA
PabotHuk 00s13aH:

Ilepenate paGoTomarent0 Bce INEpPCOHANbHBIE JaHHBIE, YKa3aHHBIE B
COOTBETCTBYIOIIUX JOKYMEHTaX.

B ycraHOBneHHBIM NpaBWIaMU CPOK coo0lIaTh padoToaarento 00 U3MEHEHUH
CBOMX NIEPCOHAJIbHBIX JaHHBIX. |

Ilepexauya nepcoHaJAbHBIX AAHHBIX

IIpu ocymiecTBIeHHWH Tepelavd NEPCOHANBHBIX AAHHBIX PAOOTHUKOB TPETHUM
JULaM paboToaTeNb 00s3aH:

v’ He cooOMIAaTh NepcoHaNbHble AaHHble 63 IOMYYEeHHOrO TTHCHhMEHHOTO COrIaCHs
paboTHHKa, KpoMe CcllydaeB, Korja Takue O0OS3aHHOCTH YCTaHOBJICHBI
3aKOHOJATeThCTBOM; HE IlepellaBaTh [epCcOHANbHBbIE NaHHBbIE pPabOOTHHKA IS
HCIIOJIB30BAHUS B KOMMEPUYECKUX LIETIAX;

v’ TpeGoBaTh OT TPETHUX JIHI[ COONIIOAEHUS] TpaBUiI paboThl ¢ TEPCOHATbHBIMU
JAaHHBIMH, a TakXke [pPeJOoCTaBlIEHUsT IHUCbMEHHOIO  IOATBEP)KIEHUS
UCIIOJIb30BAaHUSl IEPCOHAIBHBIX JNAaHHBIX B MOpSAIKe, IIPelyCMOTPEHHBIX
HACTOSIIIIUM TTOJIOKEHHEM O 3alllUTe NEPCOHAIBHBIX JIAaHHBIX;

JaBaTe JocTynm K IepCOHANbHBIM [JaHHBIM TOJIBKO JIMLIAM, HMEIOIIUM
COOTBETCTBYIOILIUHM JTOTIYCK U MCIIOJIB3YIOIIUX UX TOJBKO ISl BBIIIOJTHEHNAS KOHKPETHBIX
IIOJIHOMOYHH;

v He wucTpeboBaThb WHGOPMAIMIO O COCTOSHUM 3I0pOBbS pabOTHHKA, 3a

UCKJIIOYEHHWEM JIaHHBIX, KOTOpble€ MOIYT IOBJIMSATH Ha HCIOIHEHHE PaOOTHUKOM

CBOMX TPYIOBBIX 00s3aHHOCTEM. '

3amuTa NepcoHaJbHbIX JaHHBIX pa0oTHHKA

B pamkax peamuzandd IIyHKTOB HacTosimero Ilosmoxenus o 3amure
IIEPCOHANBHBIX JTAHHBIX PaOOTHUKOB, PYKOBOIWUTENb YUYPEXKIECHMS H3JaeT IpUKa3 O
Ha3HAYeHWH JIMIIA, OTBETCTBEHHOT'O 3a COOJIIOACHHE TIOPsiIKa paboThl C NEPCOHATBHBIMU
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JaHHBIMM paOOTHUKOB, Ha KOTOPOM JIKaT BCe OOS3aHHOCTH IO 0O0eCIeueHUIo
KOH(USHINATLHOCTH MOJYUYEHHBIX TaHHBIX, & TAK)Ke OpraHu3alud paboTsl C HUMHU.

Ilepenaua wHOpMaUWW HOPOUCXOAUT TOJIBKO B IMHUCHMEHHOM BHE. 3ampoc
JOo/bKeH OBITh cleslaH B IMCbMEHHOM BHJE C yKa3aHHWEeM BCeX PEKBHU3WTOB JIHUIIA,
3alIpaluyBarolero nHpopManuto. OTBeT JoJDKeH OBITH cAenaH Ha GpupMeHHOM OJlaHKe
YUPEXEHHUS U OTIIpaBieH JIN0O0 Kyphepckol ciy00i, Tu00 3aKka3HbIM IACEMOM.

Bce nomyueHHple NE€pCOHATBHBIE MaHHBIE [OJDKHBI XPAaHUTBCS B MeECTe,
VCKJTIOYAOIIEM HECAaHKLIIMOHUPOBAHHBIX JOCTYI TPETHUX JIHII.

ONeKTpOHHBle  HOCHUTeNW  MHGpOpMauuu, JODKHBI  OBITh  3alIUIIECHBI
KpHITOrpaduYecKNMH CPEeICTBAMU 3aIUTHl UH(POpMALIUH.

OTBeTCTBEHHOCTD 32 pa3rjamedue HHpopManuu, CBI3aHHOMH ¢ NePCOHAJbHbIMH
AAHHBIMH padOTHHKA

Jlmua, mnpu3HaHHBIE BHHOBHBIMM B HapyUIEeHUM TpeOOBAaHMM HACTOAILETO
Ilomo)xeHUsT O 3alIMTe NEPCOHAIBHBIX JaHHBIX pabOTHHUKOM, IIPUBJIEKAIOTCS K
JACHUIUIMHAPHON, aIMHUHUCTPATUBHOM, TIPaXJAHCKO-IPAaBOBYO M YIrOJOBHOH
OTBETCTBEHHOCTH, B MOPSAOKE NOPEIyCMOTPEHHOM 3aKOHOomatensctBom PO wu
JIOKaJbHBIMU HOPMATUBHBIMU aKTaMH.
13. ITopsinok paGoThi ¢ NEPCOHATBLHBIMU JAHHBIMH KOHTPAareHToB, 00y4alolmXxcs,

UX poaHnTe/ied H aOUTypHEHTOB
Hopsinok mosryveHusi 1 00padOTKHU NepPCOHAJBHBIX JAHHBIX KOHTPAreHToB,
00y4alomuXxcs, HX poauTesei H AOUTYpPHEHTOB

ITon obpabotkoit I1/lH noHumaeTcs nogydyeHue, XpaHeHue, KOMOUHUPOBAHHUE,
nepenada Uiy aro0oe ApYroe MCIojb30BaHUE MEPCOHANBHBIX JaHHBIX KOHTPAarcHTOB,
o0yYaroumxcs, X poguTesnei u abuTypUeHTOB.

Pabora ¢ mnepcoHadbHBIMH JaHHBIMH KOHTPAreHTOB, OOYyYaroIUXCS HX
poauTenell U aOUTYpHEHTOB OJKHA HE HapyluaTh TpeOOoBaHUM 3aKoHOJaTelbecTBa PO
Y JIOKaJIbHBIX HOPMATUBHBIX aKTOB OPraHU3aluu.

Hcnonp3oBaHue MepCOHaANbHBIX JaHHBIX BO3MOXXHO TOJBKO B COOTBETCTBUU C
LeNsMU, ONpeNeTuBINMMU MX TonydeHue. [lepcoHanbHble HaHHBIE HE MOTYT OBITH
UCIIONB30BaHbl B LENIAX [PUYMHEHHS HMYLIECTBEHHONO K MODPAJIBHOTO Bpena
rpaxjiaHaM, 3aTpyJHEHUs peaqu3aluy IpaB M cBoOon rpaxnan Pocculickoi
dbenepanuy.

[Topsinox 06pabOTKM MEPCOHANBHBIX JaHHBIX Ha OyMaKHBIX MaTepUaIbHBIX
HOCHUTENSIX perfiaMeHTHpoBaH «VIHCTpyKLIMEN N0 XpaHEHUIO NEPCOHAIBHBIX JaHHBIX Ha
OyMaXKHBIX HOCUTEJIAX U MOPSAKY padOThl UCTIOJHUTENEH ¢ MepCOHATBHBIMU TaHHBIMU
Ha OyMa)kKHBIX HOCHTEIISIX HH(DOpPMAIIUN», YTBEPKICHHOU PYKOBOJIUTEIIEM.
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O6paboTka rmepcoHaNbHbIX JaHHBIX B aBTOMATH3UPOBAHHBIX HHQOPMAIIMOHHEIX
CUCTEMAX OCYIIECTBISETCS HA OCHOBAaHUM psiia YTBEPXKAEHHBIX PYKOBOIUTEIEM
UHCTPYKLMH, periiaMeHTUpyromrx 06paboTky nepconanbHbIX qaHHbIX B CIIIH.

JocTyn K NepcoHATbHBIM JaHHBIM
BHyTpeHHHMI AOCTYI (LOCTYNl BHYTPH OpraHM3allui) olpejelsercs NepedyHeM
JIWT, UMEIOTINUX JOCTYI K IEPCOHAIBHBIM JaHHBIM KOHTPAreHTOB, O0Yy4arouMxcs, WX
ponuTeneil u abUTypUEHTOB, ONPEIENAETCS IIPUKA30M JUPEKTOPA.

Breurnuit goctym:

K umcny maccoBeIx moTpeOuTesnel MEpCOHAIbHBIX JAHHBIX BHE OpPraHU3alUuU
MOXXHO OTHECTH T[OCyJapCTBEHHble (DYHKUMOHAIbHBIE CTPYKTYPBI: HaJIOIOBBIE
MHCIIEKIUH, TIPaBOOXPAHUTENIbHBIE OPTaHbl, OPraHbl CTAaTUCTUKH, BOCHKOMATHI, OPTaHbl
COLMANIPHOTO CTpaxoBaHHs, MEeHCUOHHBIE (DOHIBI, NOApa3leieHus MyHUIMIAIbHBIX
OpPraHOB yNpaBJICHHUS; ’

HanzopHo - KOHTpOJIBHBIE OpraHbl MUMEIOT JOCTYN K WH(OpPMAIUHA TOJIBKO B
cgepe cBoel KOMITeTEHLINH.
IIpaBa 00513aHHOCTH H OTBETCTBEHHOCTh CY0ObEeKTa NMEePCOHAJBbHBIX JAHHBIX

3akpernieHre MpaB CyObeKTOB NIEPCOHANBHBIX JaHHBIX, PerIaMeHTUPYIOMHX
3aIUTY €ro NMepCOHANBHBIX JaHHBIX, 00eClIeYnBaeT COXPaHHOCTh IIOJIHON U TOYHOU
MHPOPMAIIH O HEM.

B nensx 3amuyThl IepPCOHANBHBIX JaHHBIX KOHTPAreHThl, OO y4aroIIUecs], UX
POAUTENN U a0UTYPHUEHTH UMEIOT IIPABO:

v’ Tpe6oBaTh UCKIIOYEHNS WM UCIIPABIEHHs HEBEPHBIX, UM HEMOIHBIX
NEPCOHAIBHEBIX TaHHBIX, Ta CBOOOIHBIN OeCILIATHBIN JOCTYN K CBOUM
NepCOHAIBHBIM JIAHHBIM, BKIIIOUasi [IpaBO Ha NOJydeHUEe KOIIMU HOBOM
3allMCH, COAepoKalleil IIepCoOHaNbHbIE 1aHHBIE,

v/ OlpefesaTh CBOMX MpeACTaBHUTeNeH sl 3aIIUTEl CBOUX MePCOHATBHBIX
JIAHHBIX Ha COXPaHeHME U 3aIUTy CBOEH IUYHON TalHEbI. :

[IpaBa 00s13aHHOCTH M OTBETCTBEHHOCTH ONlepaTopa NepcoHaIbHBIX TaHHBIX
- IlepcoHanbHasi OTBETCTBEHHOCTh - OJTHO U3 INIaBHBIX TPEOOBAHUN K
opraHu3zaluy GyHKIIMOHUPOBAHUS CUCTEMEBI 3alUTHI IIePCOHATIbHON HH(MOPMAIMH U
o0s13aTelIbHOE yCIoBUe 00ecedeHus 3G (HeKTUBHOCTH 3TON CUCTEMBI.

HOpunuueckue u GuznUecKue Jnla, B COOTBETCTBUU CO CBOMMHU IIOJHOMOUYUSIMHA
BJIaJICIONIHE O IPakJaHax MOMy4alolye U UCTIONb3YIOLIHe e€, HECYT OTBETCTBEHHOCTE B
COOTBETCTBUHU C 3aKOHOJaTeNnbcTBOM Poccuiickoint @epepaniiu 3a HapylLIEeHUE pEXUMA
3alIMTEI, 00PabOTKM U IOPsiIKa UCIIOIB30BaHuUs 3TOH HHbopMaliu. PykoBoauTens,
paspelaolii TOCTY COTPYIHUKA K JOKYMEHTY, COAep KalleMy IepCOHaIbHbIE
CBeJIeHMsI KOHTPAreHTOB, 00yHalOLINXCsl, UX pOaUTeNeil 1 aOUTypHUEHTOB, HECET

MIePCOHATRHYIO OTBETCTBEHHOCTD 3a JaHHOe paspellieHre. KaIblil COTpY IHHUK
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OpraHu3alluy, NOJTy4aroui 115 paboThl TOKYMEHT, COMIEP)KaIUil TepCOHaIbHBIE
JAHHbIE, HECET EMUHOINYHYIO OTBETCTBEHHOCTD 3a COXPAaHHOCTH HOCUTENS U
KOH(uIeHIIMaNbHOCTh HH(PopManuu. JJonycK K nmepcoHaTbHBIM JaHHBIM KOHTPareHTOB,
o0y4aroluxcs, UX poanuTeiel U aOUTYpPUEHTOB APYTUX COTPYIHUKOB paboToaarens, He
UMEIOIMINX HaUIeKaluM o0pa3oM o(pOpMIIEHHOTO JOCTyIa, 3anpemiaercs. [lepegada
(0OMeH U T.II.) TepCOHATBHBIX JaHHBIX MEXAY MOJpa3ie]eHUSIMU OCYIIECTBISETCS
TOJIBKO MEXIY COTPYIHUKAMU, UMEIOLIUMHU JOCTYT K MEPCOHANBHBIM JaHHBIM
KOHTPAareHTOB, 00yJalomxcs, UX poauTenel 1 abuTyprUEeHTOB.

3a HeUCTIOHEHUE WM HeHaJexallee UCIIOJHEHUE paOOTHUKOM 110 €r0 BUHE
BO3JIO)KEHHBIX Ha HeTO 00sA3aHHOCTEH MO COOMOIEHUIO YCTaHOBIEHHOTO ITOPAIKa
paboTHI cO CBEACHUSIMH KOHQHUAECHINATIBHOIO XapakTepa paboToaaress BIpase
IIPUMEHSTh NpeaycMoTpeHHble TpyaoBeiM KoieKCcoM IUCHUIITIMHAPHBIE B3bICKaHUA.

14. OcobennocTn 00paboTKHU NepCOHANBHBIX JAHHBIX 0€3 HCNOJIb30BaHNS CPEACTB
aBTOMAaTH3aIHH
IIpu HeaBTOMATHU3MPOBAaHHON 00Pa0OTKe Pa3IMYHBIX KaTerOpHi NePCOHATBHBIX
JIAHHBIX JI0JKEH HCIIOIB30BaThCS OT/IEIbHBIN MaTepHaNbHBIA HOCUTENb JIJIS KX I0H
KaTeTOpHUU NepCOHAIBHBIX 1aHHbIX.

[Ipu HeaBTOMATH3UPOBAHHON 00padOTKe MEPCOHAIBHBIX NTAHHBIX HAa OYMa)KHBIX
HOCHUTEJISIX:

v' He momyckaercst pUKcalMsA Ha OHOM OYMa)KHOM HOCHTEJIE TIEPCOHAIBHBIX
JTAHHBIX, eI 00pabOTKH KOTOPBIX 3aBEIOMO HECOBMECTHMBI;

v’ mepcoHanbHbIE JaHHbIE HOJKHBI 000COOISITHCS OT MHOM HHG)OPMAIIUH, B
YaCTHOCTH ITyTeM (QUKCAIIUY MX HA OTACIBHBIX OYMaXKHbIX HOCUTEISX, B
CHeIMaIbHBIX pa3fenaX Wik Ha MoasaX GopM (OJIaHKOB);

v IOKYMEHTEI, COAEPIKAIIUE [IEPCOHANBHBIE JaHHbIe, GOPMUPYIOTCS B Aeia B
3aBUCUMOCTH OT 1171 00paboTKU MepCOHANBbHBIX IaHHBIX;

v’ Jena ¢ JOKYMEHTaMH, COIEP)KAIMMHE IIEPCOHANBHEBIE HaHHBIE, JODKHBI IMETh
BHYTPEHHHE OIMUCH JOKYMEHTOB C yKa3aHHEeM Liesid 00pabOTKH U KaTerOpUu
NIEPCOHAJIBHBIX TaHHBIX.

JlokyMeHTBI (HocuTenM HHPOPMaIIUT ), CoJIepKalllie ePCOHANbHbIE JaHHEIE,
JOJDKHBI XPaHUTHCS B CJTYKEOHBIX IOMEUICHUAX B HAIE)KHO 3alIUPAaEMbIX U
olnedaThiBaeMBbIX mKadax (cehdax).

YHHUUTO)EHHE WK 063 INIHBAHIE YaCTH IepCOHATbHBIX TaHHEIX, €CIH 3TO
JIOTTycKaeTcst MaTepHallbHBIM HOCHTEIEM, MOKET IPOH3BOAUTHCS CIIOCOOO0M,
UCKJIIOYAIOIINUM JaTbHEHIITyt0 00paboTKy 3THX MEPCOHAIBHBIX NaHHBIX, C COXPaHEHHEM
BO3MOYKHOCTH 00pabOTKK MHBIX JaHHBIX, 3a()UKCUPOBAaHHBIX HA MATEPHAIIEHOM
HOCUTENE.
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IIpy HecoBMecTrMOCTH Tiesieii oOpaboTKu IepCOHANBHBIX JaHHBIX,
3a(DHKCUPOBAHHBIX HA OJJHOM MaTepHaIbHOM HOCHUTENE, €CIU MaTepHaabHBIH HOCHTEb
He I103BOJISIET OCYILECTBISITh 00pabOTKY IePCOHANBHBIX JaHHBIX OTAETBHO OT IPYTHX
3a(hMKCUPOBAHHBIX Ha TOM K€ HOCHUTEJIE ITEPCOHANIBHBIX JaHHBIX, TOJIKHBI OBITH
TIPUHATHL MEPBI 10 00ECTICUSHHUIO pa3ieNibHOM 00paloTKY IePCOHANBHBIX JaHHBIX, B
YaCTHOCTH: '

v' Ip¥ HEOOXOAUMOCTH UCITOIb30BAHNS WK PACIIPOCTPAHEHHUS OTIpe IelIeHHBIX
NEPCOHATBHBIX JAHHBIX OTJEBHO OT HaXOIALIMXCS Ha TOM K€ MaTepHUalbHOM
HOCHTEllE IPYTUX MePCOHANBHBIX JAHHBIX OCYIIECTBISAETCS KOTHPOBAHUE
HEPCOHANBHBIX JaHHBIX, MTOJIEKAIINX PACIPOCTPaHEHHIO UITU UCIIOIH30BaHHUIO,
crioco00M, HCKITIOYalOIUM OTHOBPEMEHHOE KOTIMPOBaHME ITePCOHATbHBIX
JaHHBIX, He TOJIJIeXAIUX PACIIPOCTPAHEHHIO M HCIIOIB30BAHUIO, U UCIIOIB3YeTCS
(pacmpocTpaHseTcs) KOs IepCOHATBHBIX IaHHBIX;

v’ 1Ipu HEOOXOAUMOCTH YHHUTOXEHUS UITH OJOKUPOBAHUS 9aCTH II€PCOHATBHBIX
TOaHHBIX YHUYTOXKAETCS WU OJIOKUpYyeTCs MaTepUaIbHBI HOCHTENB C
IIpeBapUTENILHEIM KOTIMPOBAaHUEM CBEJIEHUH, HE TOMJISKAIINX YHUUTOXKESHHUIO
Uiy OJIOKHPOBAHMIO, CIOCOOOM, UCKITFOYAIOIINM OTHOBPEMEHHOE KOITHPOBAaHHUE
NEPCOHAIBHBIX JaHHBIX, OMJIEKAIIUX YHUITOXKESHUIO UK OJIOKUPOBAHUIO.

VY TouHeHUe NepCcoHANbHBIX JaHHBIX MPH OCYILIECTBIEHHH UX 00paboTku O6e3
UCIIOIb30BAHMS CPeCTB aBTOMATH3AIMY TPOU3BOJUTCS IMMyTeM OOHOBJICHHUS WX
U3MEHEeHMsI JaHHBIX Ha MaTepHaIbHOM HOCHUTEIE, a €CITH 3TO He I0IyCKaeTcs
TEXHUYECKUMHU OCOOEHHOCTAMHU MaTepHATbHOIO HOCUTES, IyTeM (PUKCALMX HA TOM XKe
MaTepUaIbHOM HOCHTEJIEe CBEIEHUH O BHOCHMBIX B HUX U3MEHEHUAX JTUOO0 IIyTeM
U3TOTOBIEHHUS HOBOI'O MaTePUaNbHOIO HOCUTENA ¢ YTOYHCHHBIMH IePCOHATBHBIMU
JTAHHBIMH,

O6paboTka mepcOHaTbHBIX TaHHBIX, OCYLIECTBIsIEMast 0e3 UCTIOIb30BaHUS
CPEACTB aBTOMATH3aI[HH, JOJDKHA OCYIIECTBISIThCSI TAKMM 00pa3oM, 4ToObI B
OTHOILIEHUH KAXI0¥ KaTeTOpUU MEPCOHATBHBIX JaHHBIX MOXHO OBIIO OMPEEIIUTh
MECTa XpaHEHHS IIEPCOHATBHBIX JIaHHBIX (MaTEepHANIBHBIX HOCUTENIEH ) U YCTAaHOBUTD
IEPEYEHb JIUII, OCYLIECTBISIIOIIMX 00pabOTKy EPCOHANBHBIX JAHHBIX JINOO MMEIOLINX
K HUM JOCTYTI.

ITpn xpaHeHUU MaTepHAIbHBIX HOCUTENeH JOJDKHBI COOTIOAATHCS YCIOBUS,
ofecneyuBarome COXpPaHHOCTh NEPCOHANBHBIX TAHHBIX U UCKIIIOYAIOIIHNE
HECAHKIIHOHUPOBAHHbII K HIM AOCTYII. XpaHeHHe IepCOHAIBHBIX JaHHBIX
(MaTepuanbHBIX HOCUTENeH ), 00paboTKa KOTOPBIX OCYILECTBISETCS B Pa3IN4HbIX HENIX
JOJDKHO OBITH pa3feibHbIM.
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15. O:xkupaemplii 3¢ dekT oT peannzannu Ilosokenns
Peamuzamnus [lonoxxenus 6e3onacHoctr [1Jn B UCIT/IH 1o3BOIHT:

v’ oueHuTH cocTosHMe OezomacHoctd uHopmauud WCIIJIH, BBIABHTE
MCTOYHUKHU BHYTPEHHUX U BHEUIHUX YIpo3 HHPOPMALIMOHHON 6e30IacHOCTH,
OTIpEeIENINTh ITPUOPHUTETHBIE HAIPaBICHUSI IPeAOTBpAICHUS, OTPAKECHHUSI H
HEUTpaIN3alU1 3TUX YTPO3;

v’ paspaboTarh pacropsAMTENbHbIE U HOPMATUBHO-METOAMYECKHE TOKYMEHTEI
npuMenutesHo K UCII/IH;

v' nposecTH Knaccupukanuio u cepraduxaio MCIIH;

v/ [IPOBECTH OPraHU3alMOHHO-PEXUMHBIE M TEXHWYECKHE MEPOIPHUATHA I10
obecneyenuro 6esomnacHoctu I1/18 B UCIT/IH;

v' o0ecneunTh HEOOXOMMMBIN YPOBEHB 0€30MaCHOCTH OOBEKTOB 3AIIUTEI;

v’ paspaboTaTh MeTOAUYECKHE MOKYMEHTHI 10 pa3sMeIeHHI0, 000PYI0BAHHIO U
OoXpaHe TOMEIICHHUH, Te XPaHSITCA NepCOHabHbIE JAHHEIE, 110 XPaHEHHIO
NMEPCOHABHBIX J@HHBIX Ha OyMaXXHBIX HOCUTEISIX W IOPSOKY paboThI
HCIIOJTHUTENICH C IIepPCOHAIBHBIMA JAHHBIMH Ha OYMaXKHBIX HOCHTEJSIX
uH(pOpMAaITHH.

OcylecTBlieHHE 3TUX MEpOIPUATHH OOECIeUYUT CO3/aHKe eJUHOM, LIeJIOCTHON U
CKOOPIMHHUPOBAHHON CHCTEMbl MHQOPMAIIMOHHOW O€30MacHOCTH M CO3[IaCT YCJIOBHS
IS ee JajJbHeNIlIero COBEPIIEHCTBOBAHNSI.

16. CriuCOK UCNOJb30BAHHBIX HCTOYHHKOB
OCHOBHBIMH HOPMATHBHO-IIPABOBBIMH H METOJHYECKHUMH JOKYMEHTaMH, HA
KOTOpbIX 0a3upyeTtcs HacTosee [lo1oxkenne siBias0OTCA:
Genepanpubiit 3akoH oT 27.07.2006 r. Ne 152-®3 «O nepcoHaapHBIX
naHHBIX» (namee — M3 «O mepCOHANBHBIX TAaHHBIX»), YCTAHABIUBAIOUIUNA OCHOBHBIE
IPUHIUIB U ycjioBus o6pabotku [1/IH, mpaBa, 0043aHHOCTH M OTBETCTBEHHOCTH
Y4aCTHUKOB OTHOIICHUH, CBsI3aHHbIX ¢ 00padoTkoi [1/1H.

«TpeboBanusg K 3aIUMTe IEPCOHANBHBIX JaHHBIX TIpH HUX 00paboTke B
MHQOPMAITMOHHBIX CHCTEMaX IePCOHANBHBIX JaHHBIXY, yTBepxAeHs! [locTaHOBICHUEM
[IpaBuTenscTBa PO o1 01.11.2012 1. No 1119.

«[lonoxenne 00 ocobeHHOCTSX O0pabOTKM IEPCOHATBHBIX  JAaHHBIX,
OCYLIECTBIsieMOor ©e3 HCIOJIb30BaHUSI CPEACTB aBTOMaTH3al[UK», YTBEPKICHHOE
[loctanoBnenuem IlpaBurensctsa PO ot 15.09.2008 r. Ne 687.

IlocranoBnenune IlpasutensctBa Ne 211 or 21 Mapra 2012 roga «O6
YTBEPXKACHUU IIEpeUHs Mep, HamnpaBlICHHBIX Ha O00ECIEYEHUE  BbIIOJIHEHUS
obsi3anHOCTEH, mpexycMoTpeHHbIX P3 «O NepcoHaNbHBIX NAaHHBIX» M IPUHATHIMH B
COOTBETCTBUM € HHMM HOPMAaTUBHBIMH I[IPaBOBBIMU  aKTaMH, OIEpaTOpaMH,
SBJISIIOUIUMUCS FOCYAAPCTBEHHBIMU WIIM MYHULHUIIAIbHBIMU OpraHaMmu».
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«TpeboBaHUs K MaTepualbHBIM HOCHTESAM OHOMETPHUYECKHMX IepCOHATBHBIX
OAaHHBIX W TEXHOJIOTUSM XpaHEHUS TaKUX AaHHBIX BHE HHMOPMALMOHHBIX CHUCTEM
[IEPCOHANIBHBIX JaHHBIX», yTBepxkieHHble llocranosnenmem IlpaButenscrBa PO ot
06.07.2008 r. Ne 512. -

HopmaruBHo - wMeToguueckwe AOKyMeHTHI @enepanbHON CoykObl IO
TEXHUYECKOMY U dKcIepTHOMY KoHTposto Poccuiickoit ®enepauuu (aanee - GCTIK
Poccun) o obecnevenuto 6e3omacuoctu 111 npu ux o6padotke B UCI1/IH:

bazoBas monens yrpo3 0e30MacHOCTH MEpCOHANBHBIX MAAHHBIX IpPH HX
oopabotke. B HHPOpManMOHHEIX CHCTeMaxX TMEPCOHATBHBIX HaHHBIX, YTB. 3aM.
IIepCOHANIBHBIX JIAHHBIX IIpu uX o00pa0oTke B HH(OPMAIMOHHBIX CHCTEMax
NEPCOHANIBHBIX AaHHBIX, YTB. 3aM. aupexkTopa PCTOK Poccun 15.02.08 r.

IIpukaz ®CTOK Poccum Ne 17 ot 11 despans 2013 r.» O6 yrBepxnesun
TpeboBaHuil o 3amuMTe UHPOPMAIIMM, TOCYIApPCTBEHHYIO TalHY, HE COCTaBJSAIOLLIUX
rOCYJIapCTBEHHYIO TaiiHy, COJEp)KallUuXcsi B TOCYAapCTBEHHBIX HMH(POPMALUOHHBIX
cucTemMax».

IIpukaz ®CTIK Poccuu Ne 21 ot 18 despans 2013 roga «O6 yTBepXAeHUN
COCTaBa U COACPKAHUS OPraHU3AIMOHHBIX U TEXHUUECKUX Mep 10 00eCTIeUeHHIO
6e30IacHOCTH IepCOHABHBIX JaHHBIX MPH X 00paboTKe B MHGOPMAIMOHHBIX
CUCTEMaX NEPCOHATBHBIX TAHHBIXY.

IIpuka3 @enepanbHoil cityx651 Oe30nacHocTU Poccuiickolt @enepaunu ot 10 nrong
2014 r. N 374 «O6 yrtepxknenun CocraBa M COJEp)KaHUsS OPraHU3ALUOHHBIX HU
TEXHUYECKUX Mep Mo obecledeHnio 0e30MacHOCTH MEePCOHANBHBIX IAHHBIX IIPU HUX
00paboTke B MHGOPMALIMOHHBIX CHCTEMax IePCOHAJBHBIX JAaHHBIX C MCIIOIb30BaHUEM
cpeacTB kpuntTorpad@uyeckoi 3ammuTsl HHOOPMAIIUK, HEOOXOIUMBIX IJIsI BBITIOJHEHUS
ycTaHOBIeHHBIX [lpaBuTenscTBOM Poccuiickolt ®enepauuu TpeOOBaHMM K 3allUTe
MEPCOHATBHBIX JaHHBIX I KAXA0TO U3 YPOBHEH 3aIUIIIEHHOCTHY.
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