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ONPEJAEJIEHUSA

B HacTosem AOKYMEHTE HCIIOJIB3YHOTCA CICAYHOIIHE TEPMHHBI B UX
OnpenecICHUs.

ABTOMATH3HPOBAHHAN CHCTEMA — CHCTEMA, COCTOAIIAs U3 IIepcoHalIa 1
KOMIUIEKCa CPEJICTB aBTOMATHU3ALMHU ero e TeIbHOCTH, Pealn3yoas
MHPOPMAIMOHHYIO TEXHOJIOI'MIO BBITIOJIHEHUS YCTAHOBICHHBIX (DYHKIIUH.

A}’TGHTH(I)HK&IIHH oTnpaBuTe/isi IAHHBIX — MOATBEPXKIACHHUE TOIO, 4TO
OTIIpaBHUTE/Ib ITOJIYUYEHHBIX JaHHBIX COOTBETCTBYET 3aABIICHHOMY.

be3onacHoCTh MepPCcOHANLHBIX JaHHBIX — COCTOSHUE 3alIUILIEHHOCTH
NePCOHAIBHBIX JAHHBIX, XapaKTepu3yeMoe CrIocCOOHOCTBIO TOJIb30BaTENeH,
TEXHUYECKHUX CPeICTB U HHPOPMALIMOHHBIX TEXHOJIOTUH 00ecreunTh
KOH(QUASHIIMAIBHOCTD, IETOCTHOCTD U AOCTYIHOCTD MEPCOHANIBHBIX JaHHBIX MTPU HX
06paboTke B HH()OPMALIHOHHBIX CHCTEMaX MepCOHAIbHBIX AaHHBIX.

buomerpuyeckne nepcoHalbHbIe JaHHbIE — CBEICHUS, KOTOPbIE XapaKTepU3yoT
¢usnonsorpueckue 0COOEHHOCTH YeI0BeKa H Ha OCHOBE KOTOPBIX MOYKHO YCTAaHOBUTH
ero JIMYHOCTb, BK/ItOYas GoTorpadguu, oTneyaTky najipues, o0pa3 ceT4aTKy Iiasa,
0COOEHHOCTH CTPOEHUS TeJla ¥ APYTYIO oA00HYI0 HH(OPMALHIO.

BiiokupoBaHHe MepcoHaIbHBIX JaHHBIX — BpEMEHHOE NpeKparienue 06paboTku
MEPCOHATBHBIX JaHHBIX (32 UCKIIOYEHHUEM Cllydaes, ecinu 00paboTka HeoOxoauma It
YTOYHEHHUS NIePCOHANBHBIX JaHHBIX).

Bupyc (koMnboTepHbIi, NPOrpaMMHBIi) — UCTIOTHIEMBIA TPOTPAMMHBIN KO
WM HHTEpIpeTHPYEeMbId Habop UHCTPYKLIMH, 00J1afatouil CBOHCTBAMH
HECAHKUHOHUPOBAHHOT'O PACIIPOCTpaHeHUs: U camoBocnpousBeneHns. Co3ganHble
TyOnUKaThl KOMIIBIOTEPHOTO BUpYCa He BCerjla COBNaAaroT ¢ OPUTHMHAIOM, HO
COXPAHSIOT CMIOCOOHOCTH K JajbHENLIEMY PacpPOCTPAHEHUIO U
CaMOBOCIIPOH3BE/IEHHIO.

Bpenonocnas nporpamma — nporpamma, rnpejiHasHadeHHas /Ui OCyIIeCTBICHUS
HEeCaHKLMOHUPOBAHHOTO JOCTyNA U (MJIM) BO3AEHUCTBHUS HA IEPCOHAJIBHBIE JaHHBIE UITH
pecypchbl HHOOPMALIMOHHOM CUCTEMBI ITePCOHAIBHBIX JaHHBIX.

BenomoraresibHble TEXHHYECKHE CPEICTBA H CHCTEMbl — TEXHUYECKUE CPEICTBA
¥ CUCTEMBI, He [TpeIHa3Ha4YeHHbIe TS mepeaadyn, 00paboTKu U XpaHEeHUs
NepCOHANBHBIX TaHHBIX, YCTaHABIMBaeMble COBMECTHO C TEXHUYECKUMHU CPEJCTBAMH H
CHCTEMaMH, IpeHa3HaYeHHBIME [UIst 00pabOTKU MePCOHATBHBIX JaHHbIX UK B



MOMEIIEHUSX, B KOTOPBIX YCTaHOBJIEHB! HH()OPMAIIMOHHBIE CHCTEMBI NEPCOHATIBHBIX
JIAaHHBIX.

JocTyn B onepanHoOHHYI0 cpeay KoMnbloTepa (HHGOPMAUNOHHOH CHCTEMbI
NepCOHANbHBIX JaHHbIX) — [T0JIy4eHHe BO3MOKHOCTH 3allyCKa Ha BBINOJIHEHHE
IITATHBIX KOMaH/1, QYHKIHH, [POLIEAYP OlepallMOHHON CUCTEMBI (YHUUYTOKEHHUS,
KOTHMPOBAHHUS, IEPEMEIIEHUS U T.I1.), UCIIONHAEMBIX (ailJIOB IPUKIIAJHBIX IIPOrPaMM.

Jocryn k HHGopManuu — BO3MOKHOCTH IOJTy4eHUs] MH(POpPMalluH U ee
MCTIONIb30BAHMS.

3aka04HOe YCTPOHCTBO — 3IeMEHT Cpe/ICTBa ChemMa MH(POpMAaIUK, CKPBITHO
BHe/IpsieMbli (3aK/1abIBaeMbIi UJIM BHOCHUMBIH ) B MECTa BO3MOYKHOT'O CheMa
uHQOpMaLMK (B TOM YHUCIIe B OrpakeHUe, KOHCTPYKIIMIO, 000pyJ0BaHMe, IPEIMETEI
WUHTepbepa, TPAHCIIOPTHBIE CPEICTBA, & TAKIKE B TEXHUYECKUE CPEeICTBA U CUCTEMBI
o0paboTku uHdopmarum).

3ammmaemas nHpopmauusa — uHGOpMaLMs, SIBISIOLIASICS TPEeIMETOM
COOCTBEHHOCTH M IOJIesKalllas 3alliTe B COOTBETCTBUU C TpeOOBaHUSAMHU IIPABOBLIX
JIOKYMEHTOB UM TpeOOBaHUSMM, YCTAaHABINBAEMBIMUA COOCTBEHHUKOM HH(MOPMAIUH.

HNaenTndukauus — npucBoeHne cyobexkraM 1 00beKTam J0cTyna
uneHTuduKaTopa U (UM) cpaBHEHUE NPeIbIBIIEMOro HaeHTU(GUKATOPA C IIepedHeM
[IPUCBOEHHBIX UJIEHTU(PUKATOPOB.

UudopmaTHBHBIH CHrHAN — 3IEKTPUYECKHAE CUTHAIIBI, aKyCTHYECKHE,
3JIEKTPOMArHUTHBIE U Apyrue Gu3ndecKue 1o, o napaMmeTpam KOTOPBIX MOXKET ObITh
pacKpbITa KOHGUeHIIMATbHAs WH(OpMalus ([epcoHankHble TaHHbIe) 0OpabaTeiBaeMas
B MH(OPMAILIMOHHON CUCTEME MePCOHAIBHBIX JaHHBIX.

UndopmannoHHbie TeXHOJOINHH — IIPOLIECChl, METOBI IIOKCKa, cOopa,
XpaHeHus, 00paboTKH, Mpe0CTaBIeHUs, paclpoCcTpaHeH!ss HHPOPMALIUK U CIIOCOOBI
OCYILECTBJIEHUS TAaKUX MPOLECCOB X METOJIOB.

Hudopmannonnas cucrema nepconajabHbix AaHubix (MCILAn)
COBOKYITHOCTB COZIepiKalluxcsi B 0a3axX JaHHBIX NIEPCOHANBHBIX JaHHBIX U
obecrieyuBaroX UX 00paboTKy HHPOPMALIMOHHBIX TEXHOIOTHH U TEXHHYECKUX
CPEJCTB. '

Hcenonab3oBanue nepcoHaIbLHBIX AaHHBIX — IeHCTBUSA (OTepaiuu) ¢
[epCOHANLHBIMU JaHHBIMU, COBEpIlIaeMble ONIEPATOPOM B LICJISIX IPUHATHUS PEILICHUN
WJIM COBEPILIECHUS MHBIX JIEUCTBUH, MOPOXKAAIOMIMX IOPUINYECKHUE ITOCIEICTBUSA B



OTHOIIEHHUH cy6"be1c'ra I[IEPCOHAJIbHBIX JaHHBIX HJIM APYTHX JIUI] b0 UHBIM 06p330M
3aTparuBarolvX IpaBa H CcBOOOIBI Cy6'BEKTa NEePCOHANIBHBIX NaHHBIX UIIH APYTUX JINII.

HUcTounuk yrpossl 6e3onacHocT HHGOpMauHH — CyOBEKT 10CTYIIa,
MaTepHaJIbHbIM 00beKT MU GU3UYecKoe siBlieHNe, SBIIAIOIUEecs IPUYUHON
BO3HUKHOBEHHS Yrpo3bl 0€30MMacHOCTH HH(GOPMAILUH.

KonTposmpyemas 30Ha — IpOCTPaHCTBO (TEPPUTOPUS, 31aHNE, YACTh 3aHNU5,
MOMeIleHHe ), B KOTOPOM UCKIIFOUEHO HEKOHTPOJIUpyeMoe IpeOblBaHHe TOCTOPOHHUX
JIMIL, @ TAK)KE TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MAaT€pPHAIIbHBIX CPE/ICTB.

KonduaeHunaapHOCTh NEePCOHANBHBIX JAHHBIX — 0053aTe/IbHOE IS
cOOIOZIeHUs OTIEPATOPOM MITH MHBIM MOTYYHUBIIMM JJOCTYTI K IEPCOHAIBHBIM JaHHBIM
JHULIOM TpeOOBaHUE He JOIMYCKAaTh UX paclpocTpaHeHue 6e3 cornacus cyOpeKra
IIEPCOHAJIbHBIX IaHHBIX WM HaJIU4Ms HHOTO 3aKOHHOT'O OCHOBAHUS.

Me:xceTeBoi 3KpaH — JIoKalbHOE (OJHOKOMIIOHEHTHOE ) WJIH (DYHKLIMOHAIBHO-
pacrnpezielleHHOe IIporpaMMHOE (IIpOrpaMMHO-aIIapaTHOE) CPeACTBO (KOMILIEKC),
peasiu3yiolllee KOHTPOJIb 3a HHGOpMalHe, mocTynarei B *HGOpMalUOHHYIO
CHCTEMY [M€PCOHAIBHBIX AaHHBIX U (W) BRIXOASLIEH U3 HHGOPMALIMOHHON CHCTEMBI.

Hapywurenb 6e30nacHOCTH NEePCOHANbHBIX AaHHBIX — (U3UYECKOe JTHIIO,
CITy4aiHO WJIH MpelHaMePEeHHO coBepliatoliee AeHCTBUS, CIeICTBUEM KOTOPBIX
ABJISIeTCS S HapylleHne 0e30MacHOCTH MePCOHATBHBIX JaHHBIX IIPU UX 00paboTke
TeXHUYECKUMU CpeCTBAaMU B MH(MOPMALIMOHHBIX CUCTEMAaX ITePCOHAIBHBIX JaHHBIX.

HeaBTromaTn3npoBanHas 00paboTka nepcoHaIbHBIX AaHHBIX — 00paboTka
NePCOHATBHBIX JAHHBIX, COAEPKAIIMXCS B UHDOPMALTMOHHON CHCTEMe [TepCOHANIBHBIX
JaHHBIX JIMOO U3BJIEYEHHBIX U3 TaKOM CHUCTEMBbI, CYUTAETCS OCYILIEeCTBIIEHHOH 6e3
UCTIOIB30BAHUS CPEJICTB @BTOMATU3AINH (HEaBTOMAaTU3UPOBAHHOMN ), €CITU TaKHe
JEeHCTBUA C MEPCOHANBHBIMU AaHHBIMHU, KaK HCIIOIL30BaHUE, YTOYHEHHE,
pacrnpocTpaHeHue, YHUYTOKEeHHE NIepPCOHANIbHBIX JaHHBIX B OTHOILIEHUN KaXX0r0 U3

CY6’beKTOB IMEPCOHANIBHBIX NAaHHBIX, OCYLICCTBIAKOTCA ITPH HEMMOCPEACTBEHHOM YHAaCTHH
YeJI0BEeKAa.

He nexsiapupoBannblie BO3MOKHOCTH — QYHKIIMOHAIBHBIE BO3MOKHOCTH
CPE/CTB BbIYMCIMTEILHON TEXHUKH, HE ONIMCAHHBIE HJIM HE COOTBETCTBYIOLIHE
ONMCAHHBIM B JIOKYMEHTALIUH, ITPH UCIIOIB30BaHUH KOTOPBIX BO3MO)KHO HapyllIeHUe
KOH(MHUIEHIIHAIBHOCTH, JOCTYITHOCTH WU LEIOCTHOCTH 00pabarsiBaeMoi HH-
(popmarum.



HecankuuonupoBaHHbIH ROCTYH (HECAHKIHOHUPOBAHHbIE ICHCTBHSA) —
JOCTYNl K MHQOpMAalUK Wi NEHCTBUS ¢ HHpOpMauueli, HapyWalKe ipaBuia
pasrpaHUYeHus OCTyNa ¢ UCIIONIB30BaHMeM IUTATHLIX CPEACTB, ITPEIOCTABNSIEMBIX
HHOPMALMOHHBIMH CHCTEMAMHU NIEPCOHANBHBIX IaHHBIX.

Hoenrtenn undopmaunn — Guantgeckoe NUNO U MaTepralbHblil 0OBEKT, B
TOM "ucie QU3HHEECKOe [107Te, B KOTOPOM HHPOPMALUMST HAXOJUT CBOE OTPAXKEHUE B
BUJE CUMBONOB, 00pa30B, CUTHANOB, TEXHUYECKNX PEIIEHUN 1 IIPOIECCOB,
KOJTMYECTBEHHEIX XapaKTePUCTHK (DU3NUECKUX BETHUUH.

Obe3iHuKBalue NEPCOHATLHBLIX JAHHBIX — JIeHCTBHS, B pe3yIhTaTE KOTOPHIX
CTAHOBUTCS HEBO3MOKHEIM 0€3 HCTIONE30BaHus JOTIOJHUTENBEHON HHGOPMATIUM
OTIPEACTAUTH TTPUHAAICIKHOCTD IEPCOHAIBHBIX IAHHBIX KOHKPETHOMY CYOBEKTY
epCOHATLHBIX JAaHHBIX.

O6paboTka MepcoHANBHBIX TAHHLIX — 000e AelcTBYE (ONEpalHs ) WA
COBOKYITHOCTH JIeHCTBIH {onepatinii), cOBEpIIaeMbIX € HCIIOJIL30BAHUEM CPEJICTB
aBTOMaTH3aLUUM UK Oe3 UCNONB30BAHUA TAKMX CPEJCTB C NEPCOHATBHLIMU 6 TAaHHBIMHU,
BKJIt0Yast ¢O0p, 3aN1Ch, CUCTEMATH3AUHI), HAKOIUIEHUE, XpaHECHHE, YTOUHEHUE
(00HOBACHUE, U3MEHeHUE ), U3BJICUEHHE, UCTIOIb30BaAHUE, IepeaaYy {pacipocTpaHeHHE,
pejocTaBleHue, A0CTY ), 00e3nUMBanre, ONOKUPOBaHIe, YANEeHUE, YHUUTOKEHHE
NepPCOHalLHBIX JaHHbIX.

ObmenocTynHbie NepcoHaNbHble JAHHbIE — TIEPCOHANBHBIE AaHHBIE, JOCTYI
HEOTPaHH4IEeHHOTO KpyTa JHL K KOTOPBIM IIPEAOCTaBIeH ¢ COMIaCHA Cy0heKTa
IIEPCOHATBHBIX JaHHBIX UIIM HA KOTOPBIE B COOTBETCTBHM ¢ (pefiepallbHBIMK 3aKOHAMYU
He pacrhpocTpaHsercs TpedoaHue coO0AeHNsT KOHPUASHIHATHHOCTH.

OnepaTop (NepcoOHATbHBIX JAHHBIX) — FOCYIapCTBEHHBIN OpraH,
MYHULMITANBHEIA OpraH, pHIKIecKoe U (PU3HYECKoe JIMLO, CAMOCTOATENBHO WY
COBMECTHO ¢ OPYTHMM JIMLAMH OPTAHU3YIOIUE Y (HITH ) OCYIICCTBALIONIHE 00paboTKy
NIEPCOHANIBHEIX JIAHHBIX, & TAKXKe Olpeaesiomue uend o0padoTKH nepcoHaNbHbIX
JlaHHBIX, COCTAB NePCOHANBHBIX JaHHBIX, OMISKaIHX 00paboTke, AelCTBUS
(onepauuu), copepluIaeMble C TIePCOHAIBHBIMH JaHHBIMH.

TexHHYecKHEe cpeacTBa HHPOPMALHONHOIN CHCTEMBI NEPCOHANLHBIX
RAHHBIX — CPECTBA BRIYHCIUTENBHON TEXHUKH, HHPOPMALUOHHO- BBIYUCIUTENbHbIE
KOMIITIEKCH! ¥ CETH, CPEJICTBA U CUCTEMBI [lepenayu, npueMa u oopadotku [ H
(cpeacTRa ¥ CHCTEMBI 3BYKO3ANIUCH, 3BYKOYCHICHHS, 3BYKOBOCIIPOU3BEACHUH,
NEPErOBOPHLIE U TEIEBH3UOHHBIE YCTPOICTBE, CPEeACTBA U3TOTOBACHNUA,
THPAXXUPOBAHUA JOKYMEHTOB U Apyrye TeXHH4YECKUe CpeacTsa o0paboTKH peyeBoH,



rpaduyeckoi, BHaeo - 1 OyKBeHHO- HU(DPOBOM HHGOOPMALIKMH ), TPOrPaMMHBIE CPEICTBA
(omepanMoHHbIE CHCTEMBI, CHCTEMBI yIIpaBlieHus 6a3aMu JaHHBIX H T.I1.), CPEACTBA
3alUThl UH(POPMALUH, IPUMEHAEMbIE B THPOPMALMOHHBIX CHCTEMAX.

IlepexBaTt (nHpoOpMaLMK) — HE[TPAaBOMEPHOE MOIydeHHe HHDOPMALIHH C
MCTIOJIb30BaHUEM TEXHUYECKOTO CPE/ICTBA, OCYIIECTRIISIONIEr0 O0OHAPYKEHUE, TPUEM U
00paboTKy HHPOPMATUBHBIX CUTHAIIOB.

[lepconanbHble AaHHbIe — 1100as UHPOpMaLKA, OTHOCAIIAACH K IPAMO HUIIH
KOCBEHHO OMpeeIeHHOMY WK OnpeeseMoMy huszndeckomy JIHIY (CyObeKTy
MIepCOHANBHBIX JaHHBIX );

IToGo4nble 3IeKTPOMarHHTHbIE H3JIYYeHHA H HABOAKH — 3JIEKTPOMarHUTHEIE
U3ITyYEHUs] TEXHUYECKUX CPeJICTB 00paboTKH 3aluiaeMoil nHGpopMaluu,
BO3HMKAIOIIME KaK TOO0YHOE sIBJIeHKe U BhI3BAaHHBIE JJIEKTPUIECKUMU CUTHAIAMH,
JEHCTBYIOLIMMH B MX 3JIEKTPUYESCKUX U MArHUTHBIX LEISIX, a TAK)KE TeKTPOMarHUTHbIE
HABOJIKH 3TUX CUI'HAJIOB HA TOKOIPOBOSIINE IUHUU, KOHCTPYKIIUHU U LETIH TUTAHUS.

IMosuTHKA «4HCTOrO CTOJIA» — KOMIUIEKC OPraHU3alMOHHBIX MEPOTIPUATHH,
KOHTPOIUPYIOLIUX OTCYTCTBUE 3aIUChIBAHUS HA OyMaXKHble HOCUTEIH KIIF0YeH U
aTpuOyTOB f0cTyMna (maposei) u XxpaHeHust Ux BOIU3U 00BEKTOB AOCTYIIA.

Iloab3oBaTenb HHPOPMALHOHHON CHCTEMBI MEPCOHAIBHBIX JaHHBIX — JIUIIO,
yudacTBytouiee B QyHKLHOHUPOBAHUU HH)OPMALMOHHOH CUCTEMBI IIEPCOHATIBHBIX
JIaHHBIX WK UCIIONB3YIOIIee Pe3yIbTaThl ee (YyHKIIMOHUPOBAHMUS.

IIpaBuia pasrpanu4eHus 10CTyNa — COBOKYITHOCTh IIpaBUII,
peryiaMeHTUPYIOLIHUX [paBa J0CTyNna CyOBbeKTOB AOCTyIa K 00beKTaM A0CTyIa.

IIporpammHuas 3aK/aaKa — KO/ IPOrpaMMsl, IIPeHAMEPEHHO BHECEHHBIN B
NpOrpaMMy C LeJIbl0 OCYIIECTBUTH YTeUKY, H3MEHHUTH, OJI0KMpOBaTh, YHUUTOXKHUTH
HH()OPMALHIO MJIH YHHYTOXUTH U MOJU(HUIIMPOBATE IPOrpaMMHoOe obecrieueHue
MH()OPMAIIMOHHON CHCTEMBI IIepCOHAIBHBIX AaHHBIX U (MJIK) GJI0KMPOBAThH
anrapaTHbIe CpeNCTBa.

IIporpammHuoe (mporpaMmmMHoO-MaTeMaTH4YeCKOe) BO3AeHCTBHE —
HEeCaHKIIMOHUPOBAHHOE BO3/IeHCTBHE HA pecypchl aBTOMATU3UPOBAHHON
MHPOPMALIOHHON CHCTEMBI, OCYIIECTBIAEMOE C UCTIONB30BAHUEM BPEIOHOCHBIX
IpOorpaMM.

PackpbiTHe MepcoOHANBHBIX JAHHBIX — YMBILUIEHHOE WK CIIy4aiHOe
HapyleHne KOH(QUICHIUATbHOCTH [IEPCOHAIBHBIX JIaHHBIX.



PacnpocTpanenne nepcoHaIbHbIX IAHHBIX — JIEHCTBHS, HAIPABJIEHHBIE HA
PACKpBITHE MEPCOHATBHBIX JaHHBIX HEOIPeIeIEHHOMY KPYTY JIHII.

Pecypc nupopmManinoHHO# cHCTeMbI — IMEHOBAHHBIH 3JIEMEHT CUCTEMHOTO,

NPUKJIAZAHOIO HIIK annapaTHoro obecnedeHus QyHKIMOHUPOBaHUA HH(OPMALMOHHOIH
CHUCTEMBI.

CnennanbHble KATErOPHH NEPCOHANBHBIX IAHHBIX — [IEPCOHANBHEBIE JJAHHBIE,
Kacarollliecsi pacoOBOM, HallMOHAJIBHOW IIPUHAIJIEKHOCTH, IIOJIMTUYECKUX B3I 10B,
PETUTHO3HBIX UM QHIOCO(CKUX yOeKAeHUH, COCTOSIHUSA 3/J0POBbsS U HHTUMHOM JKU3HHU
cyOBeKTa NepCcoHaIbHbIX JaHHbIX.

CpeacrBa BbIYUCIANTENbHOH TEXHHKH — COBOKYITHOCTB IIPOrPaMMHBIX U
TEXHUYECKUX IJIEMEHTOB CUCTeM 00pabOTKU JaHHBIX, CIOCOOHBIX (YHKIIMOHUPOBATE
CAaMOCTOSITE/IBHO HJIM B COCTaBe PYTUX CHCTEM.

CyobekT goctyna (cy0beKT) — U0 WIH MPOLECC, AeHCTBUS KOTOPOIO
periaMeHTUPYIOTCS ITpaBUJIaMK pa3rpaHUdeHus A0cTyna. TexHudecKui KaHal yTeuKu
MH(OpMaIMK — COBOKYITHOCTh HOCHTEs uHpopMaluu (cpencTtsa o0paboTku),
(Gu3n4ecKo cpeIpl pacpoCTpaHeHUs] HHPOPMATUBHOI'O CUTHAIA U CPECTB, KOTOPBIMU
no0bIBaeTCs 3aluinaeMas nHGopMaLus.

Tpancrpannunasi nepeaya nepcoHaJbLHBIX JAHHBIX — [lepeaadya
epCOHabHbIX JaHHBIX OnepaTopoM depes ['ocynapcrBennyto rpanuily Poccuiickoi
@enepannu Oprany BIaCTH HHOCTPAHHOTO IOCyAapcTBa, PU3NYECKOMY HIIH
FOPUIMYECKOMY JIUIY HHOCTPaHHOIO rocyAapcTBa.

Yrpo3bi 6€30nMaCHOCTH NEePCOHANBHBIX JAHHBIX — COBOKYIMHOCTH YCIOBUN U
(GakTOpOB, CO3AAIOIIUX OMMACHOCTh HECAHKLIMOHMPOBAHHOIO, B TOM YHCIIe CIIy4aHHOro,
JOCTYTIa K NEPCOHAIBHBIM JaHHBIM, Pe3yJIbTaTOM KOTOPOIO MOXKET CTaTh
YHUYTOXKEHHE, U3MEHEeHHe, OJIOKMpOBaHUe, KONIMPOBaHHe, PacIpoCTpaHeHHUE
NePCOHAIBHBIX JaHHBIX, 4 TAK)Ke UHBIX HECAHKIIMOHUPOBAHHBIX ACHCTBHH IIPH UX
obpaboTke B UHHOPMAITMOHHOW CHCTEME TTePCOHAIBHBIX TaHHBIX.

YHHYTOKEHHE NePCOHANBHBIX JAHHbIX — IEHCTBUS, B Pe3yJIbTaTe KOTOPBIX
CTAHOBUTCS HEBO3MOKHBIM BOCCTAHOBUTH COJEPIKAHME MEPCOHAIBHBIX JAaHHBIX B
HHPOPMALMOHHOM CHCTEME MEPCOHATBHBIX AaHHBIX U (MJTH) B pe3yJibTare KOTOPHIX
YHUYTOXKAIOTCS MaTepHraibHble HOCUTEIH MePCOHANBHBIX JaHHBIX.

YT1euka (3ammmaemMoii) nHGOPMALMHA N0 TEXHHYECKHM KaHa/1aM —
HEKOHTPOJIMPYEMOE paclpocTpaHeHe HHMOPMALUK OT HOCUTEIIS 3alUIaeMon



uH(popMalKK Yepe3 PU3NIECKYIO Cpe/ly 10 TEXHUYECKOTO CPelICTBa,
OCYILECTBIISIIOLIEro rnepexsaT HH(GOPMAaLHH.

YasBumocTb — c1a00CTh B CPEJICTBAX 3alUThI, KOTOPYH MOXKHO HUCIIOIB30BaTh
IU1S1 HApyLIeHUsSI CUCTEMBI UITK coZiepikalieiicsi B Hell uHpopMaluu.

HeaocTHocTh MHpOPMaALUK — CITOCOOHOCTH CPeCTBA BEIUUCIUTEIBHON TEXHUKH
WK aBTOMaTH3UPOBAHHOM CUCTEMBI 00ecrieunBaTh HEM3MEHHOCTh HH(POPMALIUH B
YCJIOBUSIX CITy4aiflHOTO M/MJIH NpelHaMepeHHOI o HCKaKeHHs (pa3pyLueHus).

OBO3HAYEHUS U COKPAILLIEHUSA
ABC — anTHBUpPYCHBIE Cpe/ICTBA
APM - aBromarusupoBaHHoe paboyee MeCTo
BTCC — BcioMorartenbHble TEXHUYECKUE CPEJICTBA U CUCTEMBbI
NUCTIJH — uadopMallMOHHAs cUCTeMa [MepCOHaIbHbBIX JaHHbIX
K3 — koHTpONHMpyemast 30Ha
JIBC — nokaibHasi BBIMUCIUTEIbHAS CETh
MD — MexceTeBOM 3KpaH
HCJI — HecanKumoHMpPOBaHHBIN JOCTYI
OC — onepanuonHas cucteMa
[111 — nepcoHabHbIE JaHHbIE
IIMB — nporpamMmMHO-MaTeMaTHYECKOE BO3/ICHCTBHE
[1O — nporpammHoe obecrieueHne
[IOMUMH — nobouHble 371eKTPOMAarHUTHbIE U3ITyUEHUS U HABOJKH
CA3 — cucrema anaiu3a 3allIUIIEHHOCTH
C3U — cpexncrBa 3auThl HHGOPMALUK
C3I1/11 — cuctema (mocucTeMa) 3aIUThI IEPCOHAIBHBIX TaHHBIX
COB — cuctema 00HapyKEHHUS BTOPKEHUH
TKVY U — rexauueckue KaHanbl yTeuku MHGOpMaLUu

YBII/{a — yrpo3s! 6€3011acHOCTH NEPCOHAIBHBIX JaHHBIX
9



BBEJIEHUE

Hacrosias [Momutuka nHGopMaoHHO# 6e3onacHocTy (Aanee — [lonuTika) B
rocy1apCTBEHHOM OIOKETHOM MPOECCHOHAIBEHOM 00pa30BaTe/IbHOM YUPEKICHUH
«byitHakckoe MeauIMHCKoe yuuauine» (nanee no tekery — ['BIIOY P/ «byitnakckoe
MEIMLMHCKOE YUUITULIeY), sSBiseTcs ohuraibHeiM JoKyMeHToM. [loauTrka
paspaboTana B COOTBETCTBHUHU C IEJISIMH, 3a/1a4aMU U IPUHIATIAME o0ecrieueHus
0€30macHOCTH MePCOHANIBHBIX JaHHBIX U3/10KeHHBIX B [Tonoxennn nHpopMaloHHOMI
6esonacuoctu UCIT/Iu I'BITOY P/l «byiinakckoe meauuHckoe yuunuimey. [lonutuka
pa3paboTaHa B cOOTBETCTBHHM ¢ TpeboBanusiMu PenepanbHoro 3akoHa ot 27 urons 2006
r. Ne 152-®3 «O nepcoHalbHBIX AaHHBIX», Ha ocHOBaHuU: — [Ipukaz @®CTIK Poccuu
ot 18 despans 2013 roga Ne 21 «O6 yreepxkaenun CocTaBa U COAEpKAHUS
OpraHU3alMOHHBIX ¥ TEXHUYECKUX Mep Mo odecrieyeHnt0 6€301MacHOCTH MepPCOHAIBHBIX
JaHHBIX IpU UX 00paboTke B MHMOPMALIMOHHBIX CHCTEMAaX MePCOHAIBHBIX JaHHBIX), —
«TunoBeix TpeGoBaHMii 110 opraHu3alUy U obecriedeHu0 (YHKIIMOHUPOBAHNUS
U pOBANBHBIX (KpUNTOrpadUuiyecKuX) CPeACTB, IpeIHa3HAYEHHBIX 1151 3ALUTHI
UHQOpMaLMH, He CoJepiKallell cBe1eHNH, COCTaBIIOUIUX IOCYJapCTBEHHYIO TaliHy B
ClIy4ae U3 UCIOJIB30BaHUs LIl obecnieueHust 0€3011aCHOCTH EePCOHANIBHBIX JaHHBIX
rpu ux 06paborke B HHGOPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX TaHHBIX),
yTBepkAeHHBIX pykoBoAcTBoM LlenTpa ®CB Poccun 21.02.2008 r. Ne 149/6/6- 662.

B Ilomutuke onpenenens! TpedGosanus k nepconany UCII/IH, crenens
OTBETCTBEHHOCTH IIepCOHaIa, CTPYKTYpa U He0OXOAUMBIH ypOBEHb 3allALIEHHOCTH,
CTaTyC ¥ JOKHOCTHBIE 00SI3aHHOCTH COTPYAHUKOB, OTBETCTBEHHBIX 3a obecnieueHue
OesonacHoctu nepconanbHbiX ganHbX B UCITAu I'BITOY PJI «byiinakckoe
MEIULMHCKOE YYHIIHAILEY.
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1. Oo0mue nooKeHnst

Llesbio Hactoaueit [TonnTuxH, apisgetca obecneyeHne 6€301aCHOCTH 00BEKTOB
samutTel I'BIIOY PJ] «byiiHakckoe MEAMIIMHCKOE YUYMJIALEE» OT BCEX BUJAOB YIPO3,
BHEWIHUX ¥ BHYTPEHHMX, YMBILUUIEHHBIX ¥ Hellpe JHAMEPEHHbIX, MUHUME3aLU yiiepOa
OT BORMOXCHOM peanuzanny yrpos 6ezonacHoctv [1/ja (VYBILI#).

be3onacHOCTh NEPCOHANBHBIX AAHHBIX AOCTUTACTCH YTEM HUCKITFOUCHHUS
HECaHKIMOHUPOBAHHOI'O, B TOM HHCJIE CNy4ailHOro, 10CTyNa K NEPCOHANLHBIM JTaHHBIM,
PE3VABTATOM KOTOPOrC MOXKET CTATh YHHUTOXKEHHE, H3MEHEHVe, OJI0KUpOBaHue,
KOIIMPOBAHKE, PAcITpOCTpaHEHHe ITEPCOHANIBHBIX JAHHBIX, a TAK)KE WHBIX
HECAHKIIUOHUPOBAHHBIX JICHCTBUH,

VndopManis u cBA3aHHble ¢ Hel pecypchl TODKHBI OBITE JOCTYTHBI IS
ABTOPU30BAHHLIX MONb30BaTeNed. JJOMKHO OCYIECTBIATHCS CBOCBPEMEHHOE
obHapy»xeHue u pearuposanue Ha YBILJIH.

JOJIKHO OCYLUIECTBIATECS IPEAOTBPAIICHHE TIPEHAMEPEHHBIX WIN CIIy4alHbIX,
YACTHYHBIX WK NOJHBIX HECAHKUHORUPOBAHHBIX MOAUDHUKALUEI MY YHHYTOXKEHM A
JAaHHBIX.

Coctas 00BeKTOB 32iLUTRI NPCUACTABCH B «Hepel{He NepCOHANBHEIX JaHHEIX,
noaNexalx 3almTe.

Cocras UCIT/in nopnexanyx 3anmte, npegcrasiet B «llepeune MCITm».
2.  Oobnaacrb AeiicTBhA

Tpebopanus HacToamen 1 oMUTHKY pacIpOCTpaHsIOTCS Ha BCEX COTPYIHUKOB
I'BIIOY P/1 «byitHakckoe MEAUUMHCKOS YUHANLIIE» (ITATHEIX, BPEMEHHBIX,
PaboTAIOIINX [0 KOHTPAKTY U T.11.), a TAKOKe BCEX [POYUX UL (TOAPAYUKH, ayIHTOPbI
HT.OL).
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3. CucreMa 2amMTHE IEPCOHANBHBIX JAHHLIX
Cucrema 3auThl nepcoranbibiX JadHbix (C3IHH), cTpouTcd Ha OCHOBAHUM:

v Hrorosoro ordera 06 obcnenosannu UCI1H;

v Orueta 0 pe3ynbTaTax IPOBEACHUS BHYTPEHHEN MpoBepkH 3amuTsl [1aH Ha
OYMaXXHBIX HOCHTE/NX.

v [lepeuns mepcOHANBHBIX FAHHbBIX, [TOAACIKAIRUX 3ALIATE;
v AxTa xnaccu(pukaii UHHOPMAIUOHHOH CUCTEMB] NEPCOHANBHBIX JAHHBIX;
v Moaenu yrpo3 6€30NacHOCTH NePCOHANBHBIX AAHHBIX;

v Marpuusl aocTyIIa NOAL30BATENER K 3aIUIIAEMBIM HH(OPMAITHOHHBIM
pecypcam UCI1JH;
v Pyxosoasumx noxkymentos @CTIK Poceun i @Ch Poccun.

Ha ocHOBaHWYU 3TUX NOKYMEHTOB OTIpeJiessieTcss HeOOXO0IUMBIH ypOBEHDb
sauguienHocTy [y xaxaoit UCIAu UBIIOY P/l «bylHaKCKOE MEIVILIUHCKOE
YVUHIHIIE.

Ha ocHoBanuu aganusa akTyansHbeIX yrpos deszonacvoctu [1/IH ormucanHoro 8
Mopenn yrpos, fesaeTcs 3aKo4YeHNe 0 HEOOXOAMMOCTY UCIIONIB30BAHNS TEXHHYECKUX
CpeACTB W OPraHU3aLHOHHBIX MEPONMPHITHH A1 odectiedeHus OezonacHocTy [1/1H.
Bribpannsie HeoOxonumbie MepoTIpusSTHA oTpakarorcs B «Ilnane meponpuaruil no
obecneueHno 3auIuTL 1 0H».

Hnst UCITAE poinkeH OBITE COCTABNEH CIIMCOK UCTIONB3YEMBIX TEXHUYECKUX
cpencTs 3aluThl {Zanee - CIHCOK), a Tak JKe HporpaMMHoro obecredeHns

yuacTByrowero B o6padotke I1/18, na Bcex anementax UCTLIa:

KananoB repenatiy B ceTH OOLIETo MOAB30BARMA U (UIH)

v' APM nosp3oBaTeneii;
v' Cepsepa npuno)eHui;
v CYbJ;

v' T'panuna JIBC;

v

v

MeXIYHapOoAHOTO 00MeHa, ecstd 1o HuM nepefatotes [1JIA.

B 3aBucumocTy ot yposus 3amuierHoctd MCII/An n aktyansseix yrpos, C3I11a
MOXET BKIIIOYATH CIENYIOLINE TEXBUYECKUE CPeJICTBA:

v AHTUBHUPYCHBIE CPEACTBA i PabOUHX CTAHLMI TTOIB30BaTENCH U CEPBEPOB;
v CPeACTBa MEXKCETEBOTO DKPaHHPOBAHUS,
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v cpezcTBa Kpunrorpaduyeckoi 3amuTsl UHGOpPMALIUK, IPU TIepeaye
3allMIaeMoi HHGOpPMALMK N0 KaHalaM CBS3H.

Tak e B CITUCOK JOKHBI OBITH BKIIFOYEHB! (PYHKIIMX 3aLUATHL,
obecnieynBaeMble IITATHBIMU cpefcTBaMu 00padboTku [1/]H onepaumoHHBIMU
cucremamu (OC), npuknanusiM [10 u cienuanbHBIMUA KOMIUIEKCAME, PEATU3YIOLIUMHA
cpenctBa 3amuThl. CIUCOK QYHKIMIA 3alIUTRl MOXKET BKIIOYaTh:

v yIpaBjieHUe U pasrpaHrdeHHe J0CTyla Mojib30BaTelle;

v pEerucTpauuio u yuer JeiCcTBUH ¢ nHpopmaluei; — obecrneyuBars HETOCTHOCT
J@HHBIX;

v IPOU3BOAUTH OOHAPYKEHUH BTOPKEHHI.

Crnucok MCronib3yeMbIX TEXHHYECKUX cpeacTB oTpaxaerces B «[lnane meponpusituii mo
00ecrnevyeHuIo 3alUThl IEPCOHAIBHBIX JaHHbIX». CIHMCOK UCIOIB3YyEMbIX CPE/CTB
JIOJKEH TIOIEPIKUBATHCS B aKTyallbHOM cocTossHuu. [Ipu n3menenuu cocrasa
TeXHUYECKHX cpeAcTB 3amuThl uiu anemenToB VCII/IH, cooTBeTcTBYIOIIME H3MEHEHHS
NOJDKHBI OBITH BHECeHBI B CniMCOK U yTBepxkAeHbl qupektopoM ['BITOY P/1
«bylHaKcKoe MeJUIIMHCKOe YYMJIMILE» WM JIMLIOM, OTBETCTBEHHBIM 3a obecnieueHue
samuThl [1/1H.

4. Tpeboranus k nogcucremam C3I11n
C3I11 BxarouaeT B ce0s Caeayromue noACHCTEMBI:

YIPaBlIeHUs TOCTYIIOM, PETHCTPALIMY U Y4eTa;
obecrieyeHus LEJIOCTHOCTH U JOCTYITHOCTH;
AHTUBUPYCHOM 3aILUTHI;

ME)KCETEBOTO SKPaHUPOBAHMS;

aHaJIM3a 3aNUIIEHHOCTH;

oOHapyXeHHUs BTOPKEHHUH;
KpHUIITOrpau4ecKoi 3aiuThl.

SR EENS S

[Toncucremsr C3I1/1# umeroT paznuyHbii QYHKIIMOHAI B 3aBUCUMOCTH OT KJacca
WUCTI/IH, onpeneneHHOro B «AkTe KiaccuhuKauyu HHPOPMALMOHHON CHCTEMBI
IepCcoHaNbHBIX JaHHBIX». Criucok coorBeTcTBUsS PyHKui noacucrem C3I1/IH knacey
3aIIMIIEHHOCTH MPeICTAaB/IEH B TEXHUYECKOM 3a/[aHUM I10 CO3AAHUIO CUCTEMBI 3allUThI
uHGopMaUK HHGOPMALIMOHHON CHCTEMBI IEPCOHANIBHBIX JaHHbIX.
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HDﬂCHCTEMbl YIIpaBJeHHs JOCTVIIOM, PerHCTPAllHH H y4ieTa

Iloacucrema YOpaBJC€HHs JOCTYIIOM, PEruCcTpalnui U yueTa lipeiHa3Ha4eHa Ij1d
peair3aliy CIEAYOIIHUX QJyHKHHﬁI

v UAeHTU(HUKALMHE U POBEpKa MOJIMHHOCTH CYOBEKTOB JOCTyIa IIPH BXO/E B
NCII/H;

v UIeHTH()UKALHKU TEPMHUHAJIOB, Y3JI0B CETH, KaHAJIOB CBSI3H, BHEIIHUX YCTPOHCTR
10 JIOTUYECKUM UMEHaM;

v UIeHTU(OUKALAN TIPOTpaMM, TOMOB, KaTajloroB, (aiioBs, 3amuce, roJen 3anucen
10 UMEHaM;

v\ perucrpauuy BXoja (BbIXo/a) CyObeKTOB JI0CTYyIa B CUCTEMY (M3 CHCTEMBI), THOO
perucTpanus 3arpy3ku 1 MHULMAIA3aLUUK ONIePallMOHHON CUCTEMBI U €€ OCTaHOBA.

4 perucTpalnuu MombITOK JOCTYIIa IPOrpaMMHbBIX CpeACTB (ITporpamMMm, poLECCOB,
3aj1a4, 3aJ1aHKi) K 3auinaeMeM daaam;

v perucTpalyy MobITOK A0CTYa IPOrpaMMHBIX CPEACTB K TepMUHAIaM, KaHanaM
CBS3H, IIpOrpaMMaM, TOMaM, KaTtanoram, (aiiam, 3anucsam, rojsM 3anucei.

[Toncucrema yripaBieHus 1OCTYIIOM MOKET ObITh peau30BaHa C [OMOILBIO
ITaTHBIX cpeacTB oopaborku [1/[H (onepanmoHHbIX cucteM, npunoxeHuit u CYB/I).
Tak e MoxeT ObITh BHEIPEHO CrelHAIbHOE TEXHUYECKOEe CPEACTBO HITH UX KOMIIIIEKC
OCYILIECTBISAIOMINE JOMOJIHUTEIBHBIE MEPbI 110 ayTeHTU(PHUKALIUHA U KOHTPOJIIO.
Hanpumep, npuMeHeHHe eAMHBIX XPaHUIUIL YUeTHBIX 3aMuceil noap3oBaTenei u
perucTpalMoOHHON UH(OPMALIMK, UCTIOIB30BAaHHE OMOMETPHUYECKUX U TEXHUYECKHUX (C
MIOMOIIBIO IEKTPOHHBIX MPOIYCKOB) Mep ayTeHTU(MUKAUMH U JAPYTHUX.

IloacucreMa obecnevyeHus 1EJJOCTHOCTH H JIOCTYNHOCTH.

[Toncucrema obecrieueHns LEJOCTHOCTH U JOCTYITHOCTH IIpeIHa3Ha4YeHa Jist
obecrieyeHust LIeJTOCTHOCTH U JocTynHocTH [1/1H, mporpaMMHBIX U anmapaTHbIX
cpenctB UCTT/In I'BITOY PJI «byiinakckoe MEAULIMHCKOE YUMIIMILEY, & TaK XkKe
CpPeJICTB 3allUTHI, TIPU CIIydaifHON WM HaMepeHHo! Moaudukanuu. [Toacucrema
peanusyeTcs ¢ IIOMOLIBIO OPraHU3alMK Pe3epBHOI0 KOMMPOBaHUs 00pabaThIBaEMbIX
JIaHHBIX, @ TaK XKe pe3epBUpoBaHueM KitoueBbIX dneMenToB UCIT/IH.

IloacHcTeMa AHTHBHPYCHOM 3aLIHTHL.

Iloacucrema aHTUBUPYCHOM 3allIUThI PeAHA3HAaYeHa Ui 00ecTeYeH s
AQHTHUBHPYCHOM 3aumThl cepBepoB 1 APM nons3osateneit UCITIn ['BITIOY P/{
«by#iHaKCKOE MEULIMHCKOE YUHITHLLEY.
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CpencTBa aHTUBUPYCHOM 3alUTHI ITPeAHA3HAYEHBI 1S pealu3aluyl CleAyOHX
byHKUMN:

v\ pe3u/IeHTHbIH aHTHUBUPYCHbI MOHUTOPHHT;

v’ aHTHUBUPYCHOE CKaHMpPOBAHWE; — CKPUNT-OJOKUPOBaHHUE;

v\ UEHTPaIM30BaHHYI/YIAIeHHYIO YCTAHOBKY/IEHHCTAILISIIAI AHTUBHPYCHOTO
NPOJYKTa, HACTPOUMKY, 8 IMUHUCTPHPOBaHHE, IPOCMOTpP OTYETOB ¥ CTaTUCTHYECKON
uHpOpManuu 1o paboTe NPoAyKTa;

v\ aBTOMaTH3WPOBaHHOE OOHOBIIEHHE AaHTHBUPYCHAIX 0a3;

v' orpaHuMyYeHwe IpaB [0JIb30BaTe/Is Ha OCTAHOBKY MCIIOJIHAEMBIX 3a/1a4 1
WU3MEHEHHS HaCTPOEeK aHTUBUPYCHOT'O IIPOrPaMMHOI0 00ecTieYeHus;

v\ aBTOMaTWUYeCKHii 3aIyCK Cpasy Moclie 3arpy3Ku ONepannoOHHON CHCTEMBL.

[Toncuctema peanusyercs IyTeM BHEAPEHUS ClIeLIMATIbHOI0 aHTUBHPYCHOTO
nporpaMMHoOro obecrneyenus Ha Bce 3neMmeHTsl UCI1/]H.

IloacueremMa MesRCeTEBOIro SKPAHHPOBAHHUSA.

[Toacucrema MeXCeTEBOTO 3KPaHUPOBAHUS NPEIHAZHAYESHA [UISI peah3alliu
CleAyoUMX QyHKIIMN:

v' (GHUIBTpalMy OTKPHITOrO ¥ 3amM(ppoBaHHOro (3aKkpeiToro) IPTpaduka;

v'  ¢dukcanuu Bo BHYTPEHHHX XKypHaIaX HHPOPMAIMH O MPOXOMAAIIEM OTKPBHITOM H
3akpeiToM [P-Tpaduke;

v\ uaeHTHUKALWK ¥ ayTeHTHHHUKAINIO aIMHHHCTPATOPa MEKCETEBOT0 3KpaHa MpH
€ro JOKaJabHBIX 3arpocax Ha JA0CTYIT;

v’ perucrpauyu Bxoza (BeIX0/a) aAMUHUCTPATOPa MEKCETEBOTO IKpaHa B CUCTEMY
(13 cucTembl) MO0 3arpy3Ky U MHULIMATW3ALUKM CUCTEMBI U €€ IIPOrPaMMHOIr0
OCTaHOBA;

v' KOHTPOJIs IeJIOCTHOCTH CBOEH MPOrpaMMHO#M # HH)OPMAIIMOHHOM YacTH;

v'  GuIbTpauMy MaKeTOB CIIYKeOHBIX MPOTOKOJIOB, CAYKAUIHX A1 THATHOCTHKH H
yrpaBiieHus: paboToN ceTeBbIX YCTPOMNCTB;

v'  dunsTpanmu ¢ y4eToM BXOJHOTO U BBIXOJHOIO CETEBOro HHTepdeiica Kak
CPEACTBO NPOBEPKH IOVIMHHOCTH CETEBBIX aJpecoB;

v\ perucTpalMy ¥ y4eTa 3alpaliiBaeMbIX CEPBUCOB MPUKIIAIHOTO YPOBHS; —
OMOKUPOBaHUS JOCTYIA He HACHTU(GHULIUPOBAHHOTO 00bEKTa WU CYOhEKTa,
NOVTMHHOCTH KOTOPOTO NPH ayTeHTU(UKALUYI He IOATBEpAUIACch, METOJAMM,
YCTOMYMBBIMHU K [epexBary;

v\ KOHTPOJIS 32 CETEBOM aKTHBHOCTBIO MPHIOKEHHM U OOHAPYKEHHUsI CETeBBIX aTak.
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IToncucrema peanusyeTcsi BHepEHUEM IIPOrPAMMHO-AINAPATHBIX KOMIUIEKCOB
MEIKCeTeBOro aKpaHupoBanus Ha rpanuie JIBC, knaccoM He Huke 4.

IloacucTeMa aHA/IM3a 3ALMILEHHOCTH

[Toncucrema ananusa 3alMIIEHHOCTH, 10JDKHA 00ECIEYUBATE BBISBIIEHHUS
ySI3BUMOCTEH, cBsi3aHHbIX ¢ omnOkamu B koHurypauuu [10 UCII/IH, koTophie MOTYT
OBITh UCIIONIB30BaHbI HAPYIIUTENIEM ISl pealu3aliy aTaKyd Ha CUCTEMY.

(I)YHKLIHOHEUT IMOACHCTEMBI MOXKET OBITH p€ajii30BaH MporpaMMHBIMHA U
nporpaMMHoO-almapaTHbBIMU CpeICTBAMU.

Iloacucrema oOHApPYKEHHS BTOP/KEHHUH

IToncucrema oOHapyKeHUsI BTOp)KEHNH, I0JDKHA 00ecredrBaTh BhISIBIEHHE CETEBBIX
atax Ha anemenTsl UCIT/In noakitoueHHbIe K ceTsM 00I1ero mojab30BaHus U (UIIH)
MeXyHApOIHOTo 0OMeHa.

DyHKIIMOHAIT TIOJICKHCTEMBI MOXKET OBITH Pealn30BaH MPOrpaMMHBIMU U IPOrPaMMHO-
annapaTHbBIMH CPEJICTBAMH.

IToxcuerema Kpunrorpaduyeckoit 3amutel [loacucrema kpunrorpadHYecKol 3alHThl
npeaHaszHadeHa s uckmoverns HC/ k 3amumaemoit uadopmaunu B ['BIIOY P/]
«by#HakcKOe MeIUIIMHCKOE YYUIHUILEY, IIPU ee Nepeady 110 KaHajlaM CBSI3H ceTeH
o01ero 1oap30BaHMs U (MIM) MexIyHapoaHoro oomena. Ilojcucrema peanusyercs
BHEPEHUs KpUnTorpadudeckux MporpaMMHO - arnapaTHbIX KOMIUIEKCOB.

5. IMHoas3osaresn UCII/Tn.
B Tlonoxennu nHGOpMATHOHHOHN 6€30ITaCHOCTH OIpe/IeIeHbl OCHOBHBIE KaTErOpHH
mosb3oBaTesieit. Ha ocHOBaHMM 3TUX KaTeropuu A0JKHA ObITh IPOMU3BE/IeHA TUITH3ALNA
nosnb3zoBarene UCI1/IH, onpesenen uX ypoBeHb JOCTYIIA U BO3MOKHOCTH.

B UCIT/la I'BITOY PJ] «byiiHakckoe MEIUIIMHCKOE YYUIIMIIE» MOXKHO BBIJICIUTH
CleyIOILMe TPYIIIBI NOJIb30BaTeNe, ydacTByomux B o0paborke u Xpanenuu [1/1n:

v Anvunucrparopa UCIT/IH;
v' AnMunucTparopa 6e30MacHOCTH;
v' Omeparopa APM;

JlaHHbIe 0 rpynmnax rnoJjib30BaTelIsX, yPOBHE MX JOCTYNa U HH(MOPMUPOBAaHHOCTH
no/bKeH ObITh OTpakeH B Marpulle AocTyna IONb30BaTeled K 3alldIliaeMbIM
UH(QOPMaIIMOHHBIM PECYpPCOB.
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Aavuaucrparop UCTI/Ix

Apnmvunuctpatop UCII/In, cotpynnux I'BIIOY P/l «bylinakckoe MeaMIIMHCKOE
YYUITHILEY, OTBETCTBEHHBIH 3a HACTPOiKy, BHeapeHue u conposoxiesue MCII/a.
Ob6ecneuyuBaer (QYHKIMOHAPOBaHUE ToAcHUcTeMbl yripasierus nocrynom MCITH u
YITOJIHOMOY€EH OCYILIECTBJIATh MNPENOCTaBIeHHe U pa3rpaHHuYeHHe AOCTyNa KOHEYHOIo
nons3osarens (Oneparopa APM) k aneMeHTaM XpaHsIUM IepcOHalIbHbIE JaHHbIE.

Anmunucrpatop UCI1/IH o6nanaer cienyromiuM YpoBHEM AOCTYIIA ¥ 3HAHHMH:

v' obnamaet mojHo# WHpOPMALIHEH O CUCTEMHOM M MPHKIIAJHOM IIPOrPaMMHOM
obecrnieuenun VICIT/Ix;

v' obnagaeT nosiHo# HHMOpMAIHeH 0 TEXHUYECKHUX CPeJICTBaX U KOH(UTYpaLiun
UCT1/n;

v\ UMeeT JOCTYII KO BCEM TEXHHUYECKHUM CPeACTBaM 00paboTKH HHpOpMAIUH U
nauubiM UCTT/TH;

v' ofmagaer npaBaMu KOHQUTYPHUPOBAHUS U aIMUHUCTPATUBHON HACTPOHKH
texHuueckux cpeacts UCITJIH.

AIMHUHHCTPATOP 0€30HACHOCTH

Anmvunuctparop  Oesomachoctd, corpyanuk IBIIOY  PI  «bylnakckoe
MeIUUMHCKOE YYHIMIIE», OTBETCTBeHHBIH 3a (yHkuunoHuposanue C3I1/1H, BKmouas
O0C/Iy)KMBaHWE MW HACTPOWKY aJMWHUCTPATUBHOM, CEpPBEPHOHM U  KIHEHTCKOH

KOMIIOHEHT. AJIMUHUCTPATOP OE3011aCHOCTH o0agaer cleAyloMMM YPOBHEM JOCTYIIA U
3HAHUU;

v' obGnanaet npasamu Anmunuctparopa UCI/H;

v'  obnagaet noaHoi# nHopmanuei 06 UCI1/IH;

v\ ¥MeeT JIOCTYI K CpeCTBaM 3aliUThl HHGOPMALMK ¥ TPOTOKOIUPOBAHUS U K
qacTu KaoueBpix anemerToB MCTIH;

v/ He UMeeT NpaB NOCTYIIa K KOH(QUTYPUPOBAHUIO TEXHUUECKUX CPEJICTB CETH 3a
UCKTIOYEHUEM KOHTPOIBHBIX (MHCIEKIIMOHHBIX).

AnvuBHCTpaTOp 0€30TACHOCTH YIIOTHOMOYEH:

v\ peanu3oBBIBATH TIOJMTHKH Oe3omacHocTH B vacTu Hactpoitkm CK3H,
MEXCETEBBIX DKPAHOB U CHUCTEM OOHAPY)KEHHMsS aTak, B COOTBETCTBUHM C KOTOPHIMH
nonb3oBatens (Oneparop APM) mnoaydaer BO3MOXKHOCTE paboTark ¢ 3JieMEHTaMH
UCI1/1n;

v\ OCYIIECTBISATH ayJAUT CPEICTB 3AlUTHI;
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Onepatop APM

Oneparop APM, corpyauunk [BITIOY P/l «by#iHakckoe MeIULIMHCKOE YYHIIMILEY,
ocymectengromuii  oopaborky IlIIn. O6pabGorka I1/la BKIOYaeT: BO3MOXKHOCTB
npocmotpa [1/Iu, pyunoii Beoa [1IH B cucremy UCII[IH, dpopMupoBaHue CIpaBOK H
oT4eToB no undopmauiu, nosyserront uz HMCILA. Onepatop He uMeeT MoIHOMOUUN
Ui yIpaeiesns noacucreMamyu oopabotku nanaeix 1 C3I1H.

Oneparop MCIT/Jx o0nagaeT cienyouM YpoBHEM JOCTYIA U SHAHMIH:

v'  obnamaer BceMH HeOOGXOAMMBIMH aTpuOyTamMul (HaipuMep, NaposeM),

ofecneqynBalOLIMKI JOCTYIT K HEKOTOpoMy noaMHokecTBY 11MH;

v’ pacrojaraet KOHQUIEHIHANBHBIMI JaHHBIMH, K KOTOPEIM HMEeT JOCTYM.
6. TpeGoBaHus K nmepconany no obecnedenuio 3amuThl [0

Bee corpyguuku I'BIIOY P/l «byiiHakckoe MeIMLMHCKOE — YYHIIHLIE»,
asistomyecs nojabs3opatensyMu ICIIJH, nomKHBI 4eTKO 3HATH U CTPOrO BBUIOIHATH
YCTaHOBJCHHBbIe NpaBWia M OOA3aHHOCTH IO JOCTYIY K 3alMilaeMbIM OOBEKTaM H
co0JI0ACHHIO PUHATOrO pexuma OesonacHocTH T1/4.

[lpy BCTYINEHUH B JOMHKHOCTH HOBOTO COTPYAHUKA HENOCPEICTBEHHBIH
Ha4yalbHHUK MOApa3Aese s, B KOTOPOe OH MOCTyNaeT, 00s3aH OpraHu3oBars ero
O3HAKOMIICHHE C ROMKHOCTHOHW UHCTPYKUHEH H HEOOXOAHMBIMH JOKYMEHTAaMH,
perlaMeHTHPYIOIMH TpeGosanus 1o 3amuTe 111, a Takke o6yyenye HaBBIKaM
BBITIOJIHEHUS IPOUeyp, HeOOXOAUMBIX AJIsl CAHKLIUOHUPOBAHHOTO WCIIONb30BAHUS
NUCTIR.

CotpyaHuK Jo/KeH OBITh 03HaKOMIIEH CO CBeJeHHsIMH HacToAwel [TomnTuky,
TIPYHATBIX Ipouenyp padoTsl ¢ aneMentamu VICTHIa u C3I10n.

Cotpyauuku ['BITOY PJ] «byiiHakckoe MEOUIMHCKOE YUMIUUIEY,
HCIIONB3YIONIHE TEXHHUECKHE CPEACTBA ay TeHTU(HUKAINY, NOMKHB! 00ecneduBaTh
COXPaHHOCTH HAESHTU(PNKATOPOB (NMEKTPOHHBIX KiMtoueit) u He gonyckats HCJ k Hum,
a TaK )K€ BO3MOKHOCTD HX YTEPU WIX UCIIONB30BAHIS TPETHUMU THLAMH.

Tlons3oBatenu HECYT MEPCOHAIBHYI0 OTBETCTBEHHOCTE 33 COXPAHHOCTD
UIEHTH(HUKATOPOB. |

Cotpymauku I'BITOVY Pl «byiiHakCKOe MEANUMHECKOE YYHJIHILE» KOJKHEI
Cle0BaTh YCTAHOBJACHHBIM MPOLIeAypaM MoLlep)KaHus pexxuma OesonacHocT [1/IH
IIPH BBIOOPE B HCIONB30BAHIM NAPOIeH (€CNH He HCIOB3YIOTCS TEXHUYECKHE
CPeACTBA ayTeHTHDUKAIIMH).

Cotpysuukn ['BIIOY PJ «byhHakcKoe MEAMIIMHCKOE YYHIULIE» JOOJDKHBL
obecrieunBaTh HaAMIEKALIYIO 3aIIHTY 000PYIOBaHHUSA, OCTaBIAEMOro 0e3 NpucMoTpa,
OCOOEHHO B TeX Cydasx, KOT/a B [IOMeLIeHNe UMe0T A0CTYT NOCTOPOHHKME JIHlla. Bee
MOJNB30BATEIH TOJKHEI 3HATH TpedosaHus 1o Oezonacnocty I1/In 1 npoueaypsr
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3alUTHI 000PYyI0BaHUs, OCTABISHHOro 0e3 MPUCMOTpa, a TaK)Ke CBOM 00S3aHHOCTH I10
o0ecrneyeHuIo TaKo! 3alUThI.

CoTpyHUKaM 3ampelaeTcs yCTaHaB/IMBaTh [IOCTOPOHHEE IPOrPaMMHOE
obecrieyeHue, MOAKIIOYATE JIHYHbIEe MOOMIIbHBIE YCTPOHCTBA U HOCUTETH HH(OPMaLUy,
a TaK JXe 3aIUChIBaTh HA HUX 3alUIIaeMy0 HHPOPMAIHIO.

CoTpyaHUKaM 3anpernaeTcs pasriaaTh 3alUinaeMyo HHHOpMalHo, KOTopas
cTajla UM M3BecTHa npu pabore ¢ nuHpopmauuonusivu cucremamu I'BITOY PJ]
«byiiHaKCKO® MEITMLIMHCKOE YUHIIUIIE», TPETHUM JIULaM.

[Ipu patote ¢ [11u B UCI1/{x corpynuuxu I'BIIOY P/l «byiinakckoe
MEJULMHCKOe YuYniIHIle» 00s3aHbl 00ecrneyuTh OTCYTCTBHE BO3MOXKHOCTH ITPOCMOTpA
[1/I8 TpeTbuMU TULIaMUA ¢ MOHUTOPOB APM uiin TepMUHANIOB.

IIpu 3aBepenuu pabotst ¢ UCIT/In cotpyanuku o6s3ans! 3aumtuts APM unn
TEPMHUHAJIBI C TOMOIIBIO OJIOKMPOBKHU KIFOYOM HIIM SIKBUBAJIEHTHOI'O Cpe/iCTBa
KOHTPOJISI, HAIIPUMep, JAOCTYIIOM 10 NapoJIio, €CIM He UCTIOJIB3YIOTCs O0Jiee CUIbHbIE
CpeJCTBA 3alUThI.

Corpyanuxu I'BIIOY P/I «bylinakckoe MeAUIIMHCKOE YUUIIMILE» TOJKHBI
ObITh MpouH(POPMUpPOBaHbl 00 yrpo3ax HapymeHus pexxuma 6ezomacuoctu [1/1H u
OTBETCTBEHHOCTH 3a ero HapymeHue. OHM JOKHBI ObITh 03HAKOMIIEHBI C
yTBEepPKIeHHOU GopMaNbHOI IPOLeIypOil HAJIOKEHHUS AUCHUITMHAPHBIX B3bICKAaHUH Ha
COTPYAHUKOB, KOTOpbIE HAPYLIUJIU IIPUHATbIE TOJUTUKY U MPpOoLeypbl 6e30MacHOCTH
IT/1H.

Cotpyanuku 00s3aHbl 0e3 nmpomeieHus coodmaTs 000 Bcex HaOI01aeMbIX WIH
nojxo3putenbHbIX ciyvasx padorel MCIT/IH, Morynmx nosieds 3a co00i# yrpo3sl
Oe3zomnacHocTu [1/1H, a TaKke O BBISBIEHHBIX UMK COOBITHSIX, 3aTParuBaromInX
6ezonacHocth [1/IH, pyKOBOACTBY NoApa3eieH s U JIUILY, OTBeHaroleMy 3a
HEMeUIEHHOE pearMpoBaHue Ha yrpo3sl 6esonacHocty I1/1H.

Jo/uxHOCcTHBIE 00513aHHOCTH noab3oBaTesaeii MCII/1a.
JomxkHocTHBIE 00s13aHHOCTH 110/1b30BaTenei VICII/{H onucansl B clieAyronmx
JOKyMEHTax:
v' Uncrpykuus agmunuctparopa UCI1/1H;
Uncrpykuus agmMuauctpatopa 6ezonacnoctu UCTId#H;
Huctpykuus nons3osatens MCI/Ix;

L T

HHCTp)’KLIPISI ITOJIL30BaTEIIA IIPpXA BOSHUKHOBEHHWH BHEIITATHBIX cmyaunﬁ;

OTBeTCTBEHHOCTH COTPYAHHKOB
B coorsercTBru co cT. 24 DenepanbHoro 3akoHa Poccuiickoi ®enepanuu ot 27
utonst 2006 r. Ne 152-D3 «O nepcoHanbHBIX JAHHBIX)» IUIA, BAHOBHBIE B HAPYIIEHUH

TpeGoBanuii 1anHoro MeIepaibHOro 3aK0Ha, HECYT IPaXKIaHCKYIO, YTOJIOBHYIO,
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aJIMMHACTPATUBHYIO, AUCIUIUTMHAPHYIO U MHYIO NIPEe1yCMOTPEHHYIO
3akoHoAaTenbeTBoM Poccuiickoit Denepauuu 0OTBETCTBEHHOCT.

HeticTBytoiee 3akoHoAaTeNbCTBO P® 103BOISIET IPeaABABIATE TpeOOBaHUS 110
obecneuenuio Oe3onacHo# paboThl ¢ 3almIaeMoil “H(OpMaLIMel U IpeycMaTpUBaeT
OTBETCTBEHHOCTD 32 HApyLIeHHe YCTAHOBIEHHBIX IIPaBHIl SKCIuTyaTanuu DBM u
CHCTEM, HeIIPaBOMEPHBIN JOCTYI K MH(GOpPMALMK, €CITH 3TU JeHCTBHSI TPUBEITH K
YHUYTOXEHHIO, OJIOKUPOBAHUIO, MOAU(DUKALUHY HH(POPMALMH UIIA HapyLIEHHUIO paboThI
OBM unu cereit (crateu 272,273 u 274 YK PO).

Anvunuctparop UCITIx u agmunucTpaTop 6€301acHOCTH HECYT OTBETCTBEHHOCTh
3a BCe JeMCTBUS, COBEPIICHHbIE OT UMEHHU UX YUETHBIX 3alUCei HIA CUCTEMHBIX
YUYeTHBIX 3aluceil, eciim He Joka3aH (PaKT HeCAaHKUMOHUPOBAHHOIO UCIIOIb30BaHMUs
YUYETHBIX 3aIluCeHn.

[Tpu Hapymenusix corpyanukamu ['BIIOY P/l «byiiHakckoe MeAMLIMHCKOE
yuunuuie» — nons3zosareneit UCII/Ax npasui, cea3anubix ¢ 6e3onacHoctsio [1/1H, oHu
HEeCyT OTBETCTBEHHOCTb, YCTAHOBJICHHYIO JeHCTBYIOLIUM 3aKOHO1ATEJIECTBOM
Poccuiickoit denepaiuu.

[IpuBenenHble BbIle TPpeOOBAHUS HOPMATUBHBIX JOKYMEHTOB 10 3alIUTE
MH(pOpPMalKH I0JLKHBI ObITh 0TpakeHsl B [Tonoxkenusax o noapasaenenusax ['bITOY PJ]
«byliHakckoe MeIMIIMHCKOE YUYMIHILe», ocymecTBistoumx odpaborky [1/1n B UCI1/In
U JIOJDKHOCTHBIX MHCTPYKIUAX coTpyaHukoB ['BIIOY P/l «byiiHakckoe MeaUIIMHCKOE
YUUTHILEY.

Heobxonumo BHectu B [lonoxenus o noapaszaenenusx [ bIIOY P/l «byiinakckoe
MEIMLMHCKOe YUYWJIuILe», ocymecTpiasommx oopadborky I11n B UCITAn cBenenus 06
OTBETCTBEHHOCTU UX PYKOBOJUTEIEH U COTPYAHUKOB 3a pasriiallieHue 1
HEeCAaHKIMOHUPOBaHHYI0 MouduKanmo (uckaxenue, panbcudukanmro) [1/11, a Taxxke
3a HeMPaBOMEPHOE BMEIIATeIbCTBO B IIPOLECCHl UX aBTOMATU3UPOBAHHON 00pabOTKH.

7. CnHCOK HCNOJb30BAHHLIX HCTOYHHKOB

OcHOBHBIMH HOPMATHBHO-NIPABOBBIMHU H METOAHYECCKUMH JOKYMEHTAMH, HA
KOTOPbIX 633preTCH HacTodALIAas HOJ]HTHK&, HABJAIOTCH:

®enepanbhblit 3akon ot 27.07.2006 r. Ne 152-D3 «O nepcoHanbHbIX JaHHBIX)
(manee — @3 «O nepcoHaNBHBIX JAaHHBIXY ), YCTAaHABIUBAIOLIMH OCHOBHBIE IIPUHIIUITEL U
ycnoBus oopaborku [1/1H, npaBa, 0043aHHOCTH U OTBETCTBEHHOCTh y4aCTHHKOB
OTHOILIEHMH, CBA3aHHBIX ¢ 0OpaboTkoit [1/1H.

«TpebGoBaHus K 3a1IUTe NEPCOHAIBHBIX JaHHBIX NIPH UX 00paboTKe B
MH(OPMAIIMOHHBIX CUCTEMAaX IePCOHAIBHBIX JaHHBIX)», YTBEPKIEHHOE
[Tocranosnenuem I[IpaBurenscrea P® ot 01.11.2012 r. Ne 1119.
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«ITonoxenune 06 ocoGeHHOCTSIX 0OPAOOTKHM NMEPCOHATBHBIX JaHHBIX,
OCYyIIECTBIsIEMO €3 UCI0JIb30BaHUA CPEACTB aBTOMATU3ALUN», YTBEPIKICHHOE
ITocranosinenuemM llpaButensctsa PO or 15.09.2008 r. Ne 687.

«TpeGoBanus K MaTepuaibHBIM HOCUTEIAM OUOMETPUUECKUX TTePCOHABHBIX
JaHHBIX U TEXHOJIOTUSM XPaHEHUs TaKUX JaHHBIX BHE HHQOPMALHOHHBIX CUCTEM

IIEPCOHANTBHBIX JIaHHBIX», yTBepkAeHHble [locranoBnenuem IlpaBurenscta PO ot
06.07.2008 r. Ne 512.

HopmaruBHo-MeTotu4eckre NoKyMeHThl PeepanbHoi Ciryk0b! 110
TEXHHYECKOMY U 3KcnepTHOMY kKoHTpomo Poccuiickoit ®enepaunu (zanee - PCTOK
Poccun) o o6ecnevenuto 6e3onacHoctu I1/1x npu ux oopadorke B UCTIIH:

bazoBas Mozens yrpo3 6e30rmacHOCTH MepCoOHaIbHBIX JaHHBIX MTPU X 00paboTke B
MH()OPMAIIMOHHBIX CUCTEMAX TIepCOHAIBHBIX JaHHbBIX, YTB. 3aM. aupekTopa ®CTOK
Poccun 15.02.08 .

Meroauka orpeieieHus aKTyaIbHBIX YTPO3 6€30MacHOCTH MePCOHATBHBIX
JaHHBIX IIPU UX 00paboTKe B HH(POPMALIMOHHBIX CHCTeMaX I1epCOHAIBHbIX J1aHHbIX,
yTB. 3am. aupekropa ®CTIK Poccun 15. 02.2008 r.

ITpuka3 yreepxaennn @CTOK Poccun ot 11 despans, 2013 roga «O6
yTBepxaeHun TpeboBaHuii 0 3amuTe HHGOPMALIMU, He COCTABIISIOIINX
rOCY/IapCTBEHHYIO TaiHy, COePIKalIUXCs B TOCY1apCTBEHHBIX HH()OPMALIMOHHBIX
crcTeMax.

Ilpuka3z ®CTOK Poccuum Ne 21 ot 18 despans 2013 roga «O06 YrBepxaeHuu
CocraBa u cofiep)KaHus OpraHU3alMOHHBIX U TEXHUYECKUX Mep 10 00eCIIeUeHNUI0
©e30MacHOCTU NePCOHANIBHBIX JaHHBIX ITPU WX 00paboTke B WH(MOPMAIIMOHHBIX
CHUCTeMax MepCOHATBHBIX AaHHBIX).

[Ipuka3 ®enepanbHoii city:x061 Oe3omacHoctu Poccutickoit @enepanuu ot 10
uronst 2014 r. N 378 «O6 yreepxaenun CocraBa U COAEpKaHUsl OpraHU3alUHOHHbBIX U
TeXHUYECKUX Mep 110 obecredeHH0 0e301acHOCTH IepCOHANIbHBIX JaHHbIX IIPU UX
| o6paboTke B UH)OPMALIMOHHBIX CUCTEMAX MEePCOHATBHBIX JAHHBIX C UCIIOIb30BaAHUEM
CPeACTB KpUnTorpapuieckon 3auTsl HHGOpMaIUH, HEOOXOAUMBIX JUIsl BBITIOIHEHUS
ycraHoBeHHBIX [IpaBurenscTBoM Poccuiickoit Penepaunu TpeGOBaHHIM K 3auTe
MePCOHAIBHBIX JAHHBIX ISl KQKI0T0 U3 YPOBHEH 3aIUIIICHHOCTIY.
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